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Digital Accept Secure Integration Developer Guide

This section describes how to use this guide and where to find further information.

Audience and Purpose

This document is written for merchants who want to enable Digital Accept digital
payment methods on their e-commerce page.

Conventions

This special statement is used in this document:

Important: An Important statement contains information essential to
successfully completing a task or learning a concept.

Related Documentation

Visit the Cybersource documentation hub to find additional processor-specific versions
of this guide and additional technical documentation.

Customer Support
For support information about any service, visit the Support Center:

http://support.visaacceptance.com
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Recent Revisions to This Document

26.05.01
Unified Checkout

Added information about expanded regional support for Tink Pay By Bank. See Tink
Pay By Bank (on page 194).

Added support for PayPal and Venmo. See PayPal (on page 219) and Venmo (on page
222).

Updated the Visa Click to Pay test card numbers. See Visa and Mastercard Click to Pay
Test Cards (on page 323).

Click to Pay Drop-In Ul
Added global support for clientVersion 1.e.
Updated Visa Click to Pay test cards. See Test Payment Details (on page 506).
Added information about handling errors. See Handle Errors (on page 509).

Added information about enabling Click to Pay Drop-In UI using the API. See Enabling
Click to Pay Drop-In Ul Using the API (on page 396) and Enable Click to Pay
Customer Authentication Using the API (on page 481).

Added information about adding Click to Pay to a merchant account. See Add Click to
Pay to a Merchant Account (on page 394).

Updated the Click to Pay workflow. See Click to Pay Customer Authentication (on page
476).

26.03.01

Unified Checkout

Updated the endpoint for retrieving payment details and dded endpoints for Saudi
Arabia. See Payment Details API (on page 338).

Added information to the capture context section for Version 1. See Capture Context
Components (on page 280).

Added support for client version 1.e. See Client Version History (on page 235).
Added information about semantic versioning. See Versioning (on page 233).

Added endpoints for Saudi Arabia. See Sessions API (on page 280) and Validating the
Capture Context (on page 309)
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Added a quick-start section. See Unified Checkout Quick Start (on page 135).

Added support for the merchant experience in the Business Center. See Configure the
Unified Checkout Merchant Experience (on page 249).

Added information about processing payments with Unified Checkout. See Process
Payments with Unified Checkout (on page 276).

Updated the JavaScript examples and reference for Version 1. See Loading the
JavaScript Library (on page 238) and JavaScript API Reference (on page 341).

Added information about handling errors. See Handle Errors (on page 329).

Added information about how to update your integration to Version 1. See Update to
Unified Checkout Version 1 (on page 353).

Added information about security recommendations and PCI compliance. See Security
Recommendations (on page 378).

Added endpoints for Saudi Arabia. See Authorizations with a Transient Token (on page
318).

25.12.01

Microform Integration

Added the . flex-microform-incomplete class. See Styling (on page 77).

Updated the default aria-label property value to true. See Class: Microform (on page
95).

Added incomplete as a CSS property. See Global (on page 103).

Added information about Web Content Accessibility Guidelines (WCAG) 2.2
compliance. See WCAG 2.2 Compliance (on page 129).

Updated the client-side setup code examples for accepting eCheck information. See
Client-Side Setup (on page 69).

Unified Checkout

Added information about supported browsers. See Capture Context (on page 231).
Added support for clientVersion o.34. See Client Version History (on page 235).

Added information about Cartes Bancaires dual-branded cards. See Dual-Branded
Cards (on page 317).

Added information about Konbini. See Konbini (on page 213).

Click to Pay Drop-In Ul
Added support for clientVersion o.34. See Client Version History (on page 514).
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Added information about supported browsers. See Introduction to the Click to Pay
Drop-In UI (on page 385).

Removed reference to the complete mandate from JavaScript Examples. See JavaScript
Example: Setting Up with Full Sidebar (on page 411) and JavaScript Example: Setting
Up with the Embedded Component (on page 412).

Added support for the removal of the confirm and continue screen and mobile as
identity for Click to Pay. See Features (on page 419).

Added the JavaScript API reference. See JavaScript API Reference (on page 462).

Updated the steps for configuration customer authentication for Visa Click to Pay. See
Click to Pay Customer Authentication (on page 476).

Updated the test cards for testing authentication. See Test Payment Details (on page
506).

25.11.02

Unified Checkout

Added a complete capture context request example with all possible fields. See
Example: Unified Checkout Complete Capture Context (on page 301).

Updated the capture context examples for clientVersion o.31. See these topics:
e Capture Context (on page 231)

Added information about testing your authentication method. See Test Authentication
(on page 326).

Added information about customizing the Click to Pay UI. See Click to Pay UI Guidelines
(on page 177).

25.11.01

Unified Checkout
Updated the list of allowed card networks. See Sessions API (on page 280).

Added support for clientVersion o.31. See Client Version History (on page 235).

Added information about Bancontact, Dragonpay and MyBank. See these topics:
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e Bancontact (on page 192)
» DragonPay (on page 193)

e MyBank (on page 198)

25.10.02

Unified Checkout

Added support for clientVersion o.30. See Client Version History (on page 235).
Click to Pay Drop-In Ul

Added support for clientVersion o.30. See Client Version History (on page 514).

25.10.01

Unified Checkout

Added missing reason codes. See Reason Codes (on page 335).
Updated the clientVersion field value to .30 in examples.
Added Pakistan locales. See Supported Locales (on page 376).

Added information about handling responses for Online Bank Transfers and Buy Now,

Pay Later. See Handle Responses (on page 204) and Handle Responses (on page
209).

Click to Pay Drop-In Ul

Updated the clientVersion field value to .30 in examples.

25.08.02
Flex API v2

Added more information about JSON Web Tokens. See JSON Web Tokens (on page
40).

Microform Integration

Added more information about JSON Web Tokens. See JSON Web Tokens (on page
127).

Unified Checkout

Added more information about JSON Web Tokens. See JSON Web Tokens (on page
362).

Click to Pay Drop-In Ul
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Added more information about JSON Web Tokens. See JSON Web Tokens (on page
362).

25.08.01
Unified Checkout
Added support for different payment methods. See Payment Methods (on page 149).

Added support for creating a trigger. See JavaScript Example: Client-Defined Trigger for
Click to Pay or PAN Entry (on page 241).

Added PayPak as a supported payment method. See Sessions API (on page 280).
Added support for client version 0.28. See Client Version History (on page 235).

Microform Integration

Added PayPak as a supported payment method. See Creating the Server-Side Capture
Context for Cards (on page 48)and Creating the Server-Side Capture Context for
Checks (on page 65).

25.06.01

Microform Integration

Added more information about the transient token time limit. See these topics:

e Transient Token Time Limit for Accepting Card Information (on page 56)
e Using the Transient Token to Process a Payment (on page 60)

e Transient Token Time Limit for Accepting eCheck Information (on page 72)

Flex API v2

Added more information about the transient token time limit. See these topics:

e Tokenizing Payment Information (on page 33)
« Validate the Transient Token (on page 37)

e Using the Transient Token to Process a Payment (on page 39)

25.05.01

This revision contains only editorial changes and no technical updates.
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25.04.02
Unified Checkout

Added a client version history and the features included in each version. See Client
Version History (on page 235).

Added information on the available features and the fields specific to each feature to
the Capture Context API. See Sessions API (on page 280)

Microform Integration

Added more information on nested iframes in the capture context. See Capture Context
(on page 47).

Click to Pay Drop-In Ul

Added more information on nested iframes in the capture context. See Capture Context
Using the Sessions API (on page 404).

25.04.01
Unified Checkout

Added more information on nested iframes in the capture context. See Capture Context
(on page 231).

Microform Integration

Added more information on nested iframes in the capture context. See Capture Context
(on page 47).

Click to Pay Drop-In Ul

Added more information on nested iframes in the capture context. See Capture Context
Using the Sessions API (on page 404).

24.08.01

This revision contains only editorial changes and no technical updates.
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VISA Platform Connect: Specifications and Conditions for
Resellers/Partners

The following are specifications and conditions that apply to a Reseller/Partner enabling its
merchants through Cybersource for Visa Platform Connect (“VPC”) processing. Failure to meet any
of the specifications and conditions below is subject to the liability provisions and indemnification
obligations under Reseller/Partner’s contract with Visa/Cybersource.

1. Before boarding merchants for payment processing on a VPC acquirer’s connection, Reseller/
Partner and the VPC acquirer must have a contract or other legal agreement that permits
Reseller/Partner to enable its merchants to process payments with the acquirer through the
dedicated VPC connection and/or traditional connection with such VPC acquirer.

2. Reseller/Partner is responsible for boarding and enabling its merchants in accordance with the
terms of the contract or other legal agreement with the relevant VPC acquirer.

3. Reseller/Partner acknowledges and agrees that all considerations and fees associated with
chargebacks, interchange downgrades, settlement issues, funding delays, and other processing
related activities are strictly between Reseller and the relevant VPC acquirer.

4. Reseller/Partner acknowledges and agrees that the relevant VPC acquirer is responsible for
payment processing issues, including but not limited to, transaction declines by network/
issuer, decline rates, and interchange qualification, as may be agreed to or outlined in the
contract or other legal agreement between Reseller/Partner and such VPC acquirer.

DISCLAIMER: NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR LIABLE FOR ANY
ERRORS OR OMISSIONS BY THE Visa Platform Connect ACQUIRER IN PROCESSING TRANSACTIONS.
NEITHER VISA NOR CYBERSOURCE WILL BE RESPONSIBLE OR LIABLE FOR RESELLER/PARTNER
BOARDING MERCHANTS OR ENABLING MERCHANT PROCESSING IN VIOLATION OF THE TERMS
AND CONDITIONS IMPOSED BY THE RELEVANT Visa Platform Connect ACQUIRER.
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Introducing Digital Accept Secure Integration
Product Suite

The Secure Integration Product Suite allows you to simplify the acceptance of sensitive customer
payment information. When a customer enters their payment details on your webpage, app, or
elsewhere, it is replaced with a transient token. Tokenization ensures that the card data can be
transported securely, which limits your exposure and significantly reduces your Payment Card
Industry Data Security Standard (PCI DSS) compliance burden.

The Secure Integration Product Suite consists of three products that can be used in a variety of
scenarios: Unified Checkout, Microform Integration, and Flex API.

Unified Checkout

Unified Checkout is a pre-configured drop-in Ul for accepting online payments. It supports multiple
payment methods including traditional cards and digital wallets such as Google Pay and Visa Click
to Pay. Because it is pre-configured with digital payment support, Unified Checkout enables you to
go live faster and substantially reduce the development burden of accepting a multitude of payment
options. This solution is ideal for sellers looking for a complete payment acceptance technology with
support for multiple payment methods.

Unified Checkout Button Widget Interface

Cards We Accept Drop-in UI/UX provides a faster way to
VISA . @ accept mul’fiple digital p-ayment me-'th.ods
seamlessly integrated with your existing

customer experience.
Checkout With Card

her Paym Metk .
Other Payment Methods Customizable manual card entry supports

the capture of payment and address
& Pay . . . .
information across multiple geographies.

> visa @
Digital wallet support.
Click to Pay v :”15?-
Click to Pay “’1‘:?}‘-‘;;‘;2 Click to Pay for friction free purchase.

) Visa
Click to Pay eore 7521 -

Unified Checkout includes these features:
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 Leading security technology

 Simple front-end integration

e Integrated with emerging digital standards

e Integrated with a range of payment methods

» Payment option presentation is optimized

For more information, see Introduction to Unified Checkout (on page 133).

Microform Integration

Microform Integration is a payment card and card verification acceptance solution that can be
embedded. Use it to securely accept payment information at your web page and have complete
control over the look and feel of your payment form. Microform Integration captures the card
number and card verification number fields from within your existing user interface. This solution
is for sellers looking for a secure way to capture sensitive payment data from within their own
customized payment form.

Microform Integration Payment Form Interface

Card Number

— [ . .
Visa_ | Secure Microform fields can

_ be seamlessly inserted into
your payment page.

Microform Integration includes these features:

* Leading security technology
e Seamlessly integrated into existing payment pages

e Fully customizable

For more information, see Microform Integration v2 (on page 42).
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Flex API

Flex API can be used to securely capture and transport payment data between systems. This solution
is ideal for Internet of Things (IoT) and third-party integrations. For more information, see Flex API
v2 (on page 19).

Digital Accept Product Comparison

This chart compares Digital Accept products and features.

Products and Features Comparison Chart

Unified Microf
icroform
Checkout i Flex API
B Integration
Integration

Drop-in UI o .y *
Digital Wallet Support
{Google Pay and Visa o x X
Click to Pay)
Browser Based oy o X
Complete Control of % Y, Ny,
Lock and Feel
Platforms Web anly Web only All

Digital Accept Secure Integration | Introducing Digital Accept Secure Integration Product Suite | 18



Flex API v2

The Flex API v2 suite enables a merchant to ensure secure transmission of payment information
captured from client-side code. Integrate your system with Flex API v2 to enable Cybersource to
protect your customer's primary account number (PAN), card verification number (CVN), and other
payment information when payment processing activity crosses the Web.

Important: Flex API is not designed to be used from the browser. For securing payment
information from the browser, please see the Microform Integration product.

Use the APIs in this suite to secure your customer's payment information, and exchange this
sensitive data for a transient token. A transient token is a temporary reference to sensitive data that
Cybersource has securely stored on your behalf. A transient token can be transported and stored
safely without adding risk to your PCI DSS burden.

¢ Important: The transient token response can be cryptographically validated to ensure that
payload injection attacks can be mitigated.

Before you capture the payment data from the client application, generate the context in which the
data is to be captured and tokenized. The capture context can help you to limit PCI exposure to the
context in which it is captured.

After you capture the payment data from the client application, the Flex API v2 can secure and
tokenize the data:

» Cybersource secures your customer's card data at the device using one-time public encryption
keys.

 Cybersource then replaces the card data in the client application form with a transient token. A
transient token can only be accessed by the merchant.

After you tokenize the payment information, you can initiate Cybersource services that use transient
tokens in place of your customer's payment information.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Flex API v2 Integration Task List

The Flex API v2 is a suite of APIs that enables a merchant to safely and securely accept customer
payment information from within a client application. The objective is to replace sensitive
payment information with a transient token that can be transmitted without exposing the payment
information.
Integrating your system with the Flex API v2 consists of these tasks:
1. Use the /sessions API endpoint to generate the capture context.
See Generating the Capture Context (on page 20).
2. Use the /public-keys{} API endpoint to validate the capture context.
See Validating the Capture Context (on page 27).
3. Compile the payment information in the appropriate JWE format.
The data must match the data you specified in Generating the Capture Context (on page 20).
4. Use the /tokens API endpoint to tokenize the payment information.
See Tokenizing Payment Information (on page 33).

5. Validate the Transient Token

6. Using the Transient Token to Process a Payment

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Generating the Capture Context

The first step to Flex API v2 is to generate the context of the customer payment information that is to
be captured and tokenized.
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Important: Declaring the capture context ensures that no data can be injected into the
process by a malicious actor.

To generate the capture context, use the /sessions API endpoint to specify the payment data to be
captured. The API returns a JSON Web Token (JWT) data object that contains the authentication
component of the interactions and the one-time public encryption keys to which the payment
information is to be secured.

Important: The internal data structure of the JWT can expand to contain additional data
elements. Ensure that your integration and validation rules do not limit the data elements
contained in responses.

Resource
Send a fully authenticated POST request from your backend system to the /sessions API:

e Test: https://apitest.cybersource.com/flex/v2/sessions

e Production: https://api.cybersource.com/flex/v2/sessions

The resource returns a capture context, which is a JWT date element containing the keys necessary to
encrypt the payment data.

Payment API Fields

This is the list of possible fields to capture and tokenize.

orderInformation.amountDetails.currency
orderInformation.amountDetails.totalAmount
orderInformation.billTo.address1
orderInformation.billTo.address2
orderInformation.billTo.administrativeArea
orderInformation.billTo.buildingNumber
orderInformation.billTo.company
orderInformation.billTo.country
orderInformation.billTo.district

orderInformation.billTo.email
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orderInformation.billTo.firstName
orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.phoneNumber
orderInformation.billTo.postalCode
orderInformation.shipTo.address1
orderInformation.shipTo.address2
orderInformation.shipTo.administrativeArea
orderInformation.shipTo.buildingNumber
orderInformation.shipTo.company
orderInformation.shipTo.country
orderInformation.shipTo.district
orderInformation.shipTo.firstName
orderInformation.shipTo.lastName
orderInformation.shipTo.locality
orderInformation.shipTo.postalCode
paymentinformation.card.expirationMonth
paymentInformation.card.expirationYear
paymentlnformation.card.number
paymentInformation.card.securityCode

paymentInformation.card.type

This example shows the JWT decoded, containing the JSON Web Key (JWK) encryption keys:

x|
"path" : "/flex/v2/tokens",
"dat a"
"NTaTH279ZU ODxRUBEKI r hAAEFAAI r h8y17ghNzZny YVQb8vz BGNPWSN znzPqC93Xf uMIb+s7DTyk
Z5Q+yj PoFO3BI czt 5Wi | GUcKh60cSgsH =",
"origin" : "https://sl73fl xapg002. vi sa. com 8443",
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"jwk" o {

"kty" : "RSA",
"e" : "AQAB",
"use" : "enc",
"

"pFr A5Ls| 22p3gNL5i Pj BOYEuXs7z9P- dv7Al CTGzl gNyNvyf F_t WeaLgS- | f 2QgDvVWBc U0 VxJ XLEL
FcJzj 71d1sgZBln4i r WqPg54cf wEx425DDFZai wQ _Fv1vimAN3TRT2kaQK- _2dYMNLI WHgj 93aw_bLTQT
_z0lj calLTR e6xz7T4Cql QZ6KB_W21t csMDGAUbJ- veyUpY2EnmtLp_vql psEBi CNocDA nvMIdRyhBb8t h
gi Xr Zj TLoOCoW i aHoAl LW.3cUoGRV& WIES - | - Hf PDpO2HBFi Ful wov54Pj ac_sVoGFzG&gl Gw WB241c9
5u- bZUedpN_6i g0Q',

"kid" : "00Svlad fyaw897r De@eFdODKaCKc1qg"
}
}
"etx" i [ {
"data" : {
"requi redFi el ds" : [ "paynentlnformation.card. nunber" ],
"optional Fields" : [ "paynmentl|nformation. card. expirationYear",
"paymnent | nf ormat i on. card. expi rati onMont h", "paynentl|nformation.card.type"
"paynent | nf ormat i on. card. securityCode" ]
}
"type" : "api-0.1.0"
Pl
"iss" ! "Flex API",

"exp" : 1614792268,
"iat" : 1614791368,
"jti" : "rOAksGcp8BggbW| "

Related Information

e REST API Field Reference

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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REST Example: Generating the Capture Context

Minimum Request

"paynent | nf or mati on"

"card" : {
"nunber" : {
s
"securityCode"

"required"

}

"expirationhMont h"
fal se

"required"

}

"expirationYear"

"required"
}l
“type" : {
"required"

Maximum Request

"paymnent | nf or mati on"

"card" : {
"nunber" : {
} ’

"securityCode"

"required"

}

{

{

fal se

{

{

fal se

fal se

{

fal se

"expirati onMonth" : {

"required"

}

fal se

"expirationYear" : {

"required"

}1
"type" @ {
"required"

fal se

fal se
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H

"order | nformation" {
"anmount Det ai | s" {
"t ot al Anount " {
"required" fal se
}
"currency" : {
"required" fal se
}
}
"bill To" : {
"address1" : {
"required" fal se
}
"address2" : {
"required" fal se
}
"admi ni strativeArea"
"required" fal se
}
"bui | di ngNunber" : {
"required" fal se
}
"country" : {
"required" fal se
}
"district" : {
"required" fal se
}
"locality" : {
"required" fal se
}
"post al Code" {
"required" fal se
}
"emai | " 1 {
"required" fal se
}
“firstName"
"required" fal se
}
"l ast Nane" : {
"required" fal se
}
"phoneNunber " {
"required" fal se
}
"conmpany" : {
"required" fal se
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}

}

hi pTo" : {

"address1" : {
"required" : false

}

"address2" : {
"required" : false

}

"admi ni strativeArea"
"required" : false

}

"bui | di ngNunber" : {
"required" : false

}

"country" : {
"required" : false

}

"district" : {
"required" : false

}

"locality" : {
"required" : false

}

"post al Code" : {
"required" : false

}

"firstName" : {
"required" : false

}

"l ast Nane" : ({
"required" : false

}

"conmpany" : {
"required" : false

}

Response Payload

eyJraWQ G Jzbi | sl nFsZyl 61 1 JTM U21 n0. eyJnbHgi Onsi cGF0aCl 61 i 9mbGV4L3YyL3Rva2Vucyl sl m
RhAGEi G JOVGFUSDI 3¢ VpVbE9EeFJVQk VL SXJ 0QUFFRK FBbHI 0OHk X N2do Tl pueVl WOW 4dnpCRO5QVLNt
bHpuel BxQzkzWGEZ1TUpi K3MBRFR5a101USt 5al BvRj AzQkj enQLVnZpSUdVYOt oNj Bj U2dz SEl cdTAWME
Q LCIvem naWki O JodHRwezovL3Ns Nz NmbHhhe HEWVDI udnd 2 YS5j b2060DQOMy I s mp3ay | 6eyJr dHki
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O JSWOEI LCII 1'j oi QVFBQ | sl nVzZSI 61 myuYyl sl mdi O JwRnIBNUxzbDI ycDNnTkwlaVBgQk9ZRXVYcz
d6OVAt ZHY3QUI DVEd6bGdCeU52e W GX3RXR2FME VM bGYy UMIEdT ZXMR2NVMGLX VnhKWEX FMJZj SI pgNz Fk
MXNNnVK I xbj Rpcl dzcVBXNTR] ZndFe DQyNURERI phaXdRX0Z2MXYxbUFOMLRSVDIr YVFLLV8yYZFI NTkxJVO
hxaj kzYXdf Ykx UUVRf enBxanmN\hTFRSamJ2eHo3VDRDcU RW ZLQ 9XM FOY3NNREdVYkot dj Z5VXBZM Vit
bVWAMEF92c Ul we 0VCaUNCh2NER2xudk 1KZFJ5aEJi OHRocW Ycl pqVExvT29XdG hSGIBbEXXTDN) VWBHUI
ZHdFdkRWYt SS11 ZI BEcE8y SEJGaUZ1bHdi dj UOUGPhY19z VmBHRNpHZ2xHendJVOI yNDFj OTV1LW aVWk
cE5f Nml nMFEI LCIr aWQi O | WWFN2 SWFHSWZ5 Y Xc4O0Tdy RGVHOWGZEIES2FDS2Mkc SJ9f Swi Y3R41 j pbey
JKYXRhI j p71 ndl cXVpecnvVkRm | bGRz1 j pbl nBheWLl bnRIbnzvemihd@ vbi 5j YXJkLnb1bWI ci JdLCIv
cHRpb25hbEZpZWkcyl 6V IWYXI t ZWb0SWbnh3Jt YXRpb24uY2FyZC5l eHBpcnmFOaV@uWN/hci | s| nBheW
11 bnRIbnZvenilhdd vbi 5] YXJkLmv4cd yYXRpb25Nn250aCl sl nBheWLl bnRIbnZvenmilhdd vbi 5) YXJk
LnR5cGUi LCIWYXI t ZWbOSWBnb3Jt YXRpb24uY2FyZC5zZWN1cm 0eUNvZGUI XX0sl nR5cCGUi G Jhe Gkt MC
4xLj Al fVOsI m zcyl 61 kZsZXggQVBJI1 i wi ZXhwl j oxNj EONzkyM Y4LCIpYXQ G E2MIQ3OTEzN gs! np0
aSl 61 nJPQN zR2ZNWOEJINnZzZXTGoi f Q uHM YZFoqqDi i i c- s- 29GAlI O0V5Ex13611 zzhxi qt 6eMZc TW bAp
Axgf Te0eBK3vi 9s6VZbmlf gE1dh8BdMe02AkF- _QAc3wech2YPOVhcuOpst ZyLj 22t nr maL Xnmc HwTor DBVA
3f VH_8EI n8T4gonZ- | t Ta05sxAk5r LVEWW au5- G 74t uxt DQOPI ¢ 7F9Sz ngwGTLCuUZ6JuJf 8bExXAyL5
Chi qQ®MDsbP6Q2j t DXok4VAHVKIR3uRIvibl Hf gRMLLRVH8XGr9GX69b30_r 4Mi5xQugvIl 6Hu7X30q09f
Fpf T3v9qQwocnJpowKe2vOu7r ci d_CGqqj ZckbEVb47VQ

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Validating the Capture Context

The capture context that you generate is a JSON Web Token (JWT) data object. The JWT is digitally
signed using a public key and confirms the validity of the JWT and that it comes from Cybersource.
When you do not have a key in the JWT header, Cybersource recommends that you follow
cryptography best practices and validate the capture context signature.

To validate a JWT, you must obtain its public key. This public RSA key is in JSON Web Key (JWK)
format. The public key is associated with the capture context on the Cybersource domain.

To get the public key of a capture context from the header of the capture context itself, you must

retrieve the key ID associated with the public key and then pass the key ID to the /flex/v2/public-
keys endpoint:
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1. From the header of the capture context, get the key ID (kid):

"kid": "3g",
"al g": "RS256"

2. Send a GET request to the /flex/v2/public-keys endpoint and include the key ID. For example:
o Test: GET https://apitest.cybersource.com/flex/v2/public-keys/{3g}
> Production: GET https://api.cybersource.com/flex/v2/public-keys/{3g}

> Production in Saudi Arabia:GET https://api.sa.cybersource.com/flex/v2/public-keys/
{3g}

> Test in Saudi Arabia:GET https://apitest.sa.cybersource.com/flex/v2/public-keys/
{3g}

Depending on the cryptographic method you use to validate the public key, you might need to
convert the key to privacy-enhanced mail (PEM) format.

3. The resource returns the public key:

eyJmbHgi Onsi cGF0aCl 61 i 9nbGV4AL3YyL3Rva2Vucyl sl mRhdGEi O | 2bUFLNTNPNVpGTUK5Y3Rob
WZnd2do QUFFRGNgNUSQYzcxel Er bnBr e DN6WSt LOTVWRc5bThmWws4czl TRXBt T21z MwWhbEx5Nk
hHZ290QOJEW VI N3ZUSGQB YTR5a2t NRDI NVHhgK3ZoWKVDUMRDaDhVY1dwWUNZW Znb TELUXVFMKE
i LCIvem naWli G JodHRwezovL3Rl c3RmbGVALMNSYmyc291cmNl LniNvbSI sI np3ayl 6eyJr dHki

QG JSWOEI LCJI I'j oi QVFBQ | sl nVzZSI 61 mVuYyl sl mdi O JyQrzwdDRj ed ke VZwTOpnVTl JQXewJ
1JCNUZgNOx Mzj AAUOROVIMNy Uj | aaj A2bEYwTVce1aUpZb3F6R3RCINBI MhFZbFN6LVRs SDdy bVNTUE
Zl eTFI@@Bf 201 3eUR OnJORWNEanpLeVNZSTVCV] NsNHh6Qk5CNz R1dnB2Snt gcnd3QvZv VU4AWMLR
aT3FVcOpf Sylj TOxpYzVXVOZhQTEy OUt hWFZr ZFd3N3c3LVBLdnMMInpj eGwy VO5STUl zTS1ZQ0xO
b3FCdkdCSk50Yy1uMLl BNUShaz B2NDdi YUs WYWIHOQXRf WVEZ0Zd t Zk phVUVUTVBWIVBT QriRh VB 0d
1Ng UFNaOHFMOGk z Wd me mp 2 MURDTUMRWURZRz | mX0t gNzJj Ti 1CaGIBRURWII Zy TUE | Z3Qy RDI wMk
J1d2gzZl Nf S3VRcl FWI'VdPel RnT3AzT2s3UVFGZ1Ei LCIr aWQ O | wOEJhWKIMkbj dKTUhj SDhlbkc
XC1INDUVAXN2WeWL Zy J9f Swi Y3R4I j pbeyJkYXRhI j p71 nRhendl dEQyaWlpbnM A si aHROcHVB
Ly93d3cudGvzdC5j b20i XSwi bWZPcm naWti O JodHRweczov L3Rl c3RMOGVALMNSYnVyc291cmNl L
mM\vbSJ9LCI0eXBl | j oi bWt MCAxM54AW n1dLCIpc3M G JGhGV4l EFQSSI sl nvAcCl 6MTYxN) ¢30T
A5MBw aWFOI j oxN) E2Nzc4MTkxLCIqdCki O J6SGLt Z25uaTVoN3pt dGYOI n0. GvBzyweJKI 3b2Pz
t Hb9r ZXawx2T817nYqu6goxpedPsj qBY1geTol9R- CP_DkJXov9hdJZgdl zI NmRY6yoi zi SZnGldp
nZ- pCql | C06qgr pJVEDob30O ef ROLO3Gz7F5J1 LO TXSj 6nVWWC5nRI cP032yt PDEX5TM 9YOhnBadJ
YnhEMMONN_paMrBwLh2v6r f TkaBqd8n6r PvCNr WMOMo Mo TeFxku-

Use this public RSA key to validate the capture context.

4. Parse the JWT capture context to get the Kid from its header:
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"kid": "3g",
"al g": "RS256"

5. Send a GET request to retrieve the public key from /flex/v2/public-keys/3g:

{

"kty":"RSA",

"use":"enc",

"kid":"3g",

"“n":"ir7N 1Bj 83r xr 3co5v_JLkP309UxXZRX1L| ZFZeckguEf 7Gdt 5k GFFf TsynKBesnBPe
8olhwf kq7KmJZEZSuDbi JSZvFBZycK2pEeBj ycahwoCqOne MraKGF_bhwVHr Y4YdKsp
_cSJe_ZMXFUgYnj k7D0p7cl X6CrRLQyM 41Aj b7NHI 23uOAL7Pyf JQWP1LX8HJdunE6ZwK
DNcavgxONBVuWsnf sGvt ygKQxj eHr | - gpy MXFOe _PeVpUl QOKVj mb5- em Vd2SbyPNre
NADG] GCnECYMyL5hEvnTuy Ay bwgVwuManyf Fgl bRcr Al zcl T4] QBeZFwkz Zf QF7MgA6QQ"
"e": " AQAB"

}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Securing Payment Information

After you compile and encrypt the customer payment information, secure the payment information.

Important: Payment information must be secured before it is tokenized so that data in
transit cannot be compromised and exposed to malicious actors.

To secure the payment information for transport, you must encrypt the data using the one-time
public encryption keys provided in the capture context.
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Process Overview

The process for securing the payment information consists of these steps:

1. Construct the payment JSON payload.
2. Extract the one-time public encryption keys from the capture context.

3. Use the keys to generate a JWE (JSON Web Encryption) data object.

Internal Structure
The encrypted payment data consists of these parts:

e data—Structure that specifies the data to capture and store.

e context—Structure that specifies the capture context that you obtained from the /sessions API
request.

» index—Component that must be set to e.

This example shows basic structure of the payload:

{

"data": {

}l

"context": "",
"index": O

}

Example
This example shows a fully populated request payload prior to encryption:

{
"data": {
"paynent | nformation": {
"card": {
"nunmber": "4111111111111111",
"expirationMonth": "12",
"expirationYear": "2031",
“type": "",
"securityCode":
}
l s

"order|Informtion": ({
"amount Detai |l s": {
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"total Avtpunt": "102.21",
"currency": "USD'

Ji o
"bill To": {
"firstNanme": "John",
"l ast Nane": "Doe",
"address1": "1 Market St",
"l ocality": "san francisco",
"adm nistrativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@nmil.coni,
"phoneNunber": "4158880000"
}
}
Ji o
"context":

"eydraWQ G | zzyl sl nFszyl 61 1 JTM U21 n0. eyJnmbHgi Onsi cGF0acCl 611 9nbGv4L3YyL3Rva2Vucyl s
| TRNdGEI G JyM h5b2QxUk9SdUEyaj FwmUnAOc Upo QUFFSkFvUVNLQz Zz ZXFk VHpMaUJuTnZr Mzl j OXJ QSH
JNQTRs SEZ1QXRr S0Ji Rmpgalt HV2t nNUV] NHnBRVBMTzcObONsdj hneUnue FJCb1E1dHYWVnpNYUSp ONRX
d21EWn ReEXENVWBpVK1ISWEM LCIvem naWli O JodHRwezovL 3Rl c3RmbGVALMNSYmvyc291cmNl Lim\vbS
| sl np3ayl 6eyJr dHki G JSUOEi LCII 1j oi QVFBQ | sl nVzZSI 61 mVuYyl sl mdi G JqYl AddHpl X21FQU o
YUdnt XJ3TEQ ZHZs b TZSLXgy SWaVDNwe UU2 YXF2Skxk YOh4bz RQZkt OSXpMZOhf ZEJVTj ZENGxFc2dTY3
No T1RVOVWWGWWQy VERpZUI aMVJj NWbr ¢l Nub2l YenR5MFIscUl r S3BCa2h1WKRs SWWAOTZQb3J YVENMUK45
M XOXgz N2dUUNRBc 21 2QXJI QR2pOVWGV4AnhaN29 SV FXRVY5YY 1FYVFYybUS5N2Z2z Tndx dEZMR2x Vb XdEQD
5ONEVERXdj aWli3ck5JUl JQaHpPQkJS5UWFvenB6VI hXSVet S3RRb2ot SHFf Tk 2 YUNOMXkwdW/LZj FkZ0dy
UHpi bDVEW/NFYUJt MBgzd&Zz TmVBMXVQLbGI XZz YOLU83Snl Mc FIW/USUYNRLNCIONVNI ¢ 0ZalvhZBe GYWWI
dWRnRacl Zi ROZTRnFLQ ZPW/dW/nci LCIr aWQ G | wOd HZEN2Z2] CWEMAYXd6UO0szW RoUnBhbEl KTz W
MBJ9f Swi Y3R4I j pbeyJkYXRhI j p71 nRhendl dEQyaWipbnM A si aHROcDovL2xvY2Fsa@zdDoz MDAWM i
wi aHROcDovL2xvY2FsaGzdDol1MDAW | Osl mLnir3JpZ2l ul j oi aHROCHVBLY90ZXNOZmx| eC5j eW| cnNv
dXJj ZS5j b20i f Swi dH wZSI 61 mLnL TAUMITEUMCI9XSwi aXNzl j oi Rl eCBBUEKI LCII eHAI G E2MDQ2MI
c4M gsl ml hdCl 6MTYWNDYxN kyOOw anRpl j oi RLoxb1dCbTVBbHkzendwOCJ9. ZF9- CG_Fvi QTMocl Mac
BHG6I MABi Ff | - uf Pj OTdXFuTSpusL6f Asxnyxdl f 6V6i 6wO0OPDgv6SY- 2MAP- QG00WA] FZf nR1y3r 13Ti g9
Ldgl 4WOp8zhl b6kl LDO1PYWey XYZOxqRQLO_e YTl i Dr V66P72PVX6DgCeoJFYnh_csEcAChmyBVRql 2Gxd
9zel ALgBNU6WeH NBFT36xRHHr uxRJ2hBCl _OEOp9haQ@ uD4qt f k9gr f hnt 2nFpi C4s0j OyHaHCgi Vb NP
uPecpS7t 47cj sSGEPf | HNbBAj dlI Ve NpnFFy H6s CLRpl OgWOvPYwWAnUQOgt q7y_voHe nQCal 6eHFr 4A"
"index": 0O

}

JSON Web Encryption Payload

The /tokens API endpoint accepts a JSON Web Encryption (JWE) data object that has been encrypted
using the RsaOaep encryption scheme and the JSON Web Key (JWK) provided in the capture context.
JWE is a standard that defines how data can be encrypted using JSON-based data structures. For
details, see IETF RFC 7516 at https://tools.ietf.org/html/rfc7516.

The JWE format consists of five sections separated by a period (.) delimiters:
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header. encrypted_key . cypher_text. iv.auth_tag
The payload for the /tokens request is a JWE data object.

This shows an encrypted payload in a fully formed JWE data object:

eyJraWQ O | WiWFN2 SWFHSWZ5 YXc 40Tdy RGVHOWGZEIES2FDS2Mk e SI s| mvuYy | 61 kEy NTZHQOO0i LCIhbG
ci O JSUOEt TOFFUCJ9. j u@hF5XcZ1r DbupnlnzlqHhephzWha8FunmtH4Kr sDOyF1t CODOL8W pSyd5Vd e
wb4l 11 i pnSB5vVOO3Ch6Fr NLi pj Fg- o0exFRAWSK92NbB88y SFO- 7FyvPddi gaQFk A81xn8nwdoHMMUs Quge
8Ts_kr LsvYghnscxXKkwe EKgxoWonD- y Ef vKx Gy HACLpr AKLm xusexaJLF420TxYuEhzzr Se6 VRl | 0z Xu
k2DAht UL20HCgu8P3shgJBJqs OPc AFt wt LBRoDwW Dt OybOHj d34Svbpgf 3ncFnDKEQYe5QeEl EHaB2a0ON
bwo611 1UETf hedHQc 81 M DmiVuKk9pgCTg. uW W 2j ZxZd5wWF0. oFzZ31 2ry77j f - 3wB_2q8G- 0t bYIWQ

88Ndz RmMVNO34Jbr e XS\VWOCj u7nt vNBh83NJXEA cQech2PEG ZV_t ADBalLbSxJei t YKwaGhs _t Rvr zr cd8Q
hgs4QADf ky2n310eV8bUGBD4&ZBKRHL6ScLf 5p30b6Hoa5f DYsU71 HNy CRei ai GPEX| Y41 uwL9QQxr f Y2L
Tv74Pcqyh- BAbyNxRShTW3SInVDT7YQLlI 6_- 2ROgJhJoweTdDJt mloM LxKEi j 2TLgHBdgs09f 036df n0S
HLI 1vGB6C1- 6DA9YFI ZB3gLYnyomilj ZuGxUOPXDoj Uf Xo0OpUj 80 6CnQMhKpC9X19s8xAhl AUYYdvW E
gFf Bzd9S- 4E- ZdyUGS xG7f LQULZKQIeYBbGCssLGSI XLOh15sKOopl gqCTU7MBEN_F7zWOI wd4- b8OVf _J
80- hWLe043Rl zBoM 3aCGdXFI aLniVbEl zTNeZr ul YTTWALbQ cLTXgAMIYFI Kl r pg55Vr uvVR8i _i j uSIMF
zzTYulLut 9ecvYbFFeUkUaUBi hNXg4Np571 x23gaJuMc PBgUgkH3NCTZQE7YyQOynzO- | ho_j AHylxcwV_DJ
hhAJnACOBHUDA] VKnt - GKgxvDZW/zr qj FKPAr X81eRSnn9Dr 2Ahozehn9FTB37AJV3BEC2i 7WW AbQEL1Ep
PVGTdvVDhH2x| LAHQHTBeQakz Y4e81h2L3EDCndj x_yZdZOUUSGEnlQSp8640V5pHC2X22ZRadGor LwnA-

nM2WLoDZI zh2t 5nZdJhePnNz HoNXTf OxWBk| xdgJdf G52FVSH- cKi JQnDhnCHE6NnPVK7 NKnLOvRuZ- uuGa4P
JQDoT2HBeSj pvo8f 09r wf LYnmQJa042t 7OSEQ5bER9k 10J TUTB3LNA3bxhWk5en2UFgci p3z3KI OmFwPLVN
Cpzi t ULzAEHWBII r BOaGXkQ 1bJMK09XZNRENFy YAl X3- ar uXl e47pwAy OEX- hd- 3Y7UsxBVYB86se51q2
- VU dROzj 6cwzZvr TXhFM gAsDOH sAGa6E3n3n3wlJAvj uZdHRoQqaTOOYFnTdShoc mrOEUanmynBj agKK
ycOzgnoZSaYpf f Q _RO6t EZke6uhJdr PQUTwWLW vZM nWEBOL6VI RX4cG3OF zaRYs0GvPWInDI r SbMBFugM
| EaUTng5T9Cdki xegRnmszDELZN NTJLe2WwJGAKb_1- yGVRI hFys4FEWMKBAW JRDpwE)j dntkBz9l 7z
1PFdI ci dbl pnrgH7nbRD6KWRSxaG BIJWDc21 kI FyNa2G - gHj Gh_ut abl UOL9CXxx FCKD9UHoj t sHneFt 1b
hV2P_sf YYht Zo5Xl oKAAEXqnTOSY2boYyj OhM KNuVqukr nW36- bV- LBf 9DvpYNKOYeU6r YD WOXxSQ |i q
W EK8n9x LCmQKs K2Xj 2WEh7WMITQTvh18hcs NENN3Loqg9Dof AbOr CXqdREAshxg_ MO 5vGe0Jvi ROG 6kA
hKGFf 2DYBgMynbb9j WIinj CzFXBCqXXj TQuCoZdz| VORbLxI BOQoj | f Lf dt VLGKPLKi zXaSQBYr Li BATar k
pO7WFSSF66!1 vezwDZI f DEr A- Oki j 1n2poKgDLYL3vNf X8vU33ef 96VQc9l 3auTpi WIONLa5ywORWREA] gqa
ApHYTEZDi LcDOVETt 84 _aon3U7co_8f AYr zt ok Tl J20RuhN_xAO0r VIMoOZI wém duqYLFLQ cwj xNwTda
ber Ny6bCg9ot | j d51 7nSbzZ6UpHr HDFO2Lr MA1NnQUX 9t ZFHypYj Fdgi KKggk- kTe3pq6i t hsTPvcDvDkN
gCSb9H X30qgnR- 0VXad cYBcmldsbBt 7VJuYVZ1l 21 4- 69l gvgQz9d5KaHyZeJi n5XgOsbqUQz NKWC7
K81Z5XnmqCPJByr O ROkO6i Ee_pogqRgVzHETHYnst AzU gUvPD3XocZdl HuPHAr Qe6GddVmxnhTDVIM) TmX
wKO3f 0 &Gg7LM W ULk15X8xYZTk HWb761 et UCdf 9Bl oaMBqMHIkk936uzj | ei WLDbEb4EXLt pl eSoq_fn
el AWWVEDMa_ XoVKWCRSR7WTJj Gy ZKj JJkJ6UgYQuS900O5MZp8N0Qad1wKCvzt LbFKt EU7sPz3pUsoUVb
N9cZS7WCz CUNWGxb3PQO0ONTzPsP_MD71JcuAEFSLS05mLhkoN Ye_ 6pniv8Rr gp71kFsTA OUr cUbvwdJRi

kDOLdNbObb- _6Hj czDPzx9PaM Zn- 34nf OQPt hWAf unBYvpnt huKx AW dBChZXe9oCveBGewd 7nKivh9H5
SP6subyw | Fe7i Bd338LVVPj) RXi f 1r NsU631YXBu9Lz- | 604cuGuYPVHPhHf 41 i f FXvI vi 702wD7f bYn3c
Z55 yGVIvcFPg6OMUGIUSY5nc) - n7a8- | cGrSFpM gnMelycJa ONLvt wyj mOWdzkUr BNC QoCnH LaG3
XTRenL_WYhzx DUdQQBuUSC3acFu28x3NL8cnR5i qy 7sBGUKcw _0gX9ZoQyFz UTFOw. QqKI uF8EnuhOTMBP
VGES8A
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Tokenizing Payment Information

After the payment information is secured in a JWE data object, it can be tokenized. Use the resulting
transient token within Cybersource APIs in place of the payment information associated with it.

To tokenize the payment information, send the encrypted payment data to the /tokens API endpoint.
The API responds to the request with a transient token in the form of a JSON Web Token (JWT).

+ Important: The internal data structure of the JWT can expand to contain additional data
elements. Ensure that your integration and validation rules do not limit the data elements
contained in responses.

Resource

Important: Flex API is not designed to be used from the browser. For securing payment
information from the browser, please see the Microform Integration product.

Send an unauthenticated POST request from your customer’s device or backend system to the /
tokens API endpoint:

e Test: https://apitest.cybersource.com/flex/v2/tokens

e Production: https://api.cybersource.com/flex/v2/tokens

The resource returns a transient token that represents the supplied customer card data. The token
can replace the payment information in any follow-on Cybersource services.

Tokens API Request Payload

The payload for the /tokens request is a JWE data object.
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Example

eyJraWd G | WFN2 SWFHSWZ5YXc4OTdy RGVHOWGZE9ES2FDS2Mk e SI s1 mVu Yyl 61 kEyNTZHQO0i LCIhbG
ci O JSUOEt TOFFUCJ9. j u@hF5XcZ1r DbupnlnzlqHhephzWha8FunmtH4Kr sDOyF1t CODOL8W pSyd5Vd e
wb4l 11 i pnSB5vVOO3Ch6Fr NLi pj Fg- o0exFRAWSK92NbB88y SFO- 7FyvPddi gaQFk A81xn8nwdoHMMUs Quge
8Ts_kr LsvYghmscx XKkwe EKgxoWonD- y Ef vKxGyHACLpr AKLm xusexaJLF420TxYuEhzzr Se6VRI | 0z Xu
k2DAht UL20HCgu8P3shgJBJqs OPc AFt wt LBRoDwW Dt OybOHj d34Svbpgf 3ncFnDKEQYe5QeEl EHaB2aON
bwo611 1UETf hedHQc 81 M DmiVuKk9pgCTg. uW wW2j ZxZd5wWF0. oFzZ31 2ry77j f - 3wB_2q8G- 0t bYIWQ

88Ndz RmMVNO34Jbr e XS\VWOCj u7nt vNBh83NJIXEA cQech2PEG ZV_t ADBalLbSxJei t YKwaGhs t Rvr zr cd8Q
hgs4QADf ky2n310eV8bUGBD4&ZBKRHL6ScLf 5p30b6Hoa5f DYsU71 HNy CRei ai GPEXI Y41 uwL9QQxr f Y2L
Tv74Pcqyh- B4byNx R5ShTw3SIn7DT7YQLI 6_- 2ROgJhJoweTdDJt mloM LxKEi j 2TLgHBdgs09f 036df n0S
HLI 1vGB6C1- 6DA9YFI ZB3gLYnyomilj ZuGxUOPXDoj Uf Xo0OpUj 80 6CnQMhKpC9X19s8xAhl AUYYdvW E
gFf Bzd9S- 4E- ZdyUG& xG7f LQULZKQIeYBbGCssLGSI XLOh15sKOopl gqCTU7MBEN_F7zWOI wd4- b8OVf _J
80- hWLe043Rl zBoM 3aCGdXFIl aLniVbEl zTNeZr ul YTTWALbQ cLTXgAMIYFI Kl r pg55Vr uvVR8i _i j uSIMF
zzTYulLut 9ecvYbFFeUkUaUBi hNXg4Np571 x23gaJuM: PBgUgkH3NCTZQE7YyQOynzO- | ho_j AHy1xcwV_DJ
hhAINACO5HUDA] VKnT - GKgxvDZW/zr gj FkPAr X81eRSnn9Dr 2Ahozehn9FTB37AJV3BEC2i 7WW AbQE1Ep
PVGTdvVDhH2x| LAHQHTBeQakz Y4e81h2L3EDCndj x_yZdZOUUSGEnlQSp8640V5pHc2X22ZRadGor LwnA-

nM2WLoDZI zh2t 5nZdJhePnNz HoNXTf OxWBk| xdgJdf G52FVSH- cKi JQnDhnCHENnPVK7 NKnLOvRuZ- uuGa4P
JQDoT2HBeSj pvo8f 09r wf LYnmQJa042t 7OSE9Q5bER9k 10J TUTB3LNA3bxhWk5en2UFgci p3z3KI OnrFwPLVN
Cpzi t ULzAEHWBII r BOaGXkQ 1bJMK09XZNRENFy YAl X3- ar uXl e47pwAy OEX- hd- 3Y7UsxBVYB86se51q2
- VU dROzj 6cwzZvr TXhFM gAsDOH sAGa6E3n3n3wlJAvj uZdHRoQqaTOOYFnTdShoc mrOEUanmynBj agKK
ycOzgnoZSaYpf f Q _RO6t EZke6uhJdr PQUTwWLW vZM nWEBOL6VI RX4cG3OF zaRYs0GvPWInDI r SbMBFugM
| EaUTng5T9Cdki xegRnmszDELZN) NTJLe2WwJGAKb_1- yGVRI hFys4FEWMBAW JRDpwE)j dntkBz9l 7z
1PFdI ci dbl pnrgH7nbRD6KWRSxaG BIJWDc 21 kI FyNa2G - gHj Gh_ut abl UOL9CXxx FCKD9UHoj t sHneFt 1b
hV2P_sf YYht Zo5XI oKAAEXgqmMOSY2boYyj OhM KNuVqukr nWGE6- bV- LBf 9DvpYNKOYeU6r YD _VWOxSA | i g
W EK8n9x LCmQKs K2Xj 2WEh7wWMITQTvh18hcs NENN3Loqg9Dof AbOr CXqdREAshxg_ MO 5vGe0Jvi ROG 6kA
hKGFf 2DYBgMynbb9j WIinj CzFXBCqXXj TQuCoZdz| VORbLxI BOQoj | f Lf dt VLGKPLKi zXaSQBYr Li BATar k
pO7WFSSF66!1 vezwDZI f DEr A- Oki j 1n2poKgDLYL3vNf X8vU33ef 96VQc9l 3auTpi WIONLa5ywORWREA] gqa
ApHYTEZDi LcDOVETt 84_aon3U7co_8f AYr zt ok Tl J20RuUhN_xAO0r V1Mo OZI wém dugqYLFLQ cwj xNwTda
ber Ny6bCg9ot | j d5I 7nSbzZ6UpHr HDFO2Lr MA1NnQUX 9t ZFHy pYj Fdgi KKggk- kTe3pq6i t hs TPvcDvDkN
gCSb9H X30gnR- 0VXad cYBcmldsbBt 7VJuYVZ1l 21 4- 69l gvgQz9d5KaHyZeJi n5XgOs bqUQz NKWC7
K81Z5XnmqCPJByr O ROkO6i Ee_pogqRgVzHETHYnst AzU gUvPD3XocZdl HuPHAr Qe6GddVmxnhTDVIM) TmX
wKO3f 0j &Gg7LM W ULk15X8xYZTk HWb761 et UCdf 9Bl oaMBqMHIkk936uzj | ei WLDbEb4EXLt pl eSoq_fn
el AWWVEDVMa_ XoVKWCRER7WTJj Gy ZKj JJkJ6UgYQyuS90CO5MZp8N0Qa41wKCvzt LbFKt EU7sPz3pUsoUvb
Nn9cZS7WCz CUNWGxb3PQO0ONTzPsP_MD71JcuAEFSLS05mLhkoN Ye_ 6pniv8Rr gp71kFsTA OUr cUbvwdJRi

kDOLdNbObb- _6Hj czDPzx9PaM Zn- 34nf OQPt hWAf unBYvpnt huKx AW dBChZXe9oCveBGewd 7nKivh9H5
SP6subyw | Fe7i Bd338LVVPj) RXi f 1r NsU631YXBu9Lz- | 604cuGuYPVHPhHf 41 i f FXvI vi 702wD7f bYn3c
Z55 yGVIvcFPg6OMUGIUSY5nc) - n7a8- | cGrSFpM gnMelycJa ONLvt wyj mOWdzkUr BNC QoCnH LaG3
XTRenL_WYhzx DUdQQBuUSC3acFu28x3NL8cnR5i qy 7sBGUKcw _0gX9ZoQy Fz UTFOw. QqKI uF8EnUuhOTMBP
VGES8A
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Tokens API Response Payload

Example

eyJraWQ O | WiWFN2 SWFHSWZ5 YXc 40Tdy RGVHOWGZESES2FDS2Mkc SI sl nFszyl 61 1 JTM U21 n0. eyJpc3
M QO J&GGVALzZAM i Wi ZXhwl j oxNj EONzkyNTQOLCJI0eXBlI | j oi YXBpLTAuMSAW i wi aWFOI j oxNj EONz kx
N QLCIqd&i G | x RDBWVE FQVIUE MRTNXNLNWSk JZVEO04VUc x WEQY SOl PRUNJ VI dBSURPSKhLNj JJSFQx UV
E1IN AzRKMBN) A2MDI DI n0. Fr N1yt YcpQkn8Tt af yFZnJ3dV3uulXecDJ4TRI VZN- j pNbant!| uAKVZ1zf dh
bkr B6aNVWECSv| Zr bEhDKCKHCGBI j Chzl 7Kg642RW eLkWe 30i of gQqFf zTuq41sDhl | gB- Uat veU 2ukP
xLYl 87EX9yt px4zCIVnj 6z2GgdNP3g35Qby59cul QYxhRLK 7W/x9BUgW85t | 20Haaj Ec25t S1FwH3j DOF j A
C8nmu2MEk- Ew0- ukZ70Ce7Zaq4ci bg UTRx7_S2c4l UrRFS3wi kS1VbbpvcKLr 9k_8b9Ynddl zp0p0JOC

XC nuof QT'7_x_- CQayx2czEOkD53HeNYC5hQ

Validating the Transient Token

After receiving the transient token, validate its integrity using the public key embedded within the
capture context created at the beginning of this flow. This verifies that Cybersource issued the token
and that no data tampering occurred during transit.

Example: Capture Context Public Key

"Twk":r |
"kty": "RSA",
"e": "AQAB",
"use": "enc",

"n":
" 3DhDt | HLxsbs SygEAGLhc Fgnwe4khTl Z6woVWBn¥ZNl 83gl yj 1FVk- H5GDMa85e8RZFxUngU_z QOkHLt ON

08SB52Z0hsJVEOWgHNI Rol oi NPGPQYVXQZW2S1BSPxBt CEj A5x_- bcGbaeddsz_cAE7Or | YkJa5Fphg9
_ pxgYRod6JCFj gdH 0i DSQxt Bsnt xagAGH DhWr'Uoi | i g71SN-f - gggaCpl Temdzl b5kk RvWwnKMUANe4B
36va4XSSSpwdP_H5kv4JDz _cVI p_Vy8T3Af AbCt ROyRyH9i H1Z- 4Yy6T5hb- 9y 31 PD8vI c8E3JQ4qt 6U46

Eei KPH4Kt cdokMPj gi uQ@',
"kid": "00UaBe20j y9VkwZUQPZWNNoKFPJA4Chc"

Use the capture context public key to cryptographically validate the JWT provided from a successful /
tokens call.

You might have to convert the JSON Web Key (JWK) to privacy-enhanced mail (PEM) format for
compatibility with some JWT validation software libraries.
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Using the Transient Token to Process a Payment

After you validate the transient token, you can use it in place of the PAN with payment services for 15
minutes. The transient token can be used multiple times within the 15-minute period.

When the consuming service receives a request containing a transient token, it retrieves the
tokenized data and injects the values into your request before processing, and none of the sensitive

data is stored on your systems.

In some scenarios, the jti value contained in the JWT transient token response must be extracted and
used instead of the entire JWT.

REST API with Transient Token JSON Web Token

"t okenl nformation": ({
“transi ent TokenJwt " :
"eyJraWd O | WFN2SWFHSWZ5YXc40Tdy RGVHOWGZEQES2FDS2Mk e Sl s| s

Zyl 611 JTM W21 n0. eyJpc3M G JGhGVALzZAWM i wi ZXhwl j oxNj EONzkyNTQOLCJ0eXBlI | j oi YXBpLTA
uMs

4w i wi aWFOI j oxNj EONzkxNj QOLCIqdGki O | x RDBWWE FQMUE MRTNXNLNWSK J ZVE04VUc X WEOy SOl PR
UhJ

VI dBSURPSKhLN JJSFQxUVELN] AzRkM3Nj A2MDI DI n0O. Fr N1yt Ycpkn8Tt af yFZnJ3dV3uulXecDJ4
TRI

VZN- j pNbant| uAKVZ1zf dhbkr B6aNVWECSv| Zr bEhDKCKHCGBI j Chzl 7Kg642RW eLkW 30i of gQqFf
zTu

g41sDhl | gB- Uat veU 2ukPxLYl 87EX9yt px4zCIVimj 6z GqdNP3g35Q6y59cuL QYxhRLk7W/x9BUgW85
tl2

OHaaj Ec25t S1FwH3j DOf j ACBrmu2MEK - Ew0- ukZ70Ce7Zaqg4ci bg_UTRx7_S2c4l UnRFS3wi kS1Vnbbp
vcK
Lr 9k _8b9¥Ynddl zpOp0JOC XC nuof QI'7_x_- CQayx2czE0OkD53HeNYC5hQ'

REST API withJSON Web Token ID

"t okenl nformation": ({
"Tti": "1E3GQY1LRNKBGGEI BD2EP93CA3PI Z2NQBSQLUI M3S16BGLHTY4I | EKSEB 1AE5D73A4",
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Validate the Transient Token

After receiving the transient token, validate its integrity using the public key embedded within the
capture context created at the beginning of this flow. This verifies that Cybersource issued the token
and that no data tampering occurred during transit.

Example: Capture Context Public Key

"Twk": |
"kty": "RSA",
"e": "AQAB",
"use": "enc",

"n":
" 3DhDt | HLxsbs SygEAGLhc Fqnwe4khTl Z6woVenZN 83gl yj 1FVk- H5GDVa85e8RZFxUngU_z QOKHLt ON

08SB52Z0hs JVE9wgHNI Rol 0i NPGPQYVXQZW2S1BSPxBt CEj A5x_- bcGeaeldsz_cAE7Or | YkJa5Fphg9
_pxgYRod6JCFj gdHj 0i DSQxt Bsnt xagAGH DhW Uoi | i g71SN- f - gggaCpl Temdz| b5kk RvwnKMUANe4B
36v4XSSSpwdP_H5kv4JDz_cVI p_Vy8T3Af AbCt ROyRyH9i H1Z- 4Yy6T5hb- 9y31 PD8vI c8E3JQ4qt 6U46

Eei KPH4Kt cdokMPj gi uQ',
"kid": "00UaBe20j y9VkwZUQPZWNNoKFPJA4Chc"

Use the capture context public key to cryptographically validate the JWT provided from a successful /
tokens call.

You might have to convert the JSON Web Key (JWK) to privacy-enhanced mail (PEM) format for
compatibility with some JWT validation software libraries.
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Using the Transient Token to Process a Payment

After you validate the transient token, you can use it in place of the PAN with payment services for 15
minutes. The transient token can be used multiple times within the 15-minute period.

When the consuming service receives a request containing a transient token, it retrieves the
tokenized data and injects the values into your request before processing, and none of the sensitive

data is stored on your systems.

In some scenarios, the jti value contained in the JWT transient token response must be extracted and
used instead of the entire JWT.

REST API with Transient Token JSON Web Token

"t okenl nformation": ({
“transi ent TokenJwt " :
"eyJraWd O | WFN2SWFHSWZ5YXc40Tdy RGVHOWGZEQES2FDS2Mk e Sl s| s

Zyl 611 JTM W21 n0. eyJpc3M G JGhGVALzZAWM i wi ZXhwl j oxNj EONzkyNTQOLCJ0eXBlI | j oi YXBpLTA
uMs

4w i wi aWFOI j oxNj EONzkxNj QOLCIqdGki O | x RDBWWE FQMUE MRTNXNLNWSK J ZVE04VUc X WEOy SOl PR
UhJ

VI dBSURPSKhLN JJSFQxUVELN] AzRkM3Nj A2MDI DI n0O. Fr N1yt Ycpkn8Tt af yFZnJ3dV3uulXecDJ4
TRI

VZN- j pNbant| uAKVZ1zf dhbkr B6aNVWECSv| Zr bEhDKCKHCGBI j Chzl 7Kg642RW eLkW 30i of gQqFf
zTu

g41sDhl | gB- Uat veU 2ukPxLYl 87EX9yt px4zCIVimj 6z GqdNP3g35Q6y59cuL QYxhRLk7W/x9BUgW85
tl2

OHaaj Ec25t S1FwH3j DOf j ACBrmu2MEK - Ew0- ukZ70Ce7Zaqg4ci bg_UTRx7_S2c4l UnRFS3wi kS1Vnbbp
vcK
Lr 9k _8b9¥Ynddl zpOp0JOC XC nuof QI'7_x_- CQayx2czE0OkD53HeNYC5hQ'

REST API withJSON Web Token ID

"t okenl nformation": ({
"Tti": "1E3GQY1LRNKBGGEI BD2EP93CA3PI Z2NQBSQLUI M3S16BGLHTY4I | EKSEB 1AE5D73A4",
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Using the Transient Token to Process a Payment

After you validate the transient token, you can use it in place of the PAN with payment services for 15
minutes. The transient token can be used multiple times within the 15-minute period.

When the consuming service receives a request containing a transient token, it retrieves the

tokenized data and injects the values into your request before processing, and none of the sensitive
data is stored on your systems.

In some scenarios, the jti value contained in the JWT transient token response must be extracted and
used instead of the entire JWT.

REST API with Transient Token JSON Web Token

"t okenl nformation": {
"transi ent TokenJwt ":
"eyJraWd O | WFN2SWFHSWZ5YXc40Tdy RGVHOWGZEQES2FDS2Mk e Sl s| s

Zyl 611 JTM U2l n0. eyJpc3M O JGGVALZAM i Wi ZXhwl j oxNj EONzky NTQOLCJ0eXBlI | j oi YXBpLTA
uhVs

AW i Wi aWFOI j oxNj EONzkxNj QOLCIqdGki O | x RDBWE FQVUE MRTNXNLNWSk J ZVE04VUc X WEOy SOI PR
unJ

VI dBSURPSKhLN JJSFQXUVELIN AzRKMBNj A2MDI DI nO. Fr N1yt YcpQkn8Tt af yFZnJ3dV3uulXecDJ4
TRI

VZN- j pNbant| uAKVZ1zf dhbkr B6aNVWECSvj Zr bEnDKCKHCGI j Chzl 7Kg642RW eLkW 30i of gQqFf
zTu

g41sDhl | gB- Uat veU_2ukPxLY!l 87EX9yt px4zCIVnj 6zGgdNP3q35Qby59cuLQYxhRLk7W/x9BUgW85
tl2
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Haaj Ec25t S1IFwH3j DOF j ACBnmu2MVEK- EwO- ukZ70Ce7Zaq4ci bg UTRx7_S2c4l UnRFS3wi kS1Vnbbp
vcK
Lr 9k _8b9¥Ynddl zpOp0JOCj XC nuof QI'7_x_- CQayx2czE0kD53HeNYC5hQ'

REST API with JSON Web Token ID

"t okenl nformation": ({
"jti": "1E3GQYLRNKBGGI BD2EP93CA3PI Z2NQESQLUl M3S16BGLHTY4I | EKSEB 1AE5D73A4",

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JSON Web Tokens

JSON Web Tokens (JWTs) are digitally signed JSON objects based on the open standard RFC 7519.
These tokens provide a compact, self-contained method for securely transmitting information
between parties. These tokens are signed with an RSA-encoded public/private key pair. The
signature is calculated using the header and body, which enables the receiver to validate that the
content has not been tampered with.

A JWT takes the form of a string, and consists of three parts separated by dots:

<Header >. <Payl oad>. <Si gnat ur e>

The header and payload is Base64-encoded JSON and contains these claims:

e Header: The algorithm and token type. For example:

“kid": “zu",
"al g": "RS256"
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 Payload: The claims of what the token represents. For example:

{
"sub": "1234567890",
"name": "John Doe",
"ifat": 1516239022

}

e Signature: The signature is computed from the header and payload using a secret or private
key.

Important: When working with JWTs, Cybersource recommends that you use a well-
maintained JWT library to ensure proper decoding and parsing of the JWT.

Important: When parsing the JWT’s JSON payload, you must ensure that you implement
a robust solution for transversing JSON. Additional elements can be added to the JSON

in future releases. Follow JSON parsing best practices to ensure that you can handle the
addition of new data elements in the future.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Microform Integration v2

Microform Integration replaces the sensitive payment input fields of a client application with secure
Cybersource-hosted fields. These fields securely accept payment information, including card and
check data, and replaces it with a non-sensitive tokens.

You can style these fields to look and behave like any other field on your website, which could qualify
you for PCI DSS assessments based on SAQ A.

Microform Integration provides the most secure method for tokenizing card and check data. Sensitive
data is encrypted on the customer’s device before HTTPS transmission to Cybersource. This method
reduces the potential for man-in-the middle attacks on the HTTPS connection.

! Important: Each request that you send to Cybersource requires header information. For
information about constructing the headers for your request, see the Getting Started with
REST Developer Guide.

How It Works

You can use the Microform Integration JavaScript library to securely replace sensitive input fields
with Cybersource-hosted secure iframes. These iframes capture payment information, including card
numbers and eCheck data. This ensures that sensitive data is handled securely within your checkout
process.

Accepting Card Information
For card transactions, the captured card number is replaced with a mathematically irreversible token
that only you can use. This token can be used in place of the card number for follow-on transactions
in existing Cybersource APIs.
Microform Integration replaces the following card payment fields in your input form:

e Payment Card (PAN)

e CVN

e Month (non-sensitive)

e Year (non-sensitive)

With this option you can pass imonth and year in the request (if required), but these fields are non-
sensitive.
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This figure shows the Microform Integration process for accepting card information.

Microform Integration Process with Card Information

4 — \
Checkout </>
' Microform
(- 234 ) JavaScript

Card Information

O Card Number
MM/YY Cvv
|+ Add New Card |

o O PAY < @

Customer Merchant Approved Merchant Cybersource
Checkout Page Transaction System

\ 4

Accepting eCheck Information

Microform Integration also supports the acceptance of eCheck information. As with card
transactions, the sensitive eCheck data is securely captured and replaced with a token.

Accepting eCheck information enables merchants to collect funds from a customer's bank account
through both the ACH service and eCheck service (US only) for either of these flows:

» ACH services are a set of connections composed of the legacy gateway solutions where
Cybersource serves as the gateway.

e eCheck, the new service on Payments 2.0, is the acquirer solution where Cybersource is the
acquirer.

Microform Integration replaces these eCheck information fields in your payment input form:

e Routing Number
e Account Number

e Account type (non-sensitive)

This figure shows the Microform Integration process for accepting eCheck information.
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Microform Integration Process with eCheck Information

(" — A
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Microform
eCheck Information JavaScript

Routing Number
Account Number
O Confirm Account Number

—

Account Type

o O PAY

Customer Merchant Approved Merchant Cybersource
Checkout Page Transaction System

PCIl Compliance

The least burdensome level of PCI compliance is SAQ A. To achieve this compliance, you must
securely capture sensitive payment data using a validated payment provider.

To meet this requirement, Microform Integration renders secure iframes for the payment
information as follows:

e Card information input fields:
> Payment card or PAN
> CVN

e eCheck information input fields:
> Routing number

o Account number

These iframes are hosted by Microform Integration, and the payment data is submitted directly to
Cybersource through the secure Flex API v2 suite. This means that this data never passes through

your systems.

Digital Accept Secure Integration | Microform Integration v2 | 44



Getting Started

Microform Integration replaces the primary account number (PAN) or card verification number
(CVN) field, or both, in your payment input form. It has two components:

e Server-side component to create a capture context request that contains limited-use public
keys from the Flex API v2 suite.

e Client-side JavaScript library that you integrate into your digital payment acceptance web page
for the secure acceptance of payment information:

o Card information input fields:
= Payment card or PAN
= CVN

> eCheck information input fields:
= Routing number

= Account number

Accept Card Information

This section covers the implementation steps needed to complete the server-side and client-side
setup for accepting card information with Microform Integration.

Implementing Microform Integration is a three-step process:

1. Creating the Server-Side Capture Context (on page 48)
2. Client-Side Setup (on page 52)

3. Validating the Transient Token (on page 59)

This figure shows the flow for implementing Microform Integration:
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Microform Integration Implementation Workflow
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Server-Side Setup

This section contains the information you need to set up your server. Initializing Microform
Integration within your webpage begins with a server-to-server call to the sessions API. This step
authenticates your merchant credentials and establishes how the Microform Integration front-end
components will function. The sessions API request contains parameters that define how Microform
Integration performs.

The server-side component provides this information:

* A transaction-specific public key is used by the customer's browser to protect the transaction.

e An authenticated context description package that manages the payment experience on the
client side. It includes available payment options such as card networks, payment interface
styling, and payment methods.

The functions are compiled in a JSON Web Token (JWT) object referred to as the capture context. For
information about JWTs, see JSON Web Tokens (on page 127).

Capture Context

The capture context request is a signed JSON Web Token (JWT) that includes all of the merchant-
specific parameters. This request tells the front-end JavaScript library how to behave within your
payment experience. The request provides authentication, one-time keys, the target origin to the
Microform Integration, in addition to allowed card networks and payment types (card or check).

These fields are available for requesting the capture context for accepting card information:
Required fields:

allowedCardNetworks
clientVersion
targetOrigins

Optional fields:
allowedPaymentTypes

transientTokenResponseOptions
For information about JWTs, see JSON Web Tokens (on page 127).

For more information on requesting the capture context, see Capture Context API (on page 106).
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Creating the Server-Side Capture Context

The first step in integrating with Microform Integration is to develop the server-side code that
generates the capture context. The capture context is also known as a session.

You can use the SDK or call the API directly to generate the capture context.
To use the SDK to generate the capture context, use the sample code here: Flex Samples on Github.
Follow these steps to call the API directly to generate the capture context:

1. Send an authenticated POST request to the /sessions endpoint to create your capture context
session:

> Production: https://api.cybersource.com/microform/v2/sessions

o Test: https://apitest.cybersource.com/microform/v2/sessions

Include the target origin URL and at least one accepted card type in the content of the
body of the request. You must also include the type of Microform Integration you want to
include in the capture context for accepting card information. If you do not include the
allowedPaymentTypes field in your capture request, the value defaults to CARD.

For example:

“clientVersion": "v2",

"targetOrigins": ["https://ww.exanpl e.com'],
"al | onedCar dNet wor ks": ["VISA"],

"al | onedPaynment Types": ["CARD']

To embed the target origin URL within multiple nested iframes, you must specify the origins of
all the browser contexts used. For example:

“clientVersion": "v2",
"targetOrigins": ["https://ww. exanpl e.conf,
"https://ww. basket . exanpl e. conf, "https://ecom exanpl e. com'],
"al | onedCar dNet wor ks": [" VI SA",

" MASTERCARD" ,

" AMEX" ,

" CARTESBANCAI RES",

" CARNET",

" CUP",

" DI NERSCLUB",

" DI SCOVER",

"EFTPCS",
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n ELO‘ ,

"JAYWAN" ,
"JcB",
"JCREW ,
" KSCP",
" MADA" ,
"MAESTRO',
" MEEZA",
" PAYPAK" ,
" UATP"

1.
"al | onedPaynent Types": [" CARD']

}

2. Pass the capture context response data object to your front-end application. The capture
context is valid for 15 minutes.
Successful Encrypted JWT Response

eyJraWQ O JgNCI sl nFszyl 61 1 JTM U2l n0. eyJnbHgi Onsi cG-0aCl 61 i 9nbGv4L3YyL3Rva2Vuc
yl sl mMRhdCGEi G J1QORERVW4M2dDk1VaH 2T1ZDVG 4QUFFS1pHSTRHe DFv@2py YXI Vb1 Mk Qz dGOX
E2WFpy YXhGhGxMVDMrenE2cj FnNXox S1U2UDZs el dqRVFTVWJIoZUt xUThoVW kZVNNdnt 5SERTTXU
wWW01t MehcdTAWMVRQ LCIvem naWli G JodHRwezovL3NOYWHI Znkl eC5j eWI| cnNvdXJj ZS5j b20i

LCJIgd2si Onsi a3R51 j oi U NBI i wi ZSI 61 kFRQUI'i LCI1c2Ui G JI bnmM LCJul j oi MXNDY3NZNC1WZ
TNWJOVKekhnel J5W VDOURr MOVHZ2ZPOGd5SDc5bVJIf SI N6NzdmATdf V11 oM3psdTky TFVF e USKVT
BUMz dOQmvzd0szU2c0YnRNaU4 1 QOFCHhWNXLWNSckht a2k 0MVZoNUZRMt j cWZSSI gxNVhZN1A3R25
GTnd4Qz Vk UGB UMRONMLc z RFVHaUMy YWs6enhl N3pNNI ASN2hFbnc 2Tk ZHSXI BdXhJ RWFWR@Da Xl E
WENdFRW2I BV3Yz TFOOVHZOCaHRK VE4t NmLGRWJLRmdVYM zeW r Tzl WWHZaS0d6 SWRWMT TAE42¢
H nUGhVbnl NXzJI Vm xQrky W NKaEl hZDFLUWD2SA ONkI wY] Ny UTBHRWZS NOZWOUV3INGZY Nz Jpek
QOW/g2WHoOV3ZuMz| LN3J3WkhCRXdNMBI 5W 9ELTBUbj MLMFhvU BUV] B3I i wi a2l ki j oi MDB4V1A
1leUn1UEL1kNk Fk NHdwVz Nz Qkt 1bWFaQD1z YWM f XOs| nNOeCl 6WBsi ZGFOYSI 6eyJj bA | bnRVaWy
YXI5SWs0ZWlyaXR51 j oi c2hhM W2LXZkWkxaDV1ZTNwenbi VC8x YThJ Skxl UkNr SGVqSHBk RGR3M
y95RkxaREFCAdTAWMMVRQ LCIj bA | bnRMVAWIY YXJI5I j 0i aHROCHVBLY9z2dGFnZWZsZXguY3l i ZXJzb3
Wy Y2UuY29t L21pY3JIvZnDybS9i dWbkbGUvdj | uNS4AxL2ZsZXgt bW j cmBnb3Jt Limlpbi 5qcyl sl nF
sbh@3ZVWRDYXIkTmV0d29ya3M A si Vkl TQSI sl k1BULRFUKNBUKQ LCIBTUVYI i wi TUFFULRSTYI s
| KRIUONPVKVSI i wi REI ORVITQOXVQ | sl kpDQ | sI kNVUC! s kNBU RFUOJBTkNBSVJFUyJdLCIOY
XInZXRPcm naWbzl j pbl mhOdHBzG 8vdGhl LXVWWR bWBuYXBwe 3BvdC5j b20i XSwi bWZPcm naW
4i O JodHRwczovL3NOYWI Znmxl eC5j eWl cnNvdXJj ZS5j b20i LCIhbGxvd2Vk UGF5bW/udFR5c GV
zl j pbl kKNBUKQ XX0sl| nR5cGUi O Jt Zi OyLj EuMCI9XSw aXNzl j oi Rnxl eCBBUEki LCJI eHAI  E3
Mz YOMz AOMTQs| m hdCl 6MIczNj QyOTUxNOw anRpl j oi ZDVZbz VhNUOWWFBPQLBx Zi J9. GAEa- gl k
6SGBULEANESCsdPI 41YaAuTEMHDst BgkFzczl Wz JScvXs4hgW yA- 1ZLA Tedl un(g - 0x8j xmYTW
e T DOf P8RLOW148EpDLMD8X MHpAJMIMYZTmYHyi chsy8uQZKVOn9NbnuQqf DeQS_r LpJV3t Me2Nw
JL3RdBXdJ894i hKpFP2y XElwQeLekNi YJ6s- Uuxwf 0j f 2CSN_TJA] nf VR6bql pWhUpi UaBLcgDsHH
e_pcrd5g2r - 1LEf G OVIRI w7844 XKFNLQzZvt _al § | t uMy8MBLVhnl RACSNTKBLi VIRUXUTW Mz Tv
HMWPx4nShqz E3j OHp61cOPnBw
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Important:

e Ensure that all endpoints within your ownership are secure with some kind of
authentication so they cannot be called at will by bad actors.

e Do not pass the targetorigin field in any external requests. Hard code it on the server
side.

For more information on requesting the capture context, see Capture Context (on page 47).

Validating the Server-Side Capture Context

The capture context that you generated is a JSON Web Token (JWT) data object. The JWT is digitally
signed using a public key. The purpose is to ensure the validity of the JWT and confirm that it comes
from Cybersource. When you do not have a key specified locally in the JWT header, you should follow
best cryptography practices and validate the capture context signature.

To validate a JWT, you can obtain its public key. This public RSA key is in JSON Web Key (JWK) format.
This public key is associated with the capture context on the Cybersource domain.

To get the public key of a capture context from the header of the capture context itself, retrieve the
key ID associated with the public key. Then, pass the key ID to the public-keys endpoint.

Example

From the header of the capture context, get the key ID (kid) as shown in this example:

{
“kid": "3g",
"al g": "RS256"
}

Append the key ID to the endpoint /flex/v2/public-keys/3g. Then, call this endpoint to get the public
key.

! Important: Depending on the cryptographic method you use to validate the public key, you
might need to convert the key to privacy-enhanced mail (PEM) format.

Digital Accept Secure Integration | Microform Integration v2 | 50



Resource

Pass the key ID (kid), that you obtained from the capture context header, as a path parameter, and
send a GET request to the /public-keys endpoint:

e Test: https://apitest.cybersource.com/flex/v2/public-keys/{Rid}

¢ Production: https://api.cybersource.com/flex/v2/public-keys/{kid}

The resource returns the public key. Use this public RSA key to validate the capture context.

Example

eyJraWd QG JgNCI sl nFFszyl 611 JTM U21 n0. eyJnbHgi Onsi cG-0aCl 61 i 9mbGv4L3YyL3Rva2Vucyl sl m
RhdGEi O J1QQRERWAM2ADK 1VaH 2T1ZDVG 4QUFFS1pHSTRHe DFvQ@py YXI Vb1 vk Qz d GOXE2WFpy YXhG
bGxMVDMrenE2cj FNNXoxS1U2UDZsel dgRVFTWJoZUt xUThoVW kZVNNdnt 5SERTTXUMWO01t Mzhcd TAWVR
Q LAvenm naWti G JodHRwczovL3NOYWII Znx| eC5j eWIl cnNvdXJj ZS5j b20i LCJgd2si Onsi a3R51 j oi

U NBIiwi ZSI 61 KFRQUI i LCI1c2Ui O JI bnM LCJul j oi MXNDY3NZNCIWZTNWJOVKekhnel J5W VDOURr MD
VHZ2ZPOGd5SDc5bVIf SI N6NzdmATdf V1l oMBpsd Tky TFVF e USKVTBUMz dOQmVzd0szU2¢c0YnRNaU41QOFC
bWAXLWNSckht a2k OMVZoNUZRIVht j c WZSSI gxNVhZN1A3R25GTnd4Qz VK U UM2INMLc z RFVHaUMY YWB6en
hl N3pNNI ASN2hFbnc2TkZHSXI BdXhJ RWFWRGEIDa Xl EVWbNdFRwWW/21 BV3Yz TF9OVHZOaHRK VE4t Nl GRWUL
RmdVYm zeW r Tzl WWHZaS0d6 SWRWAd TdE42¢cH nUGhVbnl NXzJ1 Vil x Qky W NKaEl hZDFLUW2SG 0Nk
I wYj Ny UTBHRWZS NOZWOUV3NGZy Nz J pek QQWg2\WHo0V3ZuMz | LN3J3VWKhCRXdNMVBI 5W 9EL TBUbj MLMFhv
U BUWV] B3liwi a2l kI j oi MDB4V1AleUn1UEL1kNk FKNHdwWWz Nz Qkt 1bWFaQ01z YWM f XOs| mNOeCl 6VBsi ZG
FOYSI 6eyJj bGA | bnRVAWY YXI5SWb0ZWlyaXR51 j oi c2hhM U2LXZkWhkxaDV1ZTNwe nbi VC8x YThJ Skx|

Uk Nr SGVqSHBKk RGR3My 95RkxaREFcd TAWMRQ LCJj bd | bnRVBWY YXJ5I j oi aHROCHWBLY 9z2dGFnZWZs ZX
guY3l i ZXJ3zb3WyY2UuY29t L21pY3JvZmdybS9i dWokbGUvdj | uNSAxL2ZsZXgt bW j cnmBnb3Jt Lmlpbi 5q
cyl sl nFsb@3Z2WRDYXJIkTm0d29ya3M A si VKI TQSI sl k1BULRFUKNBUKQ LCIBTUVYI i wi TUFFULRSTY
I sI kRIUONPVKVSI i wi REI ORVITQOXVQ | sl kpDQ | sI kNVUCI sI kNBU RFUOJBTKNBSVJFUyJdLCI0YXJIn
ZXRPcm naVWbzl j pbl thOdHBz O 8vdGhl LXWWLWRI bWWBu YXBwe 3BvdC5j b20i XSwi bWwzPcml naWi G JodH
RwczovL3NOYWdI ZnxIl eC5) eWl cnNvdXJj ZS5j b20i LCIhbGxvd2VKkUGF5bW/UdFR5cGVzI j pbl kNBUKQI

XX0s| nR5cGUi O Jt Zi OyLj EuUMCI9XSwi aXNzl j oi Rmxl eCBBUEKi LCII eHAI O E3Mz YOMz AOMTQs | m hdC
| 6MIczN QyOTUxNCwi anRpl j oi ZDVZbz VhNUOWMWFBPQLBxZi J9. GAEa- gl k6 SGCBULEANESCsdPl 41YaAuT
EMHDst BgkFzczl WvzJScvXs4hgW yA- 1ZLG Tedl unG - 0x8j xnmYTWeTnv DOf PBRLOwW148EpDLVMD8x MHpA
JMIMYZTmYHyi chsy8uQZKVOn9NbnuQqf DeQS_r LpJ V3t Me2NwJ L3RdBXdJ894i hKpFP2y XE1wQeLekN YJ
6s- Uuxwf 0j f 2CSN_TJA] nf VR6bgl pWbUpi UaBLcqDsHHe_pcr d5g2r - 1LEf G OVORI w7844 XKFNLQZvt _a
I @ ItuMy8MBLVhnl RACSNTKBLi VIRUXuTW Mz Tv HMOWPx4nShqz E3j OHp61cOPmBw

Parse the JWT capture context to get the key ID (kid) from its header:

"kid": "3g",
"al g": "RS256"
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Get its public key from /flex/v2/public-keys/3g:

{

"kty":"RSA",

"use":"enc",

"kid":"3g9",

"n":"ir7N 1Bj 8@3r xr 3co5v_JLKkP309UXXZRX1LI ZFZeckguEf 7Gdt 5kG-Ff TsynkKBesnBPe
8olhwf kq7KmJZEZSuDbi JSZvFBZycK2pEeBj ycahwoCqOne MraKGF_bhwVHr Y4YdKsp
_cSJe_ZMXFUqYnj k7D0p7cl X6CmR1QyM 41Aj b7NHI 23uONL7Pyf JQMPLX8HAUnE6ZwWK
DNcavgxONBVuWsnf sGvt ygKQxj eHr | - gpy MXFOe PeVpUl QOKVj mb5- em Vd2SbyPNmre
NADG] GCnECYMyL5hEvnTuy Ay bwgVwuManyf Fgl bRcr Al zcl T4] QBeZFwkz Zf QF7MpA6QQ" ,
"e": " AQAB"

}

Related Information

e Introduction to J[SON Web Tokens
e [ETF RFC 7515: JSON Web Signature (JWS) Signature

 [ETF RFC 7517: JSON Web Key (JWK)

Client-Side Setup

You can integrate Microform Integration with your native payment acceptance web page or mobile
application.

Web Page

Initiate and embed Microform Integration into your payment acceptance web page.

1. Decode the JWT from the /microform/v2/sessions response to get the capture context.

2. Use the clientLibrary and clientLibraryIntegrity values that are returned in the JWT from
/microform/v2/sessions response to obtain the Microform Integration JavaScript library URL
and integrity value that you use to create your script tags.

¢ Important: You must use these values for every transaction. These values can be
unique for each transaction.
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Important: Do not hard code these values, because doing so can result in client-side
Microform Integration errors. If you do not hard code these values for all transactions,
you can load a JavaScript library that is incompatible with the version you requested in
the /sessions request.

Example /sessions Response:

"data":{ "clientLibrary":"[ EXTRACT clientLibrary VALUE from here]",
"clientLibrarylntegrity": "[EXTRACT clientLibrarylntegrity VALUE from
here] " }

Example Script Tags

<script src="[INSERT clientLibrary VALUE HERE]" integrity="[1NSERT
clientLi brarylntegrity VALUE HERE]” crossorigi n="anonynous”> </scri pt>

Example Code for Loading the Script Dynamically Following JWT Extraction Tags

/1 values read from capture context
const clientLibrary =" ";
const clientLibrarylntegrity =" ";
/1 create script tag
const script = docunent.createEl enent ("script");
script.src = clientlLibrary;
script.type = "text/javascript";
script.async = true;
script.integrity = clientLibrarylntegrity;
script.crossOigin = "anonynous";
/1 run setup code after script has | oaded successfully
script.onload = function () {
/1 SETUP
1
/1 insert to docunent
docunent . head. appendChi | d(scri pt);

3. Create the HTML placeholder objects to attach to the microforms.

Microform Integration attaches the microform fields to containers within your HTML.

Within your HTML checkout, replace the payment card and CVN tag with a simple container.
Microform Integration uses the container to render an iframe for secured credit card input.
This example contains simple div tags to define where to place the PAN and CVN fields within
the payment acceptance page: <div id="number-container" class="form-control"></div>.
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Example: Accept Card Information Checkout Form

<h1>Checkout Page</hl>
<div id="errors-output" role="alert"></div>
<form acti on="/token" id="ny-sanple-forn' method="post">
<di v class="form group">
<l abel for="cardhol der Name" >Nane</| abel >
<i nput id="cardhol der Name" class="formcontrol" name="car dhol der Nane"
pl acehol der =" Nane on the card">
<l abel id="cardNunber-| abel ">Card Nunber</| abel >
<di v id="nunber-container" class="formcontrol"></div>
<l abel for="securityCode-container">Security Code</| abel >
<di v i d="securityCode-container" class="formcontrol"></div>
</ di v>

<div class="formrow'>
<div class="form group col - nd-6">
<l abel for="expMonth">Expiry nonth</I| abel >
<sel ect id="expMonth" class="formcontrol ">
<opti on>01</ opti on>
<opti on>02</ opti on>
<opti on>03</ opti on>
<opti on>04</ opti on>
<opti on>05</ opt i on>
<opt i on>06</ opt i on>
<opti on>07</ opti on>
<opt i on>08</ opt i on>
<opt i on>09</ opt i on>
<opti on>10</ opti on>
<option>11</option>
<opti on>12</ opti on>
</ sel ect >
</ di v>
<di v class="form group col - nd-6">
<l abel for="expYear">Expiry year</| abel >
<sel ect id="expYear" class="formcontrol">
<opti on>2021</ opti on>
<opt i on>2022</ opti on>
<opti on>2023</ opti on>
</ sel ect >
</ div>
</ di v>

<button type="button" id="pay-button" class="btn
bt n- pri mary" >Pay</ butt on>
<i nput type="hidden" id="flexresponse" nane="fl exresponse">
</ fornm
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4. Invoke the Flex SDK by passing the capture context that was generated in the previous step to
the microform object.

const flex = new Flex(captureContext);

5. Initiate the microform object with styling to match your web page.

After you create a new Flex object, you can begin creating your Microform. You will pass your
baseline styles and ensure that the button matches your merchant page:

const microform = flex.microform("card", { styles: myStyles });

6. Create and attach the microform fields to the HTML objects through the Microform Integration
JavaScript library.

const nunber = nicroformcreateField(' number', { placeholder: 'Enter card
nunber' });
const securityCode = microformcreateField(' securityCode', { placehol der:
Toea’
nunber . | oad(' #nunber - cont ai ner' ) ;
securityCode. | oad("' #securityCode-contai ner');

7. Create a function for the customer to submit their payment information, and invoke the
tokenization request to Microform Integration for the transient token.

Mobile Application

To initiate and embed Microform Integration into a native payment acceptance mobile application,
follow the steps for web page set up, and ensure that these additional requirements are met:

e The card information acceptance fields of PAN and CVV must be hosted on a web page.

e The eCheck information acceptance fields of routing number, account number, and confirmed
account number must be hosted on a web page.

e The native application must load the hosted card entry form web page in a web view.

Transient Tokens for Accepting Card Information

The response to a successful customer interaction with Microform Integration is a transient token.
The transient token is a reference to the payment data that is collected on your behalf. Tokens allow
secure card or check payments to occur without risk of exposure to sensitive payment information.
The transient token is a short-term token that expires after 15 minutes. This reduces your PCI
burden/responsibility and ensures that sensitive information is not exposed to your back-end
systems.
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Transient Token Time Limit

The sensitive data associated with the transient token is available for use in API requests for a 15-
minute duration. The transient token can be used multiple times within the 15-minute period. After
15 minutes, you must prompt the customer to restart the checkout flow.

Example: Creating the Pay Button with Event Listener for Accepting Card Information

const button = docunent. querySel ector ("#myButton");

butt on. addEvent Li st ener ("click", function () {
/1l Conpiling MM & YY into optional paraneters
const options = {
expi rati onMont h: docunent. querySel ect or ("#exphMont h") . val ue,
expirationYear: docunent.querySel ector("#expYear"). val ue,
1
/1
m cr of orm creat eToken(opti ons, function (err, token) {
/1 handle err
if (err) {
consol e.error(err);
errorsQut put.textContent = err.nmessage;
return;

/1 At this point you nay pass the token back to your server as you wi sh.
/1 In this exanple we append a hidden input to the formand submt it.
consol e. |l og(JSON. stringi fy(token));
fl exResponse. val ue = JSON. stringi fy(token);
formsubmt();
I
I

When the customer submits the form, Microform Integration securely collects and tokenizes the data
in the loaded fields as well as the options supplied to the createToken() function. The Account Type
is included in the request. If tokenization succeeds, your callback receives the token as its second
parameter. Send the token to your server, and use it in place of the card information when you use
supported payment services.

Example: Customer-Submitted Form for Accepting Card Information

<scri pt>
[/l Variables fromthe HTM. form
const form = docunent. querySel ector (' #ny-sanple-fornm);
const payButton = docunent. querySel ector (' #pay-button');
const flexResponse = docunent. querySel ector (' #f| exresponse');
const expMont h = docunent. querySel ect or (' #expMont h' ) ;
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const expYear = documnent. querySel ector (' #expYear');
const errorsQutput = docunent. querySel ector('#errors-output');

/1 the capture context that was requested server-side for this transaction
const captureContext = <% -keylnfo %

/l customstyles that will be applied to each field we create using M crof orm
const nmyStyles = {

"input': {
"font-size' : '1l4px’'
"font-famly': 'helvetica, tahoma, calibri, sans-serif',
"color': '#555'

}

":focus': { 'color': 'blue' },

':disabled : { 'cursor': 'not-allowed 1},

"valid : { "color': '#3c763d" 1},
"invalid : { 'color': '#a94442' }
)i
/1 setup M croform
const flex = new Fl ex(captureContext);
const microform= flex.mcroforn({ styles: nyStyles });
const nunber = microformcreateField(' nunber', { placeholder: 'Enter card
nunber' });
const securityCode = microformcreateField('securityCode', { placehol der
teeet });
nunber . | oad(' #nunber - cont ai ner' ) ;
securityCode. | oad("' #securityCode-contai ner');

/1 Configuring a Listener for the Pay button
payBut t on. addEvent Li stener (' click', function () {

/1 Conpiling MM & YY into optional paraneters
const options = {
expi rati onMont h: docunent. querySel ect or (' #expMont h' ). val ue,
expirationYear: docunent.querySel ector (' #expYear'). val ue
)i
1/
m cr of orm creat eToken(opti ons, function (err, token) {
if (err) {
/1 handl e error
consol e.error(err);
errorsCut put.textContent = err.nessage;
} else {
/1 At this point you may pass the token back to your server as you
wi sh.
/1 In this exanple we append a hidden input to the form and submt

consol e. | og(JSON. stri ngi fy(token));
fl exResponse. val ue = JSON. stringify(token);
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formsubmt();

1)
1)

</script>

Transient Token Response Format

The transient token is issued as a JSON Web Token (RFC 7519). A JWT is a string consisting of three
parts that are separated by dots:

e Header
 Payload

e Signature
JWT example: xxxxx.yyyyy.zzzzz

The payload portion of the token is an encoded Base64url JSON string and contains various claims.
For more information, see JSON Web Tokens (on page 127).

Important: When you integrate with Cybersource APIs, Cybersource recommends that you
dynamically parse the response for the fields that you are looking for. Additional fields may
be added in the future.

You must ensure that your integration can handle new fields that are returned in the
response. While the underlying data structures will not change, you must also ensure that
your integration can handle changes to the order in which the data is returned.

The internal data structure of the JWT can expand to contain additional data elements.
Ensure that your integration and validation rules do not limit the data elements contained in
responses.

Example: Token Payload for Accepting Card Information

"iss": "Flex/00",
"exp": 1728911080,
"type": "nf-2.0.0",
“iat": 1728910180,
"jti": "1D1S6JKORL6EK667HLI 370689A63I 21 8YLFJISPJ1EUSKI PMJJVEL670D16E89AFS"
"content": {
"paynent | nformation": {
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"card": {
"expirationYear": {
"val ue": "2025"

"maskedVal ue": " XXOOXXXKXK1111",

}
"nunber": {
"det ect edCar dTypes":
n 001"
1
"bin": "411111"
}

"securityCode": {},
"expirati onMonth": {
"val ue": "O1"

Validating the Transient Token

[

After receiving the transient token, validate its integrity using the public key embedded within the
capture context created at the beginning of this flow. This verifies that Cybersource issued the token

and that no data tampering occurred during transit.

Example: Capture Context Public Key

"fwk"r |
"kty": "RSA"
"e": "AQAB",
"use": "enc",
"

" 3DhDt | HLxsbsSygEAGLhcFgnwe4khTl Z6waWOn¥ZNl 83gl yj 1FVk- HSGDMa85e8RZFxUwgU_z QOKHLt ON
08SB52Z0hsJVEOWgHNI Rol oi NPGPQYVXQZW2S1BSPxBt CEj A5x_- bcGoaeldsz_cAE7Or | YkJa5Fphg9 p
xgYRod6JCFj gdHj 0i DSQxt Bsnt xagAGH) DhW'Uoi | i g71SN-f - gggaCpl Temdzl b5kk RwwnKMUANe4B36v
4XSSSpwdP_H5kv4JDz_cVI p_Vy8T3Af AbCt ROyRyH9i H1Z- 4Yy6T5hb- 9y 3l PD8vI c8E3JQ4qt 6U46Eei K

PHAKt cdokMPj gi uQ',

"kid": "00UaBe20j y9VKkwZUQPZWNNoKFPJA4Chc" }

Use the capture context public key to cryptographically validate the JWT provided from a successful
microform.createToken call. You might have to convert the JSON Web Key (JWK) to privacy-enhanced
mail (PEM) format for compatibility with some JWT validation software libraries.
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The Cybersource SDK has functions that verify the token response. You must verify the response to
ensure that no tampering occurs as it passes through the cardholder device. Do so by using the public
key generated at the start of the process.

Using the Transient Token to Process a Payment

After you validate the transient token, you can use it in place of the PAN with payment services for 15
minutes. The transient token can be used multiple times within the 15-minute period.

When the consuming service receives a request containing a transient token, it retrieves the
tokenized data and injects the values into your request before processing, and none of the sensitive
data is stored on your systems. In some scenarios, the jti value contained in the JWT transient token
response must be extracted and used instead of the entire JWT.

Connection Method Field

Simple Order API tokenSource_transientToken
SCMP API transient_token
REST API with
Transient Token JSON | "tokenInformation": {
Web Token
"transientTokenJwt":

"eyJraWQiOilwNzRsM3p5M2xCRWN5d1gxcnhXNFFoUm]FNXJLN 1NmQil
sImFsZyl611JTMjU2In0.eyJkYXRhIjp7ImV4cGlyYXRpb25ZZWFyljoiMjAyM
SIsIm51bW]lcil6ljQxMTExMVhYWFhYWDEXMTEILC]leHBpcmF0aW9uT
W9udGgiOilwNSIsInR5cGUiOilwMDEifSwiaXNzljoiRmxleC8wOCIsImV4c
CI6MTU40DcwMjkxNSwidHIWZSI6Im1mLTAuMTEuMCIsImlhdCI6MTU4
ODcwMjAxNSwianRpljoiMUUOQONMSUwW4NFFXM1RPSTFBMOpUU1RGM
TZGQUNVNkUwWNU9VRVNGWIRQNUhIVK]DWTQwUTVFQjFBRUMzNDZB
MCJ9.FB3b2r8mjtvqo3_k05sRIPGmCZ_5dRSZp8AIJ4u7NKb8E0-6ZOHDw
EpxtOMFzfozwXMT]3C6yBKOVFIPTIG6kydcrWNheE2Pfort8KbxyUxG-PY
ONY-xFnRDF841EFhCMC4nRFvXEIvlcLnSK6opUUe7myKPjpZI1ijWpF
ON-DzZiVT8]X-9Z1ar]q2010S61Y3912xLJUKi5c2VpRPQOS54hRr5GHdG]2f
V8JZ1gTuup_qLyyK7uE1VxI0aucsyH7yeF5vTdjgSd76Z]10UFi-31j5kSLsiX
4j-DOT8BENT1DbB_hPTaK906qqtG]s7QEeW8abtnKFsTwVGrT32G2w"

}

REST API with JSON
Web Token ID "tokenInformation": {

"jti":

"1E3GQY1RNKBG6IBD2EP93C43PIZ2NQ6SQLUIM3S16BGLHTY4IIEK5EB
1AE5D73A4",

}
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Example: Authorization with a Transient Token Using the REST API

"clientReferencel nformation": {
"code": "TC50171_3"

1

"orderInformation": ({
"amount Detai | s": {

“total Anpunt": "102.21",
"currency": "USD'
s
"bill To": {
"firstNane": "Tanya",
"l ast Nane": "Lee",
"addressl1l": "1234 Main St.",
"locality": "Small Town",
"admi ni strativeArea":
"post al Code": "98765-4321",
"country": "US",
"district": "M",
"bui | di ngNumber": "123"
"email": "tanyal ee@xanpl e. cont,
"phoneNunber": "987-654-3210"
}

}1
"tokenl nformation": ({
“transi ent TokenJwt " :

"eyJraWd O | WNOJWSE9abkhJM3c3UVAYycmhNZKhuWE9XQ hwalZHTi | sl nFszyl 611 JTM U2l n0. eyJk
YXRhI j p71 mMV4cA yYXRpb25ZZWFyl j oi M AyMCl sl nb1bWII ci | 61 j Q< MIEx MVhYWFh YWDEXMTEi LCII eH
BpcnF0aVWuTWOudGgi G | xMCl sl nR5cGUi O | WWDEI f Swi aXNzl j oi Rkl eC8WNy | s| nv4cCl 6MTUSMIcO
Nj AyNOwi dHI wZSI 61 mLnL TAUMITEUMCI sl ml hdCl 6MTUSMIcONTEYNCw anRpl j oi MUMeW dUTkpaVj | 40V
Vb MI'd QWD J HSFML TOZQNFNBRERCUUt KMFFKMz Mz CEhRRROMMMTg0Q VFRTAXREUANEZDQ J9. cf wz UMIf 115
K2T9- we_A k2j Zpt Xl ovl s8-f KYOnuOBYzGat E5f u9r 6aC4q7n0YOvEUSGY XdHAASG32mWYu- kKI gN4I Y
_CcquRJeWVB9ZPZ5WIt t yr gVHL7LSTE2EvWVAWKNYNj hOl JwgYJ51cLndi VI yqTdEAv3DI3vI nXP1YeQ L
X5_vF- ONEuZf JxahHf Udsj eGhGaaOGYMJZISkzpTu9zDLTvpb1lpx3WEGPU8FcHoxr c CGGpcKk456 AZgYMB
SHNj r - pPkRr 3Dnd7XgNF6shf zI Pbc XeWDYPTpS4PNY8ZsVWKx8nFQ e ROMACSx | ZOnu3W 71KN9i K6Df OPr

o7wW'
}

Accept eCheck Information

This section covers the implementation steps needed to complete the server-side and client-side
setup for accepting eCheck information with Microform Integration.
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Implementing Microform Integration is a three-step process:

1. Creating the Server-Side Capture Context (on page 65)
2. Client-Side Setup (on page 69)

3. Validating the Transient Token (on page 76)

This figure shows the flow for implementing Microform Integration:
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Microform Integration Implementation Workflow
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Server-Side Setup

This section contains the information you need to set up your server. Initializing Microform
Integration within your webpage begins with a server-to-server call to the sessions API. This step
authenticates your merchant credentials and establishes how the Microform Integration front-end
components will function. The sessions API request contains parameters that define how Microform
Integration performs.

The server-side component provides this information:

* A transaction-specific public key is used by the customer's browser to protect the transaction.

e An authenticated context description package that manages the payment experience on the
client side. It includes available payment options such as card networks, payment interface
styling, and payment methods.

The functions are compiled in a JSON Web Token (JWT) object referred to as the capture context. For
information about JWTs, see JSON Web Tokens (on page 127).

Capture Context

The capture context request is a signed JSON Web Token (JWT) that includes all of the merchant-
specific parameters. This request tells the front-end JavaScript library how to behave within your
payment experience. The request provides authentication, one-time keys, the target origin to the
Microform Integration, in addition to allowed card networks and payment types.

These fields are available for requesting the capture context for accepting eCheck information:
Required fields:
allowedPaymentTypes

clientVersion
targetOrigins

Optional fields:

allowedCardNetworks

transientTokenResponseOptions
For information about JWTs, see JSON Web Tokens (on page 127).

For more information on requesting the capture context, see Capture Context API (on page 106).
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Creating the Server-Side Capture Context

The first step in integrating with Microform Integration is to develop the server-side code that
generates the capture context. The capture context is also known as a session.

You can use the SDK or call the API directly to generate the capture context.
To use the SDK to generate the capture context, use the sample code here: Flex Samples on Github.
Follow these steps to call the API directly to generate the capture context:

1. Send an authenticated POST request to the /sessions endpoint to create your capture context
session:

> Production: https://api.cybersource.com/microform/v2/sessions

o Test: https://apitest.cybersource.com/microform/v2/sessions

Include the target origin URL and at least one accepted card type in the content of the
body of the request. You must also include the type of Microform Integration you want to
include in the capture context for accepting eCheck information. If you do not include the
allowedPaymentTypes field in your capture request, the value defaults to CARD.

For example:

{

“clientVersion": "v2",

"targetOrigins": [
“https://ww. exanpl e. cont

I

"al | onedCar dNet wor ks": [
"VI SA"

I

"al | onedPaynent Types": [
" CHECK"

To embed within multiple nested iframes, you must specify the origins of all the browser
contexts used. For example:

{

“clientVersion": "v2",
"targetOrigins": [
"https://ww. exanpl e. conf',
"https://ww. basket . exanpl e. cont',
"https://ecom exanpl e. cont

1.
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"al | onedCar dNet wor ks": [
"VI SA",
" MASTERCARD" ,
" CARTESBANCAI RES",
" CARNET" ,
" CUP",
" DI NERSCLUB" ,
" DI SCOVER',
"EFTPOS",
"ELO',
"JcB",
" JCREW ,
" MADA",
" MAESTRO',
" MEEZA",
" PAYPAK"
1
"al | onedPaynent Types": [
" CHECK"
]
}

2. Pass the capture context response data object to your front-end application. The capture
context is valid for 15 minutes.
Successful Encrypted JWT Response

eyJraWQ O JgNCI sl nFszyl 61 1 JTM U2l n0. eyJnbHgi Onsi cG-0aCl 61 i 9nbGv4L3YyL3Rva2Vuc
yl sl mMRhdCEi G Jt dnkwvk9OVk40bz A4bTRGY hmJU3FCQUFFSO0JWOTdI NnR2VDd4c HdgaFkwivDRy dF
J1dd OR2 YWW NWNGdNeEkvanBVSWFbl ZKa2Jt UVNHaWFnUEd Gc ONPaz dMoHI GTHFKe XN2ei t o THh
r YO8xRkFcdTAWMRQ LCIvem naWli O JodHRwezovL3NOYWII Znmxl eC5j eWl cnNvdXJj ZS5j b20i

LCJIgd2si Onsi a3R51 j oi U NBI i wi ZSI 61 kFRQUI i LCI1c2Ui G JI bnM LCJul j oi dmRpNOgt MLMz M
TkyZl c5WC1BTnpvdj | FAXU4ZGxPOTBt U2gy UGVYy MFOPdHZ4 Y1 JI TTBr akZpTH KaGQMIUR3VI NVbU
| hRFc2a@& Calk2Ui 1l cWRnaTdUVUNGZEQBUUULckNKkZGhZZTI yc ThORUNQZKk pONWM 6 STZZTVBX Tk F
yYW5LUnhW/01X2t OX0JvMrbEcI NARFJOMHBDbGxy d2d2QLZLb2MIRWF6ZE93QUE4AdN] 2VWh4Ty 1S
W/I 2Z1R5VEZi a244Q@hDVHNvWDBY anbVW/I 1Vj dRaE95 Yz Mz WVEJ UTVNDYTVBCOHFQNDZNnZXpv @ Z0d
DAOSI ¢ RWMAE9V YndVeVdvdOE3TTJIzWJYydk FoQk VuMrt OREJ FW/J SN3EOaVEEy VHRI S1JPUVOFT;]

hZN Nl NFNaT&ZDQk82c Ec2QXpnSWy a3Rk Qxhl OXROWJRYdFJYS1YxeTN3I i wi a2l kI j oi MDBi Q N
1d3VpdQ& YeExROGFI SW oMrbqMFhQNFpXYUsi f XOs| nNOeCl 6WBsi ZGFOYSI 6eyJj bA | bnRVaWy
YXI5SW60ZWlyaXR51 j oi c2hhM W2LXZkWkxaDV1ZTNwenbi VC8x YThJ Skxl UkNr SGVqSHBk RGR3M
y95RkxaREFCAdTAWMVRQ LCIj bA | bnRMVAWIY YXJI5I j 0i aHROCHVBLY9zdGFnZWZsZXguY3l i ZXJzb3
WY2UuY29t L21pY3JvZnDybS9i dWbkbGUvdj | uNSAxL2ZsZXgt bW j cmBnb3Jt Limlpbi 5qgcyl sl nR
hcndl dEQyaWipbnM A si aHROcHMBLY90aGUt d XAt ZGvt by5hcHBzcR0LmMvbSIdLCIt Zk9yaWdp
bi 1 61 thOdHBz O 8vc3RhZ2VmbGVALMNS5YnVyc291cnmNl LmiNvbSI s| nFsb@3ZWRQYXI t ZW50VH wZ
XM d si QOhFQJsi XX0sl nR5cGUI O Jt Zi 0yLj EuMCI9XSwi aXNzl j oi Rmxl eCBBUEKi LCII eHAI O
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E3Mz MDOTAXCDEs| ml hdCl 6MIczMe Q4OTI 4MBwi anRpl j oi SXAEdHAXZKVZM2QWYUh60OSJ9. ar okac
vdTSUl ehBYOI G - QYynhFj 7_0k- G39gbkNJydB3UyF2gJSaqwZi opO27kugk8u970cY- VONuO4Jga
V4s18doxnzx6vdTCC3kr r | cxel Ni 23Qu- Szcpg7aaGrvPVXMCODVC14WJQ GIkCakJ54) W | 2VoFAg
Yzi UMcYYpk4hxLVxur Bt T71 vr f CXKoyW xi UxoEpQOc_Td_qi 5nA8ByWJai eQrplZej 61khQJ_hmXt
| sAt 4BgxeJWJeR 5Sj zOvD5y4- oAeNNr Aul Denv CKi RIQol 9f yqT-

Important Security Note:

 Ensure that all endpoints within your ownership are secure with some kind of authentication
so they cannot be called at will by bad actors.

e Do not pass the targetorigin in any external requests. Hard code it on the server side.

For more information on requesting the capture context, see Capture Context (on page 64).

Validating the Server-Side Capture Context

The capture context that you generated is a JSON Web Token (JWT) data object. The JWT is digitally
signed using a public key. The purpose is to ensure the validity of the JWT and confirm that it comes
from Cybersource. When you do not have a key specified locally in the JWT header, you should follow
best cryptography practices and validate the capture context signature.

To validate a JWT, you can obtain its public key. This public RSA key is in JSON Web Key (JWK) format.
This public key is associated with the capture context on the Cybersource domain.

To get the public key of a capture context from the header of the capture context itself, retrieve the
key ID associated with the public key. Then, pass the key ID to the public-keys endpoint.

Example
From the header of the capture context, get the key ID (kid) as shown in this example:

"kid": "3g",
"al g": "RS256"

Append the key ID to the endpoint /flex/v2/public-keys/3g. Then, call this endpoint to get the public
key.

Important: Depending on the cryptographic method you use to validate the public key, you
might need to convert the key to privacy-enhanced mail (PEM) format.
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Resource

Pass the key ID (kid), that you obtained from the capture context header, as a path parameter, and
send a GET request to the /public-keys endpoint:

e Test: https://apitest.cybersource.com/flex/v2/public-keys/{Rid}

¢ Production: https://api.cybersource.com/flex/v2/public-keys/{kid}

The resource returns the public key. Use this public RSA key to validate the capture context.

Example

eyJraWd QG JgNCI sl nFFszyl 611 JTM U21 n0. eyJnbHgi Onsi cG-0aCl 61 i 9mbGv4L3YyL3Rva2Vucyl sl m
RhdGEi O Jt dnkwwk90Vk40bz A4bTRGY hmJU3FCQUFFSO0JWOTdI NnR2VDd4cHdgaFkwivDRy dFJ1dd OR2Yw
W NWNGdNeEkvanBVSWFbl ZKa2Jt UVNHaWFnUEd Gc ONPaz dMoHI GTHFKe XN2ei t oTHhr YO8x Rk Fcd TAMR
Q LAvenm naWti G JodHRwczovL3NOYWII Znx| eC5j eWIl cnNvdXJj ZS5j b20i LCJgd2si Onsi a3R51 j oi
U NBIiwi ZSI 61 KFRQUI i LCJ1c2Ui O Jl bnM LCJul j oi dmRpNOgt MLMzMTky ZI ¢cSWC1BTnpvdj | FAXU4ZG
xPOTBt U2gy UGVYy MFOPdHZ4 Y1 JI TTBr akZpTH KaGQMIUR3VI NVbUl hRFc2a& Calk2Ui 11 c\WRnaTdUVUNG
ZEQBUUULCcKkNKZGhZZTI yc ThORUNQZkpOWNM 6 STZZTVBX Tk Fy YW 5LUhhWo1 X2t OX0JvMvbEcl NARFIOMH
BDbGxyd2d2QLZLb2MRWF6ZE93QUE4AdNI 2VWh4Ty 1SW/I 2Z1R5VEZi a244Q@hDVHNvWDBy anbVW/I 1V dR
aE95Yz Mz VEJUTVNDYTVBOHFQNDZNnZXpv Q@ Z0dDAOSI Q¢ RVWWMAE9V Ynd Ve VdvdOE3TTJI zWJYy dk FoQk VuMm
t OREJFW/J SN3EOaVEEy VHRI S1IPUVBFT] hZNj Ni NFNaTGZDk 82 ¢ Ec2QXpnSWry a3Rk Qxhl OXROWURYdFJ Y
S1YxeTN3liw a2l kil j oi MDBi Q N1d3VpdG YeExROGFI SW ovbgMFhQNFpXYUsi f X0sl mNOeCl 6VBsi ZG
FOYSI 6eyJj bGA | bnRVAWY YXI5SWb0ZWlyaXR51 j oi c2hhM U2LXZkWhkxaDV1ZTNwe nbi VC8x YThJ Skx|
Uk Nr SGVqSHBKk RGR3My 95RkxaREFcd TAWMRQ LCJj bd | bnRVBWY YXJ5I j oi aHROCHWBLY 9z2dGFnZWZs ZX
guY3l i ZXJ3zb3WyY2UuY29t L21pY3JvZmdybS9i dWokbGUvdj | uNSAxL2ZsZXgt bW j cnmBnb3Jt Lmlpbi 5q
cyl sl nRhendl dEQyaWlpbnM A si aHROCHMBLY90aGUt d XAt ZGvt by5hcHBzcA0LmMvbSIdLCIt Zk9yaWwW
dpbi | 61 T0dHBz G 8vc3RhZ2VmbGvALMN5Ymivyc291cmNl Ln\vbSI s| nFsbGI3ZVWRQYXI t ZW50VH wZXM
a si QQhFQOsi XX0s!| nR5cGUi G Jt Zi OyLj EuMCI9XSw aXNzl j oi Rmxl eCBBUEKi LCJI eHAI § E3MzMDOT
AXODEs| m hdCl 6Mrczz Q40TI 4MBwi anRpl j oi SXAEdHAXZkVZM2QAMYUn60SJ9. ar okacvdTSUI ehBYOI C
i - Q¥ynhFj 7_0k- G39gbkNJydB3UyF2qJSaqwZi opO27kugk8u9Z0cY- VONu04JgaV4s18doxnzx6vdTCC3
krrlcxel Nl 23Qu- Szcpg7aaGvPVXMCODVCL4WIQ GlkCakJ54) W | 2VoFAgYzi UMcYYpk4hxLVxur Bt T7I
vr f CXKoyW xi UxoEpCc_Td_qgi 5nA8ByWJai eQmlZej 61khQJ_hnit | sAt 4BgxeJWJeR 5Sj zOvD5y4- o
AeNNr Aul Den?V7CKi RIQbl 9f yqT-

Parse the JWT capture context to get the key ID (kid) from its header:

"kid": "3g",
"al g": "RS256"

Get its public key from /flex/v2/public-keys/3g:
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"Kkty":"RSA",
"use":"enc",
"kid":"3g",

"n":"ir7N 1Bj 83r xr 3co5v_JLkP309UxXZRX1L| ZFZeckguEf 7Gdt 5k GFFf TsynKBesnBPe
801hwf kq7KmJ ZEZSuDbi JSZvFBZycK2pEeBj ycahwdCqOne M7 aKG2F_bhwWHr Y4YdKsp
_cSJe_ZMXFUqYnj k7D0p7cl X6CnRLQYM 41Aj b7NH 23uONL7Pyf JQMPLX8HdunE6ZwWK
DNcavgxONBVuWsnf sGvt ygKQxj eHr | - gpy MXFOe PeVpUl QOKVj mb5- em Vd2SbyPNmre
NADGI GCnECYMyL5hEvnTuy Ay bwgVwuMRanyf Fgl bRecr Al zcl T4j QBeZFwkz Zf QF7MJA6QQ" ,
"e": " AQAB"

Related Information

e Introduction to JSON Web Tokens
e [ETF RFC 7515: JSON Web Signature (JWS) Signature

« IETF RFC 7517: JSON Web Key (JWK)

Client-Side Setup

You can integrate Microform Integration with your native payment acceptance web page or mobile
application.

Web Page

Initiate and embed Microform Integration into your payment acceptance web page.

1. Decode the JWT from the /microform/v2/sessions response to get the capture context.

2. Use the clientLibrary and clientLibrarylIntegrity values that are returned in the JWT from
/microform/v2/sessions response to obtain the Microform Integration JavaScript library URL
and integrity value that you use to create your script tags.

Important: You must do this for every transaction as these values can be unique
for each transaction. Do not hard code these values, as this can result in client-side
Microform Integration errors. If you do not do this for every transaction, you may
load a JavaScript library that is incompatible with the version you requested in the /
sessions request.

Example /sessions Response:
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"data":{ "clientLibrary":"[EXTRACT clientLibrary VALUE from here]",
"clientLibrarylntegrity": "[EXTRACT clientLibrarylntegrity VALUE from
here]" }

Example Script Tags

<script src="[INSERT clientLibrary VALUE HERE]" integrity="[1NSERT
clientLibrarylntegrity VALUE HERE]” crossorigi n="anonynous”> </scri pt>

Example Code for Loading the Script Dynamically Following JWT Extraction Tags

/1 values read from capture context
const clientLibrary =" ";
const clientLibrarylntegrity =" ";
/1 create script tag
const script = docunent.createEl enent ("script");
script.src = clientLibrary;
script.type = "text/javascript";
script.async = true;
script.integrity = clientLibrarylntegrity;
script.crossOigin = "anonynous";
/1 run setup code after script has | oaded successfully
script.onload = function () {

/1 SETUP
1
/1 insert to docunent
docunent . head. appendChi | d(scri pt);

3. Create the HTML placeholder objects to attach to the microforms.

Within your HTML checkout, replace the routing number, account number, and confirm
account number tag with a simple container. Microform Integration uses the container to
render an iframe for secured credit card input. This example contains simple div tags to define
where to place the routing number, account number, and confirm account number fields within
the payment acceptance page: <div id="number-container" class="form-control"></div>.

Example: Accept eCheck Information Checkout Form

<h1>Checkout Page</hl>
<div id="errors-output" role="alert"></div>
<form action="/token" id="ny-sanple-forn' method="post">
<di v class="formgroup">
<l abel id="routingNunber-| abel ">Routing Nunber</| abel >
<di v i d="routi ngNunber-contai ner" class="form control"></div>
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<l abel for="account Nunber-| abel ">Account Nunber</| abel >
<di v i d="account Nunber-cont ai ner" cl ass="form control"></di v>
<l abel for="account Nunmber Confirml abel ">Account Number
Confirm</ | abel >
<di v i d="account Nunber Confirm contai ner" class="formcontrol"></div>
</ di v>

<di v class="formrow'>
<div class="form group col - md-6">
<l abel for="account Type">Account Type</I| abel >
<sel ect id="account Type" nane="account Type" cl ass="form control ">
<opti on val ue="C'>Checki ng</ opti on>
<option val ue="S">Savi ngs</ opti on>
<opti on val ue="X">Cor por at e checki ng</ opti on>
</ sel ect >
</div>
</div>

<button type="button" id="pay-button" class="btn
bt n- pri mary" >Pay</ but t on>
<i nput type="hidden" id="flexresponse" name="fl exresponse">
</ fornmp

. Invoke the Flex SDK by passing the capture context that was generated in the previous step to
the microform object.

const flex = new Flex(captureContext);

. Initiate the microform object with styling to match your web page.

After you create a new Flex object, you can begin creating your Microform. You will pass your
baseline styles and ensure that the button matches your merchant page:

const microform = flex.microform("check"”, { styles: myStyles });

. Create and attach the microform fields to the HTML objects through the Microform Integration
JavaScript library.

const routingNunber = m crof orm createField("routingNunber”, { placehol der:
"Enter routing nunber" });

const account Nunber = m crof orm creat eFi el d("account Nunber", { placehol der:
"Enter account nunber" });

const account Nunber Confirm = m crof orm creat eFi el d("account Nunber Confi rni,
{ pl acehol der: "account Nunber Confirni });

routi ngNurber . | oad("' #r outi ngNunber - cont ai ner');
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account Nunber . | oad("' #account Nunber - cont ai ner' ) ;
account Nurber Confirm | oad(' #account Nurmber Confi r m cont ai ner');

7. Create a function for the customer to submit their payment information, and invoke the
tokenization request to Microform Integration for the transient token.

Mobile Application

To initiate and embed Microform Integration into a native payment acceptance mobile application,
follow the steps for web page setup, and ensure that these additional requirements are met:

e The card information acceptance fields of routing number, account number, and confirm
account number must be hosted on a web page.

e The eCheck information acceptance fields of routing number, account number, and confirmed
account number must be hosted on a web page.

e The native application must load the hosted eCheck entry form web page in a web view.

Transient Tokens for Accepting eCheck Information

The response to a successful customer interaction with Microform Integration is a transient token.
The transient token is a reference to the payment data that is collected on your behalf. Tokens allow
secure card or check payments to occur without risk of exposure to sensitive payment information.
The transient token is a short-term token that expires after 15 minutes. This reduces your PCI
burden/responsibility and ensures that sensitive information is not exposed to your back-end
systems.

Transient Token Time Limit

The sensitive data associated with the transient token is available for use in API requests for a 15-
minute duration. The transient token can be used multiple times within the 15-minute period. After
15 minutes, you must prompt the customer to restart the checkout flow.

Example: Creating the Pay Button with Event Listener for Accepting eCheck Information

const button = docunent. querySel ect or ("#nmyButton");

butt on. addEvent Li st ener ("click", function () {
/1 Conpiling accounttype into optional paraneters
const options = {
account Type: docunent. querySel ect or (“#account Type”) . val ue,

}s
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1/
m cr of orm creat eToken(opti ons, function (err, token) ({
/1 handl e err
if (err) {
consol e.error(err);
errorsCut put.textContent = err.nessage;
return;

/1 At this point you nmay pass the token back to your server as you W sh.
/1 In this exanple we append a hidden input to the formand submt it.
consol e. | og(JSON. stri ngi fy(token));
fl exResponse. val ue = JSON. stringify(token);
formsubmt();

1)

1)

When the customer submits the form, Microform Integration securely collects and tokenizes the

data in the loaded fields as well as the options supplied to the createToken() function. If tokenization
succeeds, your callback receives the token as its second parameter. Send the token to your server, and
use it in place of the eCheck information when you use supported payment services.

Example: Customer-Submitted Form for Accepting eCheck Information

<scri pt>
/1 Variables fromthe HTM. form
const form = docunent. querySel ector (' #ny-sanpl e-forni);
const payButton = docunent. querySel ector (' #pay-button');
const flexResponse = docunent. querySel ector (' #f | exresponse');
const account Type = docunent. querySel ect or (' #account Type')
const errorsQutput = docunent. querySel ector('#errors-output');

/1 the capture context that was requested server-side for this transaction
const captureContext = <% -keylnfo %

/1l customstyles that will be applied to each field we create using M crof orm
const nyStyles = {

"input': {
'font-size': '14px’
"font-famly': 'helvetica, tahoma, calibri, sans-serif',
"color': '#555'

l s

":focus': { 'color': 'blue' },

':disabled : { 'cursor': 'not-allowed' 1},

'valid' : { '"color': '"#3c763d" },
"invalid : { 'color': '#a94442' }
b
/1 setup M croform
const flex = new Fl ex(captureContext);
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const microform= flex.mcroforn("check", { styles: nmyStyles });

const routingNunber = mi croformcreateField("routi ngNunber”, { placehol der
"Enter routing nunmber" });

const account Nunber = mi croform createFiel d("account Nunber”, { placehol der
"Enter account nunber" });

const account Nunber Confirm = mi crof orm creat eFi el d("account Nunber Confi r nf
{ pl acehol der: "account Number Confirnm' });

routi ngNunber .| oad(' #r out i ngNurber - cont ai ner")

account Nurber . | oad( "' #account Nunber - cont ai ner"')

account Nurmber Confirm | oad(' #account Nunmber Confi r m cont ai ner ')

/1 Configuring a Listener for the Pay button
payBut t on. addEvent Li stener (' click', function () {

/1 Conpiling MM & YY into optional paraneters
const options = {
account Type: docunent. querySel ect or (' #account Type') . val ue,

)i
1/
m cr of orm creat eToken(opti ons, function (err, token) ({
if (err) {
/1 handl e error
consol e.error(err);
errorsCut put.textContent = err.nessage;
} else {
/1 At this point you may pass the token back to your server as you
Wi sh.
/1 In this exanple we append a hidden input to the form and submt
it.
consol e. | og(JSON. stri ngi fy(token));
fl exResponse. val ue = JSON. stringi fy(token);
formsubmt();
}
1)
1)
</script>

Transient Token Response Format

The transient token is issued as a JSON Web Token (RFC 7519). A JWT is a string consisting of three
parts that are separated by dots:
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e Header
 Payload

e Signature
JWT example: xxxxx.yyyyy.zzzzz

The payload portion of the token is an encoded Base64URL JSON string and contains various claims.
For more information, see JSON Web Tokens (on page 127).

Important: When you integrate with Cybersource APIs, Cybersource recommends that you
dynamically parse the response for the fields that you are looking for. Additional fields may
be added in the future.

You must ensure that your integration can handle new fields that are returned in the
response. While the underlying data structures will not change, you must also ensure that
your integration can handle changes to the order in which the data is returned.

The internal data structure of the JWT can expand to contain additional data elements.

Ensure that your integration and validation rules do not limit the data elements contained in
responses.

Example: Token Payload for Accepting eCheck Information

{
"iss" : "Flex/00",
"exp" : 1732527524,
"type" : "nf-2.1.0",
"iat" : 1732526624,
“jti" " 1D3HRVI 3SKMAHFWQAZ2JFI 993NEVBAHSNYJFI H82RAMYWDUJ 444KT674445A4EACO"
"content" : {
"paynent | nformation" : {
"bank" : {
"routi ngNunmber” : { },
"account" : {
"number" : { },
“type" @ { }
}
b
"paynent Type" : {
"name" : {
"val ue" : " CHECK"
}
}
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Validating the Transient Token
After receiving the transient token, validate its integrity using the public key embedded within the
capture context created at the beginning of this flow. This verifies that Cybersource issued the token

and that no data tampering occurred during transit.

Example: Capture Context Public Key

"fwk"r |
"kty": "RSA",
"e": "AQAB",
"use": "enc",

"n":

" 3DhDt | HLxsbsSygEAGLhcFgnwe4khTl Z6woWOn¥ZNl 83gl yj 1FVk- HSGDMa85e8RZFxUwgU_z QOKHLt ON
08SB52Z0hsJVEOWgHNI Rol oi NPGPQYVXQZW2S1BSPxBt CEj A5x_- bcG6aeldsz_cAE7Or | YkJa5Fphg9 p
xgYRod6JCFj gdHj 0i DSQxt Bsnt xagAGH) DhWr'Uoi | i g71SN-f - gggaCpl Temdzl b5Skk RwwnKMUANe4B36v
4XSSSpwdP_H5kv4JDz_cVI p_Vy8T3Af AbCt ROyRyH9i H1Z- 4Yy6T5hb- 9y 3l PD8vI c8E3JQ4qt 6U46Eei K
PHAKt cdokMPj gi uQ',

"Kkid": "00UaBe20j y9VkwZUQPZWNNoKFPJA4Chc" }

Use the capture context public key to cryptographically validate the JWT provided from a successful
microform.createToken call. You might have to convert the JSON Web Key (JWK) to privacy-enhanced
mail (PEM) format for compatibility with some JWT validation software libraries.

The Cybersource SDK has functions that verify the token response. You must verify the response to

ensure that no tampering occurs as it passes through the cardholder device. Do so by using the public
key generated at the start of the process.

Next Steps

After you complete the server-side and client-side setup for accepting payment information with
Microform Integration, you can customize your configuration:

e Styling: Customize the style and behavior of Microform Integration on your site. For
information, see Styling (on page 77).

 Events: Subscribe to Microform Integration events and obtain them through event listeners.
For information, see Events (on page 80).
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Styling

Microform Integration can be styled to look and behave like any other input field on your site.

General Appearance

The <iframe> element rendered by Microform has an entirely transparent background that
completely fills the container you specify. By styling your container to look like your input fields, your
customer will be unable to detect any visual difference. You control the appearance using your own
stylesheets. With stylesheets, there are no restrictions and you can often re-use existing rules.

Explicitly Setting Container Height

Typically, input elements calculate their height from font size and line height (and a few other
properties), but Microform Integration requires explicit configuration of height. Make sure you style
the height of your containers in your stylesheets.

Managed Classes

In addition to your own container styles, Microform Integration automatically applies some classes
to the container in response to internal state changes.
Class Description

.flex-microform Base class added to any element in which a field has
been loaded.

.flex-microform-autocomplete The field has been filled using
an autocomplete/autofill event.

.flex-microform-disabled The field has been disabled.
.flex-microform-focused The field has user focus.
.flex-microform-incomplete The field is incomplete and could be valid.
.flex-microform-invalid The input card number invalid.
.flex-microform-valid The input card number is valid.

To make use of these classes, include overrides in your application’s stylesheets. You can combine
these styles using regular CSS rules. Here is an example of applying CSS transitions in response to
input state changes:

.flex-mcroform{
hei ght: 20px;
background: #ffffff;
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-webkit-transition: background 200ns;
transition: background 200ns;

/* different styling for a specific container */
#securi t yCode-cont ai ner. fl ex-m crof orm {
background: purple;

.flex-m croformfocused {
background: Iightyell ow

.flex-mcroformvalid {
background: green

.flex-mcroformvalid.flex-mcroformfocused {
background: [Iightgreen

.fl ex-m crof orm aut oconpl ete {
background: #f aff bd;

Input Field Text
To style the text within the iframe element, use the JavaScript library. The styles property in the set-

up options accepts a CSS-like object that allows customization of the text. Only a subset of the CSS
properties is supported.

const custonttyles = {

"input': {
'font-size': '16px’
"color': '#3A3A3A

}1

'::placehol der': {
‘color': 'blue'

}1

":focus': {
‘color': 'blue'

}1

" hover': {
"font-style': "italic'

}1

":disabled : {
"cursor': 'not-all owed'
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H

‘valid : {
‘color': 'green'

Ji o

"invalid : {
‘color': 'red'

}

s

const flex = new Flex('..........
/1 apply styles to all fields
const microform= flex.mcroforn({ styles:

custonttyles });

const securityCode = microformcreateField(' securityCode');

/] override the text col or

the card nunber field

const nunber = microformcreateField(' nunber', { styles: { input: { color:

'#000" }}});

Supported Properties

These CSS properties are supported in the styles: { ... } configuration hash. Unsupported
properties are not added to the inner field, and a warning is output to the console.

e color

® cursonr

e font

e font-family

e font-kerning

e font-size

e font-size-adjust

e font-stretch

e font-style

e font-variant

e font-variant-alternates

e font-variant-caps
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e font-variant-east-asian

e font-variant-ligatures

e font-variant-numeric

e font-weight

e line-height

e opacity

e text-shadow

e text-rendering

e transition

® -moz-osx-font-smoothing

e -moz-tap-highlight-color

e -moz-transition

e -o-transition

-webkit-font-smoothing

-webkit-tap-highlight-color

-webkit-transition

Events

You can subscribe to Microform Integration events and obtain them through event listeners. Using
these events, you can easily enable your checkout user interface to respond to any state changes as
soon as they happen.

Events
Event Name Emitted When
autocomplete
Customer fills the credit card number using a browser or third-party

extension. This event provides a hook onto the additional information
provided during the autocomplete event.
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Events (continued)
Event Name Emitted When

blur
Field loses focus.

change
Field contents are edited by the customer. This event contains various
data such as validation information and details of any detected card types.
focus
Field gains focus.
inputSubmitRequest
Customer requests submission of the field by pressing the Return key or
similar.
load
Field has been loaded on the page and is ready for user input.
unload
Field is removed from the page and no longer available for user input.
update

Field configuration was updated with new options.

Some events may return data to the event listener’s callback as described in the next section.

Subscribing to Events

Using the .on() method provided in the microformInstance object, you can easily subscribe to any of
the supported events.

For example, you could listen for the change event and in turn display appropriate card art and
display brand-specific information.

const secCodelLbl = docunent. querySel ector (' #mySecurityCodelLabel');
const nunberField = mcroformcreateFi el d(' nunber");

/1l Update your security code |abel to match the detected card type's term nol ogy
nunber Fi el d. on(' change', function(data) ({

secCodelLbl . text Content = (data.card && data.card.length > 0) ?

data. card[ 0] . securityCode. nane : ' CVN ;

1)

nunber Fi el d. | oad(" #myNunber Cont ai ner" ) ;
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The data object supplied to the event listener’s callback includes any information specific to the
triggered event.

Card Detection

By default, Microform Integration attempts to detect the card type as it is entered. As card numbers
are entered, detection information is sent back in the change event. You can use this information to
build a dynamic user experience by providing feedback to the user as they type their card number.

{
"card": |
{
"name": "visa",
"brandedNanme": "Visa",
"cybsCardType": "001",
"spaces": [ 4, 8, 12 ],
"blocks": [ 4, 4, 4, 7],
"l engths": [ 13, 14, 15, 16, 17, 18, 19 ],
"securityCode": ({
"nane": "CwW',
“"length": 3
s
"l uhn": true,
"valid": true,
"coul dBeVal i d": true
s
{
"nanme": "cartesbancaires",
"brandedNanme": "Cartes Bancaires",
"cybsCardType": "036",
"spaces": [ 4, 8, 12 ],
"blocks": [ 4, 4, 4, 7],
"l engths": [ 13, 14, 15, 16, 17, 18, 19 ],
"securityCode": ({
"nane": "CwW',
“"length": 3
s
"l uhn": true,
"valid": true,
"coul dBeVal i d": true
}
Il
"empty": false,
"coul dBeVval i d": true,
"valid": true
}
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If Microform Integration is unable to determine a single card type, you can use this information to
prompt the customer to choose from a possible range of values.

If type is specified in the microformInstance.createToken(options, ...) method, the specified value
always takes precedence over the detected value.

It is up to the merchant to then take the results from cardDetection and pass that into the

type parameter within the microformInstance.createToken(options,...) method. Microform
Integration no longer attempts to determine a single card type by default. Instead, it returns
detectedCardTypes, in the transient token response and the merchant can decide how to handle
this information.

Support for Dual-Branded Cards

Microform Integration supports dual-branded cards. To utilize this feature, you must include the card
networks that have overlapping BIN ranges in the capture context request. For example:

"al | onedCar dNet wor ks": ["VI SA", "MASTERCARD', "AMEX", " CARTESBANCAI RES"]

When a card number within an overlapping BIN range is entered, Microform Integration returns the
detected card types based on the order specified in the allowedCardNetworks array. You must then
decide which card type to pass.

Support for Card Types without Security Code

Some card types, such as KCP and UATP, do not have security codes (CVV or CVN). Microform
Integration supports these card types and provides automatic card detection. This enables you to
dynamically display the fields that are relevant for the detected card type.

If you support only card types that do not have security codes, you must render only the card number
field and the required fields. Do not render the security code field.

If you support card types that do not have security codes as well as cards types that do have security
codes, you can use card detection to determine if the security code field should be enabled or
disabled based on the card details that are entered by the customer.

This example shows an implementation that accounts for both cards that do and do not have security
codes:

const nunberField = m crof orm createFi el d(' nunber');
const securityCodeField = mcroformcreateField(' securityCode');

nunber Fi el d. on(' change', function (data) {

/1 Check if detected cards don't have a security code
const all CardsWt hout SecurityCode =
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data.card &&

data.card.length > 0 &&

dat a. card. every(function (card) {
return card. securityCode === fal se;

1)

if (all CardsWthout SecurityCode) {
/! Disable the security code field only when detected cards don't require a
security code
securityCodeFi el d. updat e({ di sabled: true });
} else {
/1 Enable the security code field when any card requires CW
securityCodeFi el d. updat e({ di sabled: false });

1)

Autocomplete

By default, Microform Integration supports the autocomplete event of the cardnumber field
provided by certain browsers and third-party extensions. An autocomplete event is provided to allow
easy access to the data that was provided to allow integration with other elements in your checkout
process.

The format of the data provided in the event might be as follows:

{

name: ' ',
expirationMonth: ' ",
expirationYear: '

}

These properties are in the object only if they contain a value; otherwise, they are undefined. Verify
the properties before using the event. This example displays how to use this event to update other
fields in your checkout process:

const nunber = mcroformcreateField(' nunber');

nunber. on(' aut oconpl ete', function(data) {
i f (data.nane) docunent.querySel ector (' #myNane'). val ue = dat a. nane;
i f (data.expirati onMonth) docunent. querySel ector (' #nyMonth').val ue =
dat a. expi rati onMont h;
if (data.expirationYear) docunment.querySel ector (' #nmyYear').val ue =
dat a. expi rati onYear;

1),
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Security Recommendations

By implementing a Content Security Policy, you can make use of browser features to mitigate many
cross-site scripting attacks.

The full set of directives required for Microform Integration is:

Security Policy Locations

Policy Sandbox Production

frame-src https://testflex.cybersource.com/ https://flex.cybersource.com/
child-src https://testflex.cybersource.com/ https://flex.cybersource.com/
script-src https://testflex.cybersource.com/ https://flex.cybersource.com/
Reference

This reference provides additional information for creating Microform Integration web pages.

JavaScript API Reference

This reference provides details about the JavaScript API for creating Microform Integration web
pages.

Class: Field

An instance of this class is returned when you add a Field to a Microform integration using
microform.createField (on page 95). With this object, you can then interact with the Field to
subscribe to events, programmatically set properties in the Field, and load it to the DOM.

Methods

clear()
Programmatically clear any entered value within the field.

Example

field.clear();
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dispose()
Permanently remove this field from your Microform integration.

Example

field. dispose();

focus()
Programmatically set user focus to the Microform input field.

Example

field. focus();

load(container)
Load this field into a container element on your page.

Successful loading of this field will trigger a load event.

Parameters
Name Type Description
container HTMLElement | string Location in which to load this field. It can be either an
HTMLElement reference or a CSS selector string that
will be used to load the element.
Examples

Using a CSS selector

field.load('.formcontrol.card-nunber');

Using an HTML element

const contai ner = docunent. get El enent Byl d(' cont ai ner');
field.|load(container);

off(type, listener)

Unsubscribe an event handler from a Microform Field.
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Parameter

Name Type Description

type string Name of the event you wish to unsubscribe from.

listener function The handler you wish to be unsubscribed.
Example

/1 subscribe to an event using .on() but keep a reference to the handler that was
suppl i ed.

const focusHandler = function() { console.log('focus received'); }

field.on('focus', focusHandl er);

/1l then at a l|ater point you can renove this subscription by supplying the sane
arguments to .of f()
field. off('focus', focusHandler);

on(type, listener)
Subscribe to events emitted by a Microform Field. Supported eventTypes are:

e autocomplete

e blur

 change

« focus

e inputSubmitRequest
e load

 unload

e update

Some events may return data as the first parameter to the callback otherwise this will be undefined.
For further details see each event's documentation using the links above.

Parameters
Name Type Description
type string Name of the event you wish to subscribe to.
listener function Handler to execute when event is triggered.
Example
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field.on('focus', function() {
consol e. |l og(' focus received'); });

unload()
Remove a the Field from the DOM. This is the opposite of a load operation.

Example

field.unload();

update(options)

Update the field with new configuration options. This accepts the same parameters as
microform.createField(). New options will be merged into the existing configuration of the field.

Parameter

Name Type Description

options object New options to be merged with previous configuration.
Example

/1 field initially |oaded as di sabled with no pl acehol der
const nunber = mcroformcreateField(' nunber', { disabled: true });
nunber. | oad(' #contai ner');

/1 enable the field and set placehol der text
nunber . updat e({ di sabl ed: fal se, placeholder: 'Please enter your card nunber' });

Events

autocomplete

Emitted when a customer has used a browser or third-party tool to perform an autocomplete/
autofill on the input field. Microform will attempt to capture additional information from the
autocompletion and supply these to the callback if available. Possible additional values returned are:

e name
e expirationMonth

e expirationYear
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If a value has not been supplied in the autocompletion, it will be undefined in the callback data. As
such you should verify that it exists before use.

Examples

Possible format of data supplied to callback

nanme: ' ',
expi rati onMonth: ' ",
expirationYear: '

Updating the rest of your checkout after an autocomplete event

field.on('autoconplete', function(data) {

i f (data.nane) docunent. querySel ector (' #myNane'). val ue = dat a. nane;

i f (data.expirati onMonth) docunent. querySel ector (' #nmyMonth').val ue =
dat a. expi rati onMont h;

i f (data.expirationYear) docunent.querySel ector('#myYear').value =
dat a. expi rati onYear;

1)
blur
This event is emitted when the input field has lost focus.

Example

field.on('blur', function() {
consol e.log(' Field has | ost focus');

IE

/1 focus the field in the browser then un-focus the field to see your supplied
handl er execute

change

Emitted when some state has changed within the input field. The payload for this event contains
several properties.

Type: object
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Properties

Name Type

card object

valid boolean

couldBeValid boolean

empty boolean
Examples

Minimal example:

field.on('change', function(data) {
consol e. |l og(' Change event!');
consol e. | og(dat a) ;

1)

Use the card detection result to update your UL

const cardl mage = docunent. querySel ector('ing.cardbi splay');
const cardSecurityCodelLabel = docunent. querySel ector ('l abel[for=securityCode]"');

/! create an object to map card nanes to the URL of your custom i mages
const cardl mages = {

visa: '/your-imges/visa.png',

mast ercard: '/your-inmges/ mastercard. png',

amex: '/your-inmages/anmex. png',

maestro: '/your-imges/ naestro. png’

di scover: '/your-inmages/di scover. png'

di nersclub: '/your-imges/dinerscl ub. png'
jcb: '"/your-inages/jcb. png'
1

field.on('change', function(data) {
if (data.card.length === 1) {
/1 use the card nane to set the correct inmage src
cardl mage. src = cardl nages[ dat a. card[ 0] . nane] ;

/1 update the security code |label to match the detected card's nam ng convention
cardSecurityCodelLabel . t ext Content = data.card[0].securityCode. nane;

} else {

/1 show a generic card inage

cardl mage. src = '/your-imges/ generic-card.png';
}
1)
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Use the card detection result to filter select element in another part of your checkout.

const cardTypeOpti ons = docunent. querySel ector (' sel ect[ nane=cardType] option');

field.on('change', function(data) {
/1 extract the identified card types
const detectedCardTypes = data.card. map(function(c) { return c.cybsCardType; });

/1 disable any select options not in the detected card types |i st
cardTypeOptions. for Each(function (0) {
0. di sabl ed = det ect edCardTypes. i ncl udes(o. val ue);

1),
1),

Updating validation styles on your form element.

const nmyForm = docunent . querySel ector (' form);
field.on('change', function(data) {

myFor m cl assLi st.toggl e(' cardlsValidStyle', data.valid);
myFor m cl assLi st. toggl e(' cardCoul dBeVal i dStyl e', data. coul dBeVali d);

1)
focus
Emitted when the input field has received focus.

Example

field.on('focus', function() {
consol e.log(' Field has received focus');

1),

/1 focus the field in the browser to see your supplied handl er execute

inputSubmitRequest

Emitted when a customer has requested submission of the input by pressing Return key or similar.
By subscribing to this event you can easily replicate the familiar user experience of pressing enter
to submit a form. Shown below is an example of how to implement this. The inputSubmitRequest
handler will:
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1. Call Microform.createToken().

2. Call Microform.createToken() (on page 95). For more information, see these topics:
> Module: FLEX (on page 93)
o Class: Microform (on page 95)

3. Take the result and add it to a hidden input on your checkout.

4. Trigger submission of the form containing the newly created token for you to use server-side.

Example

const form = docunent. querySel ector('form);
const hi ddenl nput = docunent. querySel ector (' form i nput[name=t oken]"');

field.on("inputSubmtRequest', function() {
const options = {

/1

}i

nm cr of orm cr eat eToken(opti ons, function(response) ({

hi ddenl nput . val ue = response. t oken;
formsubmt();

1)
1)

load
This event is emitted when the field has been fully loaded and is ready for user input.

Example

field.on('load , function() {
console.log('Field is ready for user input');

1)

unload
This event is emitted when the field has been unloaded and no longer available for user input.

Example
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field.on('unload , function() {
consol e.l og(' Field has been renoved fromthe DOM);

1)
update

This event is emitted when the field has been updated. The event data will contain the settings that
were successfully applied during this update.

Type: object
Example

field.on('update', function(data) {
consol e.log(' Field has been updated. Changes applied were:');
consol e. | og(data);

1)

Module: FLEX
Flex(captureContext)
new Flex(captureContext)

For detailed setup instructions, see Getting Started (on page 45).

Parameters:
Name Type Description
captureContext String JWT string that you requested via a server-side
authenticated call before starting the checkout flow.
Example
Basic Setup

<script src="[INSERT clientLibrary VALUE HERE]" integrity="[1NSERT
clientLibrarylntegrity VALUE HERE]” crossorigi n="anonynmous” >

</script>//Note: Script location and integrity val ue should be sourced fromthe
capture context response clientLibrary and clientLibrarylntegrity val ues.

<script> const flex = new Fl ex(' captureContext');</script>
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Methods

microform(optionsopt) > {Microform}

This method is the main setup function used to initialize Microform Integration. Upon successful
setup, the callback receives a microform, which is used to interact with the service and build your
integration. For details, see Class: Microform (on page 95).

Parameter
Name Type
options Object
Property
Name Type Attributes
styles Object <optional>
Returns:

Type: Microform
Examples

Minimal Setup

Description

Description

Apply custom styling to all the fields in your
integration.

const flex = new Fl ex(' header. payl oad. si gnature');

const microform= flex.mcroforn();

Custom Styling

const flex = new Fl ex(' header. payl oad. si gnature');

const mcroform= flex.nicroforn({
styles: {

i nput: {
col or: '#212529',
"font-size': '20px’
}

}
1)
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Class: Microform

An instance of this class is returned when you create a Microform integration using flex.microform.
This object allows the creation of Microform Fields. For details, see Module: Flex (on page 93).

Methods

createField(fieldType, optionsopt) > {Field}

Create a field for this Microform integration.

Parameters

Name

fieldType

options

Properties
Name

aria-label

aria-required

autoformat

description

disabled

Type Attributes

string

object <optional>

Type

string

boolean

Boolean

string

Boolean

Description

Supported values:

e number

e securityCode

To change these options after initialization
use field.update().

Attributes Default Description

<optional> true Set the input's label for use by
assistive technologies using the
aria-label attribute.

<optional> true Used to indicate through assistive
technologies that this input is
required for submission using the
aria-required attribute.

<optional> true Enable or disable automatic
formatting of the input field. This
is only supported for number fields
and will automatically insert spaces
based on the detected card type.

<optional> Sets the input's description for use
by assistive technologies using
the aria-describedby attribute.

<optional> false Sets the disabled attribute on the
input.
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Name Type Attributes Default
maxLength number <optional> 3
placeholder string <optional>
styles stylingOptions | <optional>
title string <optional>
Returns
Type: Field
Examples
Minimal Setup

const= new Flex('......... "),

const mcroform= flex.mcroform('card');

const nunber = nicroform createField(' nunber');

Providing Custom Styles

const flex = new Flex('......... ")
const microform= flex.mcroforn();
const nunber = nicroformcreateField(' nunmber', ({
styles: {
i nput: {
"font-famly': "'"Courier New', nobnospace'
}
}
1)

Description

Sets the maximum length attribute
on the input. This is only supported
for securityCode fields and may
take a value of 3 or 4.

Sets the placeholder attribute on
the input.

Apply custom styling to this field.

Sets the title attribute on the input.
Typically used to display tooltip
text on hover.

Providing Custom Styles to All Fields within the Microform Integration

const= new Flex('......... ");

/1 apply styles to all fields

const microform= flex.mcroforn('card', { styles:
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/1 override the text color for the card nunber field only
const nunber = nmicroformcreateField(' nunber', { styles:
'#000" }}});

i nput: { color:

Providing Custom Styles to A Specific Field within the Microform Integration

const= new Flex("......... ")
const mcroform= flex.mcroform('card');

const nunber = microformcreateField(' nunber'), {

styles: {
i nput: {
‘"font-famly': "'"Courier New', npbnospace'
}
139N

Setting the Length of a Security Code Field

const= new Flex('......... ");
const mcroform= flex.mcroform('card');

const securityCode = microformcreateField(' securityCode',

createToken(options, callback)

{maxl engt h: 4});

Request a token using the card data captured in the Microform fields. A successful token creation will

receive a transient token as its second callback parameter.

Parameter
Name Type Description
options object Additional tokenization options.
callback callback Any error will be returned as the first callback parameter. Any
successful creation of a token will be returned as a string in the
second parameter.
Properties
Name Type Attributes Description
type string <optional> Three-digit card type string.

If set, this will override any
automatic card detection.
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Name Type Attributes Description

expirationMonth string <optional> Two-digit month string. Must
be padded with leading zeros if
single digit.
expirationYear string <optional> Four-digit year string.
Examples

Minimal example omitting all optional parameters.

m cr of orm creat eToken({}, function(err, token) {
if (err) {

consol e.error(err);

return;

}

consol e. |l og(' Token successfully created!"');
consol e. | og(token);

1)

Override the cardType parameter using a select element that is part of your checkout.

/1l Assumes your checkout has a select element with option values that are card
type codes:

/1 <select id="cardTypeQverride">

/1 <option val ue="001">Vi sa</ opti on>

/1 <option val ue="002">Mast er car d</ opti on>

/1 <option val ue="003">Aneri can Express</option>

/1 etc...

[l </select>

const options = {

type: docunent. querySel ector (' #cardTypeQOverride'). val ue
}i
m cr of orm cr eat eToken(opti ons, function(err, token) ({

/1 handle errors & token response

1)

Handling error scenarios

m cr of orm cr eat eToken(opti ons, function(err, token) {
if (err) {
switch (err.reason) {
case ' CREATE_TOKEN _NO FI ELDS LOADED :
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br eak;
case ' CREATE TOKEN TI MEQUT' :

br eak;

case ' CREATE_TOKEN NO FI ELDS' :
br eak;

case ' CREATE _TOKEN VALI DATI ON_PARANE' :
br eak;

case ' CREATE _TOKEN VALI DATI ON _FI ELDS' :
br eak;

case ' CREATE_TOKEN VALI DATI ON_SERVERSI DE' :
br eak;

case ' CREATE_TOKEN UNABLE TO START' :
br eak;

defaul t:
consol e. error (' Unknown error');
br eak;

} else {
consol e. |l og(' Token created: ', token);

}
1)

Class: MicroformError

This class defines how error scenarios are presented by Microform, primarily as the first argument to
callbacks. See callback(erropt, nullable, dataopt, nullable) > {void} (on page 103).

Members

(static, readonly)Reason Codes - Field Load Errors

Possible errors that can occur during the loading or unloading of a field.

Properties
Name Type
FIELD_UNLOAD_ERROR string
FIELD_ALREADY_LOADED string
FIELD_LOAD_CONTAINER_SELECTOR string

Description

Occurs when you attempt to unload a
field that is not currently loaded.

Occurs when you attempt to load a field
which is already loaded.

Occurs when a DOM element cannot be
located using the supplied CSS Selector
string.
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Name

FIELD_LOAD_INVALID_CONTAINER

FIELD_SUBSCRIBE_UNSUPPORTED_EVENT

FIELD_SUBSCRIBE_INVALID_CALLBACK

Type

string

string

string

(static, readonly)Reason Codes - Field object Creation

Description

Occurs when an invalid container
parameter has been supplied.

Occurs when you attempt to subscribe
to an unsupported event type.

Occurs when you supply a callback that
is not a function.

Possible errors that can occur during the creation of a Field object createField(fieldType, optionsopt)

> {Field} (on page 95).
Properties

Name

CREATE_FIELD_INVALID_FIELD_TYPE

CREATE_FIELD_DUPLICATE

string

string

(static, readonly)Reason Codes - Flex object Creation

Description

Occurs when you try to create a field with
an unsupported type.

Occurs when a field of the given type has
already been added to your integration.

Possible errors that can occur during the creation of a Flex object.

Properties

Name
CAPTURE_CONTEXT INVALID
CAPTURE_CONTEXT _EXPIRED

string

string

Description
Occurs when you pass an invalid JWT.

Occurs when the JWT you pass has
expired.

(static, readonly)Reason Codes - Iframe validation errors

Possible errors that can occur during the loading of an iframe.

Properties

Name

IFRAME_JWT_VALIDATION_FAILED

string

Description

Occurs when the iframe cannot validate
the JWT passed.
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Name Type
[FRAME_UNSUPPORTED_FIELD_TYPE string

(static, readonly)Reason Codes - Token creation

Description

Occurs when the iframe is attempting to
load with an invalid field type.

Possible errors that can occur during the request to create a token.

Properties

Name Type

CREATE_TOKEN_NO_FIELDS_LOADED string
CREATE_TOKEN_TIMEOUT string
CREATE_TOKEN_XHR_ERROR string
CREATE_TOKEN_NO_FIELDS string
CREATE_TOKEN_VALIDATION_PARAMS string
CREATE_TOKEN_VALIDATION_FIELDS string

Description

Occurs when you try to request
a token, but no fields have been
loaded.

Occurs when the createToken call
was unable to proceed

Within Capture Context
Validity (15 mins):

Do NOT resend the
capture context or
reload Microform.
Instruct the customer
to retry until
successful.

After Capture Context
Validity (>15 mins):

Resend the capture
context request and
reload Microform.

Occurs when there is a network
error when attempting to create a
token.

Resend the capture context request
and reload Microform.

Occurs when the data fields are
unavailable for collection.

Occurs when there's an issue with
parameters supplied to createToken.

Occurs when there's a validation
issue with data in your loaded
fields.
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Name Type Description

Instruct the customer to enter valid
data.

CREATE_TOKEN_VALIDATION_SERVERSIDE string Occurs when server-side validation
rejects the createToken request.

CREATE_TOKEN_UNABLE_TO_START string Occurs when no loaded
field was able to handle
the createToken request.

(nullable)correlationID :string
The correlationld of any underlying API call that resulted in this error.
Type

String

(nullable)details :array
Additional error specific information.

Type

Array

(nullable)informationLink :string
A URL link to general online documentation for this error.
Type

String

message :string
A simple human-readable description of the error that has occurred.

Type

String
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reason :string

A reason corresponding to the specific error that has occurred.

Type

String

Global

Type Definitions

callback(erropt, nullable, dataopt, nullable) > {void}

Microform uses the error-first callback pattern, as commonly used in Node.js.

If an error occurs, it is returned by the first err argument of the callback. If no error occurs, err has a
null value and any return data is provided in the second argument.

Parameters
Name Type
err MicroformError.
See Class:
MicroformError (on
page 99).
data *
Returns
Type: void
Example

Attributes Description

<optional> <nullable> | An Object detailing occurred errors,
otherwise null.

<optional> <nullable> | In success scenarios, this is
whatever data has been returned
by the asynchronous function call, if
any.

This example shows how to make use of this style of error handling in your code:

foo(function (err, data) {

/1l check for and handle any errors

if (err) throw err;
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// otherw se use the data returned
consol e. | og(dat a) ;

1)

StylingOptions

Styling options are supplied as an object that resembles CSS but is limited to a subset of CSS
properties that relate only to the text within the iframe.

Supported CSS selectors:

e input

e ::placeholder
e :hover

« :focus

e :disabled

e valid

e invalid

e incomplete

Supported CSS properties:
e color
e cursor
e font
e font-family
e font-kerning
e font-size
e font-size-adjust
e font-stretch
e font-style

e font-variant
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e font-variant-alternates
e font-variant-caps

e font-variant-east-asian
e font-variant-ligatures
e font-variant-numeric

e font-weight

e incomplete

e line-height

e opacity

e text-shadow

e text-rendering

e transition

® -moz-osx-font-smoothing
e -moz-tap-highlight-color
e -moz-transition

e -o-transition

e -webkit-font-smoothing

e -webkit-tap-highlight-color
e -webkit-transition

Any unsupported properties will not be applied and will raise a console.warn() alert.

Properties
Name Type Attributes Description
input object | <optional> Main styling applied to the input field.
::placeholder | object | <optional> Styles for the ::placeholder pseudo-element within the

main input field. This also adds vendor prefixes for
supported browsers.
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Name Type Attributes Description

hover object | <optional> Styles to apply when the input field is hovered over.

:focus object | <optional> Styles to apply when the input field has focus.

:disabled object | <optional> Styles applied when the input field has been disabled.

valid object | <optional> Styles applied when Microform detects that the input
card number is valid. Relies on card detection being
enabled.

invalid object | <optional> Styles applied when Microform detects that the input
card number is invalid. Relies on card detection being
enabled.

Example

const styles = {

"input': {
‘color': '#464646'
"font-size' : '16px’
"font-famly': 'nonospace'
H
"hover': {
"font-style': 'italic'
b
"invalid : {
‘color': 'red
}
}i

Capture Context API

The capture context request is a signed JSON Web Token (JWT) that includes all of the merchant-
specific parameters. This request tells the front-end JavaScript library how to behave within your
payment experience. The request provides authentication, one-time keys, the target origin to the
Microform Integration, in addition to allowed card networks and payment types (card or check). The
capture context request includes these elements:
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« allowedCardNetworks
 allowedPaymentTypes
* clientVersion
e targetOrigins

« transientTokenResponseOptions.includeCardPrefix

For information on JSON Web Tokens, see JSON Web Tokens (on page 127).
Target Origin

The target origin is defined by the scheme (protocol), hostname (domain) and port
number (if used).

You must use the https:// protocol. Sub domains must also be included in the target
origin.

Any valid top-level domains, such as .com, .co.uk, and .gov.br, are supported. Wildcards
are not supported.

For example, if you are launching Microform Integration on example.com, the target
origin could be any of the following:

« https://example.com
« https://subdomain.example.com

* https://example.com:8080

You can define the payment cards and digital payments that you want to accept in the
capture context.

You can provide up to nine origins in the targetOrigins field for nested iframes. If your
list of origins in the targetOrigins field contains more than five entries, you must do
the following:

e Compare the list of origins in the v2/sessions targetOrigins field with the
location.ancestorOrigins of the browser and ensure that they match. For more
information, see this description about the location.ancestorOrigins property on
the Mozilla Developer website.

 Confirm that the count of origins in the targetOrigins field matches that in the
content. If any origins are missing or are mismatched, the system will not allow
Microform to load and a client-side error message appears.
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If your application does not require up to nine nested iframes, Cybersource
recommends that you minimize the number of nested iframes to maintain optimal
performance.

Allowed Card Networks
Use the allowedCardNetworks field to define the card types.
These card networks are available for card entry:

e American Express
e Carnet

e Cartes Bancaires
¢ China UnionPay
e Diners Club

e Discover

e EFTPOS

« ELO

e Jaywan

« JCB

¢ JCrew

« KCP

e Mada

e Maestro

e Mastercard

e Meeza

e PayPak

e UATP

e Visa

When you integrate with Microform Integration to accept card or eCheck information,
you must include at least one card network in the allowedCardNetworks field in the
capture context request.

Allowed Payment Types
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You can specify the type of Microform Integration you want to accept in the capture
context. You can accept card and eCheck information.

Use the allowedPaymentTypes field to define the payment type:

e CARD

e CHECK

The allowedPaymentTypes field is optional. When this field is provided in the capture
context, the Microform Integration defaults the field value to cARD and is returned in
the response.

Include Card Prefix

You can control the length of the card number prefix to be received in the response to
the capture context /sessions request:

* 6 digits
« 8 digits
* no prefix at all

To specify your preferred card number prefix length, include or exclude the
transientTokenResponseOptions.includeCardPrefix field in the capture context /
sessions request.

If you want to receive a 6-digit card number prefix in the response:

e Do not include the transientTokenResponseOptions.includeCardPrefix field
in the capture context /sessions request.

e This example shows how a 6-digit card number prefix 411111 is returned in the
transient token response:

"maskedVal ue” : " XXOOOOKKXKXXX1111”,
“"prefix" : "411111"

If you want to receive an 8-digit card number prefix in the response:
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e Include the transientTokenResponseOptions.includeCardPrefix field in the
capture context request, and set the value to true.

¢ Important: Per PCI DSS requirements, this requirement applies only to
card numbers longer than 15 digits and for Discover, JCB, Mastercard,
UnionPay, and Visa brands.

o If the card type entered is not part of these brands, a 6-digit card
number prefix is returned instead.

o If the card type entered is not part of these brands but is co-
branded with these brands, an 8-digit card number prefix is
returned.

e This example shows how an 8-digit card prefix 41111102 is returned in the
transient token response:

"maskedVal ue" : " XOOXXXXXX1111",
"prefix" : "41111102"

If you do not want to receive a card number prefix in the response

e Include the transientTokenResponseOptions.includeCardPrefix field in the
capture context request, and set the value to false.

e This example shows how a card number is returned without a card number
prefix in the transient token response:

"maskedVal ue" : " XXOOOOKKKXKKL111"

Best practice: If your application does not require card number prefix information
for routing or identification purposes, Cybersource recommends that you include the
transientTokenResponseOptions.includeCardPrefix field in the capture context
request and set its value to false. Doing so limits the exposure of payment data to only
what is necessary for your processing needs.

For more information about PCI DSS, see Frequently Asked Questions on the PCI
Security Standards Council site.

Endpoint

Production: POST https://api.cybersource.com/microform/v2/sessions
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Test: POST https://apitest.cybersource.com/microform/v2/sessions

Required Fields for Requesting the Capture Context

Your capture context request for accepting card and eCheck information must include these fields:
allowedCardNetworks
This field is required only for accepting card information.
allowedPaymentTypes
This field is required only for accepting eCheck information.

clientVersion

targetOrigins
The URL in this field value must contain https.

For a complete list of fields you can include in your request, see the Cybersource REST API Reference.

REST Example: Requesting the Capture Context

Capture Context Request for Accepting Card and eCheck Information

“clientVersion": "v2",
"targetOrigins": [

"https://ww. exanpl e. conf',

"https://ww. basket . exanpl e. cont',

“https://ecom exanpl e. cont
1.
"al | onedCar dNet wor ks": [

"VI SA",

" MASTERCARD" ,

" CARTESBANCAI RES",

" CARNET",

" CUP",

" DI NERSCLUB" ,

" DI SCOVER',

"EFTPOS",

"ELO',

"JCB",

" JCREW ,

" MADA" ,

" MAESTRO',

" MEEZA"
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1
"al | onedPaynent Types": [
n O_IEO(II

Successful Encrypted JWT Response for Accepting Card and eCheck
Information

eyJraWQ O JgNCI sl nFszyl 61 1 JTM U2l n0. eyJnbHgi Onsi cG-0aCl 61 i 9nbGV4L3YyL3Rva2Vucyl sl m
RhdGEi O J4Sy9RZzJzcWNi aj NaODdl SOVWZGpSQUFFUEJLenFVaUl r dXdr el RadVNQe GO GADNOKOVt T3k 2
Zd BSXhwivbhv Qst Jc1Y5czl ZZnRZVUI mbDFpVO1k RWimekhMTmhLQLZi OFAz SHgObTQxej | 6aEVcdTAWMR
Q LClvcen naWti O JodHRwczovL3NOYWdI Znx| eC5) eWIl cnNvdXJj ZS5j b20i LCJgd2si Onsi a3R51 j oi
U NBIi wi ZSI 61 KFRQUI i LCJ1c2Ui O JI bnM LCJul j oi aTlI 5NnZnmbUdi VkVRbG5zanNr QnBr aj RCULpRbE
9Vd2Z2SUpsdUNI aHVK TEs x Qvk4MEt pOVVF bOh2Mrxs dONJ SXFUMHI JWIBv aS1HMDX Ve 09BUUpj NUpwiX08t
Y1VI dzFj eXv3aDVt WKZKUWZFMDJI| cnRUcDZHQLILcFVy Uj | DOGZoaTNf V11 QTDMMNj MkMGJ Xaj h40OXYOUn
| pRIBYUHdNUI JhVDI mhXJRV1di THZaeFNZQ0Zpal 91 SEZaYXQxalJNdG5pTk5! UTNI V1Vi WWW5QAZPSEX O
WDhUUMN6GCj YybkdpeGh4NEFNYVB5YI Et TyOwWMLpj RER4AUl dTLTI OUGhheVWYRj ZnVI Aydz NHc2hhOFQx Sk
I nYl ZSc253bHVuZ01j RExt ZFI 1cF9l TFI RdnNy X3BFS3pZd2t DQTFOUXAO0Zj RkbXhyaVl yT21 yUU5f MXRk
U2FWVzN3I1 i wi a2l kI j oi MDBXSXI hTndYcUJhdHNu Yk VMWNFTj Fnc HREbDEx QUYi f X0s| nNOeCl 6V\Bsi ZG
FOYSI 6eyJj bA | bnRVAWYy YXI5SWb0ZWlyaXR51 j oi c2hhM U2LXZkWhkxaDV1ZTNwe nbi VC8x YThJ Skx|
Uk Nr SGVqSHBKk RGR3My 95RkxaREFCdTAWMRQ LCJj bd | bnRVBWY YXJ5I j oi aHROCHWBLY 9z2dGFnZWZs ZX
guY3l i ZXJzb3VyY2UuY29t L21pY3JvZnmdybS9i dWskbGUvdj | uNS4AxL2ZsZXgt bW j cnmBnb3Jt Lmlpbi 5q
cyl sl nFsb@3ZWRDYXJIkTm0d29ya3M A si VkI TQSI sl k1BULIRFUKNBUKQ LCIBTUVYI i wi TUFFULRSTY
I sl KRIUONPVKVSI i wi REI ORVITQOXxVQ | sl kpDQ | sI kNVUCI sI kNBU RFUOJBTKNBSVJIFUyJdLCI0YXJIn
ZXRPcm naWbzl j pbl mthOdHBz G 8vdGhl LXVWLWRI bVW8uYXBwe 3BvdC5j b20i XSwi bWwzPcm naWli O JodH
RwczovL3NOYWdI Znx| eC5j eWl cnNvdXJj ZS5j b20i LCIhbGxvd2VKUGF5bWUdFR5¢cGVzI j pbl kNBUKQ
LCIDSEVDSyJdf Swi dH wZSI 61 LTI uMs4wl n1dLCIpc3M O JGbGV4l EFQSSI s| mv4cCl 6MTcz Mz Q6D
QmM\ywi aWFOI j oxNz Mz NDg5NTA3LCIqdGki O JZcHAxW NaTTZ1T1FBV1Rol n0. f 24avt v- oUG SaCGgl Qzf
QZ4B6A- 6E6YW ndgUt ZnDDOVNanx5uLt 5f xSBzAdnt C4enDkORat i SS5pVhE66bCIT- uj | MHE dPI Tg9JJUE
A4Tm Ndf zznXl hz- gvMM set gnDXYLI | AeaUrSVebMwW\§xBVnmpQHRI Bg2pl wf B5dAH411a0- Ul _DDJi 14s1 O
LzUr _xhgf LIWJ_B3gZkSaHr RaHWNO- okCanTr VKCaFP1X5r KU | G | 4wcJLdUy U3f 9zFwt e Q7w GB1m
RRW 4CGh4YgLt 43TCD-j Si gCAt gX_ngRyMyzCJt ZXkf ONf - 00bJLAc8- ce8MeZD8HAUGA2Eu- OUA

Decrypted Capture Context Header for Accepting Card and eCheck
Information

"kid": "j4",
"al g": "RS256"
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Decrypted Capture Context Body with Selected Fields for Accepting Card and
eCheck Information

"flx" |
"path": "/flex/v2/tokens",
"data":
"xK/ Qy2sqcbj 3Z87HKEpdj RAAEPBKzqUi | kuwkz TZuSPxoFX3N+EnOy 6di Al xpOxoA+]l sV9s9Yf d YUBT |
1i WWHEUf ZHLNhKCVb8P3Hx4mi1z9zhE="
"origin": "https://exanple.cont,

"Twk"r |
"kty": "RSA",
"e": "AQAB",
"use": "enc",

"n":

"i 296f f NMbVEQ nsj skBpkj 4BSZQ OUwf vl JI uCHhudLK1Bi 80Ki 9U oHv2I | wCl | gTOW YO0oi - G3LUsO
AQIc5Jp_ O cUnwlcyuwh5nYvdQ¥ E3Bert Tp6 GCRKpUr ROC8f hi 3_ WYPL306310bW 8x9v4Ryi GPXPwgRRa
TOf nr QWHLVZXSYCFi j _eHFZat 1kRM ni NNH@BeWJb YEy Af OHLNX8TRczr 62nG xhx4AVBPybQ O 03ZcD
DxRWS- 24Phay UXF6gVP2wW3Gsha8T1Jl gbVRsnwl ungMcDLmdR5p_ HLYQusr _pEKz Ywk CBaNQo4f 4dnxri R
2Ch2QN_1t dSaTVBw',

"Kkid": "OOW yaNwxqgBat snbEf 1SEN1gpt DI 119F"

"data": {
"clientLibrarylntegrity": "CLIENT LIBRARY | NTEGRI TY VALUE GOES HERE",
“clientLibrary": "CLIENT LI BRARY VALUE GOES HERE",
"al | onedCar dNet wor ks": [
"VI SA",
" MASTERCARD" ,
"MAESTRO',
" DI SCOVER',
" DI NERSCLUB",
"JCB",
" CUP",
" CARTESBANCAI RES"
Il
"targetOrigins": [
"https://the-up-denp. appspot . cont
]

Oigin": "https://exanple.conf,
"al | onedPaynent Types": [
" CHECK"
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"type": "nf-2.1.0"

"iss": "Flex API",
"exp": 1733490407,
"iat": 1733489507,
"Jti": " YpwgZSZMeuOQAWTh"

Capture Context Request for Accepting Card Information

“clientVersion": "v2",
"targetOrigins": [
"https://ww. exanpl e. conf',
"https://ww. basket . exanpl e. cont',
“https://ecom exanpl e. cont
Il
"al | onedCar dNet wor ks": [
"VI SA",
" MASTERCARD" ,
" CARTESBANCAI RES",
" CARNET",
" CUP",
" DI NERSCLUB" ,
" DI SCOVER',
"EFTPOS",
"ELO',
"JCB",
" JCREW ,
" MADA" ,
" MAESTRO',
" MEEZA"
Il
"al | onedPaynent Types": [

Successful Encrypted JWT Response for Accepting Card Information

eyJraWQ O JgNCI sl nFszyl 61 1 JTM U2l n0. eyJnbHgi Onsi cGF0aCl 61 i 9nbGV4L3YyL3Rva2Vucyl sl m
RhdGEi O J1QORERW4M2ADQk 1VaH 2T1ZDV& 4QUFFS1pHSTRHe DFvQ@py YXI Vb1 M Qz d GOXE2WFpy YXhG
bGxMVDMrenE2cj FnNXox S1U2UDZsel dqRVFTVWJoZUt x UThoVW KZVNNdnt 5SERTTXUwWO01t Mz hcd TAWVR
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Q LCAven naWti G JodHRwczovL3NOYWdI Znx| eC5j eWIl cnNvdXJj ZS5j b20i LCJgd2si Onsi a3R51 j oi

U NBIiwi ZSI 61 KFRQUI i LCI1c2Ui O JI bnM LCJul j oi MXNDY3NZNCIWZTNWJOVKekhnel J5W VDOURr MD
VHZ2ZPOGd5SDc5bVIf SI N6NzdmATdf V11 oM3psdTky TFVF e USKVTBUMz dOQMVzd0szU2c0YNRNaU41QOFC
bWAXLWNSckht a2k OMVZoNUZRIVht j c WZSSI gxNVhZN1A3R25GTnd4Qz VK U UM2INMLc z RFVHaUMy YWE6en
hl N3pNNI ASN2hFbnc2TkZHSXI BdXhJ RWFWRGEIDa Xl EVWbNdFRwWV/21 BV3Yz TF9OVHZOaHRK VE4t Nl GRWUL
RndVYm zeW r Tzl WWHZaS0d6 SWRWAd TAE42¢cH nUGhVbnl NXzJ1 Vil x Qnky W NKaEl hZDFLUW)2SG 0Nk
I wYj Ny UTBHRWZS NOZWOUV3NGZy Nz J pek QQWg2WHo0V3ZuMz | LN3J3VWKhCRXdNVBI 5W 9EL TBUbj MLMFhv
U BWV] B3li wi a2l kI j oi MDB4V1AleUh1UEL1kNk FkNHdwWWz Nz Qkt 1bWFaQ01z YWM f X0s| mNOeCl 6VBsi ZG
FOYSI 6eyJj bA | bnRVAWYy YXI5SWb0ZWlyaXR51 j oi c2hhM U2LXZkWhkxaDV1ZTNwe nbi VC8x YThJ Skx|

UkNr SGVqSHBKRGR3My 95RkxaREFCdTAWMRQ LCJj bd | bnRVBWY YXJ5I j oi aHROCHWBLY 9z2dGFnZWZs ZX
guY3l i ZXJ3zb3VWyY2UuY29t L21pY3JvZmybS9i dWskbGUvdj | uNSAxL2ZsZXgt bW j cmBnb3Jt Lmlpbi 5q
cyl sl nFsb@3Z2WRDYXJIkTm0d29ya3M A si VKl TQSI sl k1BUIRFUKNBUKQ LCIBTUVYI i wi TUFFULRSTY
I sI kKRIUONPVKVSI i wi REI ORVITQOXxVQ | sl kpDQ | sI kNVUCI sI kNBU RFUOJBTKNBSVJIFUyJdLCI0YXJIn
ZXRPcm naWbzl j pbl mh0dHBz G 8vdCGhl LXVWWWRI bWBu YXBwe 3BvdC5j b20i XSwi bWwZPcm naWi O JodH
RwczovL3NOYWdI Znx| eC5) eWl cnNvdXJj ZS5j b20i LCIhbGxvd2VKkUGF5bW/uUdFR5cGVzI j pbl kNBUKQI

XX0s| nR5cGUi O Jt Zi OyLj EuUMCI9XSwi aXNzl j oi Rmxl eCBBUEKi LCII eHAI G E3Mz YOMz AOMT Qs ml hdC
| 6MIczN QyOTUxNCwi anRpl j oi ZDVZbz VhNUOWMWFBPQLBxZi J9. GAEa- gl k6 SGBULEANESCsdPl 41YaAuT
EMHDst BgkFzczl Wz JScvXs4hgW yA- 1ZLA Tedl umG - 0x8j xmyTWeTni7 DOf PBRLOWL48EpDLMD3x MHpA
JMIMYZTmYHyi chsy8uQZKVOn9NbnuQqf DeQS_r LpJV3t Me2NwJ L3RABXdJ894i hKpFP2y XE1wQeLekN YJ
6s- Uuxwf 0] f 2CSN_TJA] nf VR6bgl pWhUpi UaBLcgDsHHe pcr d5g2r - 1LEf G OVORI w7844 XKFNLQZvt _a
I Q ItuMy8MBLVhnl RACSNTKBLi VIRUXuTW Mz Tv HMQWPx4nShqz E3j OHp61cOPmBw

Decrypted Capture Context Body with Selected Fields for Accepting Card
Information

x|
"path": "/flex/v2/tokens",
"data":
" gEQUL6QygbM2nBR3/ KhDLX AAEOQThV NFhDd+am9NHURTT j qqN8+7dy/ YKQXz 0l k2y hRVQBontdKZ8Voj |
YkwOB9y Uo/ 8LdddXr ul @B0bdSf mbWSA=",
"origin": "https://exanple.cont,

"Twk"r |
"kty": "RSA",
"e": "AQAB",
"use": "enc",

"n":

"vHt aFMDell j AQLLnza95LdsBh10p78! z13r UdMe29vVBESI el 912Fi x514WKa971 j h- pBuonFResyLO_-
CF98r dhow6s ZMhPdy OA9ud- Pc AOWSHM Hr UUU_XkHGUVs| Bl NAFOpOCYZh9qZ7j k6- 5- Gk6Mey D4ok 0BNz
4XI Kht _hj 8yJChphPz17hj guL9KPqK45HTI _D3SESt kbSaPK4f e- gl Mr2YJRh3nvdQYxXkm OcDnk4net s_
4SHBUSDUNOFAB- Zh30- KHHe2nGh CYNr h70UOCE0C7 nF90HGDj wsbl SKSNDSt ¢k @BpEZhpppVWy PhOG zOm
Di dl kj UZBhMJARWY' ,

"kid": "008vKo@ycDeaUxLNBbPI f kocj I j qSrb"
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"data": {
“clientLibrarylntegrity": " CLIENT LIBRARY | NTEGRI TY VALUE GCES HERE",
“clientLibrary": "CLIENT LI BRARY VALUE GOES HERE",
"al | onedCar dNet wor ks": [
"VI SA",
" MASTERCARD" ,
" MAESTRO',
" DI SCOVER',
" DI NERSCLUB" ,
"JcB",
" CUP",
" CARTESBANCAI RES"
1
"targetOrigins": [
"https://exanpl e. cont
]

Oigin": "https://exanple.coni,
"al | onedPaynent Types": [
]

H
"type": "nf-2.1.0"

Capture Context Request for Accepting eCheck Information

{
“clientVersion": "v2",
"targetOrigins": [
"https://ww. exanpl e. conf',
"https://ww. basket . exanpl e. cont',
"https://ecom exanpl e. cont
Il
"al | onedPaynent Types": ["CHECK"]
}

Successful Encrypted JWT Response for Accepting eCheck Information

eyJraWQ O JgNCI sl nFszyl 61 1 JTM U2l n0. eyJnbHgi Onsi cGF0aCl 61 i 9nbGV4L3YyL3Rva2Vucyl sl m
RhdGEi O Jt dnkwwk90Vk40bz A4bTRGQ hmU3FCQUFFSO0JWOTdI NnR2VDd4cHdgaFkwivDRy dFJ1dd OR2Yw
W NWNGdNe EkvanBVSWkFbl ZKa2Jt UVNHaWFnUEd Gc ONPaz dVbHI GTHFKe XN2ei t o THhr YO8Xx Rk Fcd TAWWR
Q LClvcem naWi G JodHRwczovL3NOYWII Znk| eC5j eWIl cnNvdXJj ZS5j b20i LCIqd2si Onsi a3R51 j oi
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U NBIiw ZSI 61 kFRQUI i LCJ1c2Ui G Jl brM LCJul j oi dnRpNOgt MLMzMTky ZI ¢cS5WC1BTnpvdj | FAXUAZG
xPOTBt U2gy UGy MFOPdHZ4 Y1 JI TTBr akZpTH KaGQMUUR3VI NVbU hRFc2aG Calk2Ui 11 cWRnaTdUVUNG
ZEQBUUULCcKkNKkZCGhZZTI yc ThORUNQZKpOWN 6 STZZTVBX TKFy YW 5L UhhW/01 X2t OX0JvMrbEcl NARFJOMH
BDbGxyd2d2QLZLb2MIRWF6 ZE93QUE4AdNI 2VWh4 Ty 1SW/I 2Z1R5VEZi a244QhDVHNvWDBy anbVW/I1 1Vj dR
aE95Yz Mz WVEJUTVNDYTVBOHFQNDZNZXpv @ Z0dDAOSI @ RVWMAE9V YndVeVdvdOE3TTIzWJYydk FoQkVuMm
t OREJFW/JISN3EOaVEEy VHRI STIPUBFT] hZNj Ni NFNaT&ZDQk 82c Ec2QXpnSWy a3Rk Qxhl OXROWURYdFJY
S1YxeTN3liwi a2l kl j oi MDBi Q N1d3Vpd& YeExROGFI SW oMbgMFhQNFpXYUsi f XOsl mNOeCl 6VBsi ZG
FOYSI 6eyJj bd | bnRVAWY YXI5SWh0ZWiyaXR51 j oi c2hhM U2LXZkWhkxaDV1ZTNwenbi VC8x YThJ Skx|
UkNr SGVqSHBK RGR3My 95RkxaREFCATAWMR QI LCJj bG | bnRVAW Yy YXJ51 j oi aHROCHMBLY9z2dGFnZWZSZX
guY3l i ZXJzb3VyY2UuY29t L21pY3JvZndybS9i dWskbGUvdj | uNS4xL2ZsZXgt bW j cnBnb3Jt Lnilpbi 5q
cyl sl nRhendl dEQyaWipbnM A si aHROCHVBLY90aGUt d XAt ZGvt by5hcHBzcA0LmMvbSIdLCIt Zk9yaWwW
dpbi | 61 Th0dHBz G 8vc3RnZ2VmbGVALNINSYnivyc291cnNl LmiNvbSI sI nFsb@G3ZWRQYXI t ZW50VH wZXM
a si QOhFQOsi XX0s| nR5cGUi G Jt Zi OyLj EUMCI9XSwi aXNzl j oi Rmxl eCBBUEKi LCII eHAI G E3SMzMDOT
AXODEs| m hdCl 6MrczMz Q40TI 4MsSwi anRpl j 0i SXAEdHAXZkVZM2QAWYUh60OSJ9. ar okacvdTSUl ehBYOI C
i 2szuCdrvykJZq4T69n4Cc WGy nbPEr JO0nmoJD- QvynhFj 7_0k- G39gbkNJydB3UyF2qJSaqwZi opO27k
ugk8u9Z0cY- VONu04JgaV4s18doxnzx6vdTCC3kr r I cxel Ni 23Qu- Szcpg7aaGvPVXMC0DVC14WIQ GIKO
akJ54j W | 2VoFAgYzi UMcYYpk4hxLVxur Bt T71 vr f CXKoyW xi UxoEpGCc_Td_qi 5nA8ByWJai eQnplZej 6
1khQJ_hnXt | sAt 4BgxeJWJeR 5Sj zOvD5y4- oAeNNr Aul Deni’ CKi RJIQbl 9f ygT- H5Cnj d6YQchxQ

Decrypted Capture Context Body with Selected Fields for Accepting eCheck
Information

x|
"path": "/flex/v2/tokens",
"data":
" mvy OVONVN4 008 FB8f SqBAAEKBVI7e6t vT7xpwj hY004rt Rut b4G 0ZSp4ghkl / j pUl | EnVIkbmQSG
agPGFsCCk7LI r FLgJgsvz+hLxkcOLFA=" ,
"origin": "https://exanple.cont,

"Twk"r |
"kty": "RSA",
"e": "AQAB",
"use": "enc",

"n":

"vdi 7H 3S3192f V@ X- ANj ov9Euu8dl ®0nSh2Per 0_ O vxbRHMDK]j Fi LyJhdOQDWVSViMl aDWshk Bk Y6 R-
eqdgi 7TUCFdD7QE5r CddhYe22q8t ECPf JNYbzl 6 YMPgNAr ag9- HaYZ5 kN Bo2nDr SxDRt Opd | r wgv CVK
0C4EazdOnAABVT 6UXxO- RYR6gTY TFbkn8ChCTsoX0r j nUYR5V7GhOyc33XBTMSCa5A8qP46gezoB6t t 04J
T- EULXCobwUgWowA7 M2s YF2v AhBEn2kt DBEYRR7g4i a2 Tt HKROQOENBY63b4SZLf CBO6pG6AZzgl j r kt dAX
HOt t YDXt RXKV1y3w",

"kid": "00bBSuwuit kXxL@aHl i h2nj 0XP4Z\WaK"

"data": {
"clientLibrarylntegrity": "CLIENT LI BRARY | NTEGRI TY VALUE GOES HERE",
"clientLibrary": "CLIENT LI BRARY VALUE GOES HERE ",
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"targetOrigins": [
"https://the-up-deno. appspot . cont
1
"nfOrigin": "https://exanple.cont,
"al | onedPaynent Types": [
n G_IEO(II
]

H
"type": "nf-2.1.0"

"iss": "Flex API",
"exp": 1733490181,
"Tat": 1733489281,
"jti": "lwbDtplf EY3dOaHz9"

Getting Started Examples

Example: Checkout Payment Form for Accepting Card Information

This simple payment form captures the name, PAN, CVN, month, and year, and a pay button for
submitting the information.

Back to Client-Side Setup (on page 52).

<hl1>Checkout </ h1>
<div id="errors-output" role="alert"></div>
<form action="/token" id="ny-sanple-forn' method="post">
<di v class="form group">
<l abel for="cardhol der Name" >Nane</| abel >
<i nput id="cardhol der Name" cl ass="formcontrol" name="car dhol der Nane"
pl acehol der =" Nane on the card">
<l abel id="cardNunber-| abel ">Card Number </| abel >
<di v id="nunber-container" class="formcontrol"></div>
<l abel for="securityCode-container">Security Code</| abel >
<di v i d="securityCode-container" class="formcontrol"></div>
</ di v>

<div class="formrow'>
<div class="form group col - nd-6">
<l abel for="expMonth">Expiry nonth</I| abel >
<sel ect id="expMonth" class="formcontrol ">
<opti on>01</ opti on>
<opti on>02</ opti on>
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<opt i on>03</ opt i on>
<opt i on>04</ opt i on>
<opt i on>05</ opt i on>
<opt i on>06</ opt i on>
<opt i on>07</ opti on>
<opt i on>08</ opt i on>
<opt i on>09</ opt i on>
<opt i on>10</ opt i on>
<opti on>11</opti on>
<opti on>12</ opti on>
</ sel ect >
</div>
<div class="form group col - md-6">
<l abel for="expYear">Expiry year</| abel >
<sel ect id="expYear" class="formcontrol">
<opt i on>2021</ opti on>
<opt i on>2022</ opti on>
<opt i on>2023</ opti on>
</ sel ect >
</div>
</div>

<button type="button" id="pay-button" class="btn btn-primary">Pay</button>
<i nput type="hidden" id="flexresponse" name="fl exresponse">
</fornmp

Example: Checkout Payment Form for Accepting eCheck Information

This simple payment form captures the name, PAN, CVN, month, and year, and a pay button for
submitting the information.

Back to Client-Side Setup (on page 69).

<h1>Checkout </ h1>
<div id="errors-output" role="alert"></div>
<form action="/token" id="ny-sanple-forn' method="post">
<di v cl ass="form group">
<l abel id="routingNunber-| abel ">Routing Nunber</I| abel >
<di v i d="routi ngNunber-contai ner" class="formcontrol"></div>
<l abel for="account Nunber-| abel ">Account Nunber</| abel >
<di v i d="account Nunber-cont ai ner" cl ass="form control "></div>
<l abel for="account Nunber Confirml abel ">Account Number Confirnx/| abel >
<di v i d="account Nunber Confirm contai ner" class="form control"></div>
</ di v>

<div class="formrow'>
<div class="form group col - nd-6">
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<l abel for="account Type">Account Type</I| abel >

<sel ect id="account Type" nane="account Type" cl ass="form control">
<opti on val ue="C'>Checki ng</ opti on>
<option val ue="S">Savi ngs</ opti on>
<opti on val ue="X">Cor por at e checki ng</ opti on>

</ sel ect >

</div>
</div>

<button type="button" id="pay-button" class="btn btn-primary">Pay</button>
<i nput type="hidden" id="flexresponse" name="fl exresponse">
</fornmp

Example: Creating the Pay Button with Event Listener for Cards

Back to Transient Token Time Limit (on page 56).

payButton. ('click', function () {

/1 Conpiling MM & YY into optional paraneters
const options = {
expi rati onMont h: docunent. querySel ect or (' #exphMont h' ) . val ue,
expirationYear: docunent.querySel ector (' #expYear'). val ue
1
/1
nm cr of orm creat eToken(opti ons, function (err, token) {
if (err) {
/1 handl e error
consol e.error(err);
errorsCQut put.textContent = err.nmessage;
} else {
/1 At this point you nay pass the token back to your server as you

W sh.
/1 In this exanple we append a hidden input to the formand submt it.
consol e. 1 og(JSON. stringi fy(token));
fl exResponse. val ue = JSON. stringi fy(token);
formsubmit();

}
1)
1)

Example: Creating the Pay Button with Event Listener for Checks

Back to Transient Token Time Limit (on page 72).
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payButton. ('click', function () {

/1 Conpiling account type into optional paraneters
var options = {
account Type: docunent. querySel ector (' #account Type'). val ue,
1
/1
m cr of orm creat eToken(opti ons, function (err, token) ({
if (err) {
/1 handl e error
consol e.error(err);
errorsQut put.textContent = err.nmessage;
} else {
/1l At this point you nay pass the token back to your server as you wi sh.
/1 In this exanple we append a hidden input to the formand submit it.
consol e. | og(JSON. stri ngi fy(token));
fl exResponse. val ue = JSON. stringi fy(token);
formsubmt();

1),
1),

Example: Customer-Submitted Form with Card Information

Back to Transient Token Time Limit (on page 56).

<scri pt>
/1 Variables fromthe HTM. form
const form = docunent. querySel ect or (' #ny-sanpl e-fornm ) ;
const payButton = docunent. querySel ector (' #pay-button');
const flexResponse = docunent. querySel ector (' #f | exresponse');
const expMont h = docunent. querySel ect or (' #expMont h' ) ;
const expYear = docunent. querySel ector (' #expYear');
const errorsQutput = docunent. querySel ector (' #errors-output');

/1 the capture context that was requested server-side for this transaction
const captureContext = <% -keylnfo %

/1l customstyles that will be applied to each field we create using M crof orm
const nyStyles = {

"input': {
'font-size': '14px’
"font-family': 'helvetica, tahoma, calibri, sans-serif',
"color': '#555'

1

":focus': { 'color': '"blue' },

':disabled : { 'cursor': 'not-allowed 1},

'valid' : { '"color': '#3c763d" },
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"invalid : { 'color': '#a94442' }

)i

/1 setup M croform

const flex = new Fl ex(captureContext);

const microform= flex.mcroforn({ styles: nyStyles });

const nunber = microformcreateField(' nunber', { placeholder: 'Enter card
nunber' });

const securityCode = microformcreateField('securityCode', { placehol der
teeet 1)

nunber . | oad(' #nunber - cont ai ner' ) ;

securityCode. | oad("' #securityCode-contai ner');

/1 Configuring a Listener for the Pay button
payBut t on. addEvent Li stener (' click', function () {

/1 Conpiling MM & YY into optional paraneters

const options = {
expi rationMont h: docunent. querySel ect or (' #expMont h' ). val ue,
expirationYear: docunent.querySel ector (' #expYear'). val ue

)i
1/
m cr of orm creat eToken(opti ons, function (err, token) {
if (err) {
/1 handl e error
consol e.error(err);
errorsCut put.textContent = err.nessage;
} else {
/] At this point you may pass the token back to your server as you
Wi sh.
/1 In this exanple we append a hidden input to the form and submt
it.
consol e. | og(JSON. stri ngi fy(token));
fl exResponse. val ue = JSON. stringi fy(token);
formsubmt();
}
1)
1)
</script>

Example: Customer-Submitted Form with eCheck Information

Back to Transient Token Time Limit (on page 72).

<scri pt>
/1 Variables fromthe HTM. form
const form = docunent. querySel ector (' #ny-sanpl e-fornm ) ;
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const payButton = docunent.querySel ector (' #pay-button');

const flexResponse = docunent. querySel ector (' #f| exresponse');
const account Type = docunent. querySel ect or (' #account Type')
const errorsQutput = docunent. querySel ector('#errors-output');

/1 the capture context that was requested server-side for this transaction
const captureContext = <% -keylnfo %

/l customstyles that will be applied to each field we create using M crof orm
const nmyStyles = {

"input': {
"font-size' : '1l4px'
"font-famly': 'helvetica, tahoma, calibri, sans-serif',
"color': '#555'

}

":focus': { 'color': 'blue' },

':disabled : { 'cursor': 'not-allowed },

"valid : { "color': '#3c763d" 1},
"invalid : { 'color': '#a94442' }
)i
/1 setup M croform
const flex = new Fl ex(captureContext);
const microform= flex.m croforn("check", { styles: nyStyles });
const routingNunber = microformcreateField("routi ngNunber”, { placehol der
"Enter routing nunber" });
const account Nunber = mi croform createFi el d("account Nunber”, { placehol der
"Enter account nunber" });
const account Nunber Confirm = mi crof orm creat eFi el d("account Nurber Confi r nf
{ pl acehol der: "account Number Confirnm' });
routi ngNunber .| oad(' #r out i ngNurber - cont ai ner")
account Nunber . | oad( "' #account Nunber - cont ai ner"')
account Nurmber Confirm | oad(' #account Nurmber Confi r m cont ai ner ')

/1 Configuring a Listener for the Pay button
payBut t on. addEvent Li stener (' click', function () {

/1 Conpiling MM & YY into optional paraneters
const options = {
account Type: docunent. querySel ect or (' #account Type') . val ue,
I 5
1/
m cr of orm creat eToken(opti ons, function (err, token) ({
if (err) {
/1 handl e error
consol e.error(err);
errorsCut put.textContent = err.nessage;
} else {
/1 At this point you may pass the token back to your server as you
Wi sh.
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/1 In this exanple we append a hidden input to the form and submt
consol e. | og(JSON. stri ngi fy(token));

fl exResponse. val ue = JSON. stringi fy(token);
formsubmt();

1)
1)

</script>

Example: Token Payload with Card Information

Back to Transient Token Response Format (on page 58).

{
"iss": "Flex/00",
"exp": 1728911080,
"type": "nf-2.0.0",
"iat": 1728910180,
"jti": "1D1S6JKORL6EK667HLI 370689A631 21 8YLFJSPJ1EUSKI PMJJWEL670D16E89AF8"
"content": {
"paynent | nformation": {
"card": {
"expirationYear": {
"val ue": "2025"
}
"number": {
"det ect edCar dTypes": [
"001"
Il
"maskedVal ue": " XXOOKXXKXXX1111",
"bin": "411111"
}
"securityCode": {},
"expirati onMonth": {
"val ue": "01"
}
}
}
}
}
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Example: Token Payload with eCheck Information

Back to Transient Token Response Format (on page 74).

{
"iss" : "Flex/00",
"exp" : 1732527524,
"type" : "nf-2.1.0",
"iat" : 1732526624,
“jti" " 1D3HRVI SKMAHFWQAZ2JFI 993NEVBAHSNYJFI H82RAMYWDUJ 444KT674445A4EACO"
"content" : {
"paynent | nformation" : {
"bank" : {
"routi ngNunmber” : { },
"account" : {
"number" : { },
“type" @ { }
}
b
"paynent Type" : {
"name" : {
"val ue" : " CHECK"
}
}
}
}
}

Example: Token Payload with Multiple Card Types

Back to Transient Token Response Format (on page 58).

"iss": "Flex/08",
"exp": 1661350495,
"type": "nf-2.0.0",
"iat": 1661349595,
"jti": "1Cl74LLW FFROOVOVOI JQOYOI BLIQP70ZNF4TBI 3V6H3AI OYOWLT6306325F91C0" ,
"content": {
"paynent | nformation": {
"card": {
"expirationYear": ({
"val ue": "2023"
b
"nunber": {
"det ect edCardTypes": |
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n 042|| ,
n 036"

],
"maskedVal ue": " XXXXXXXXXXXX1800" ,

"bin": "501767"
}
"securityCode": {},
"expirati onMonth": {
"val ue": "O1"

Example: Capture Context Public Key

Back to Validating the Transient Token for Accepting Card Information (on page 59) and
Validating the Transient Token for Accepting eCheck Information (on page 76).

"wk" |
"kty": "RSA",
"e": "AQAB",
"use": "enc",
"

" 3DhDt | HLxsbsSygEAGLhc Fgnwe4khTl Z6woVOn¥ZN 83gl yj 1FVk- HSGDMa85e8RZFxUwgU_z QOKHLt ON
08SB5270hsJVEOWgHNI Rol oi NPGPQYVXQZW2S1BSPxBt CEj A5x_- bcGbaeldsz_cAE7Or | YkJa5Fphg9 p
xgYRod6JCFj gdHj 0i DSQxt Bsnt xagAGH) DhW'Uoi | i g71SN-f - gggaCpl Temdzl b5kk RwwnKMUANe4B36v
4XSSSpwdP_H5kv4JDz_cVI p_Vy8T3Af AbCt ROyRyH9i H1Z- 4Yy6T5hb- 9y 3| PD8vI c8E3JQ4qt 6W46Eei K

PHAKt cdokMPj gi uQ"'
"kid": "00UaBe20j y9VkwZUQPZWNNoKFPJA4Chc" }

Example: Authorization with a Transient Token Using the REST API

Back to Using the Transient Token to Process a Payment (on page 60).

"clientReferencel nformation": {
"code": "TC50171_3"
}H
"orderInformation": {
"anmount Detai | s": {
"total Anpunt": "102.21",
"currency": "USD'

}
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"bill To": {
"firstNanme": "Tanya",

"l ast Nane": "Lee",
"address1": "1234 Main St.",
"locality": "Small Town",
"admi nistrativeArea": "M",

"post al Code": "98765-4321",
"country": "US",

"district": "M",
"bui | di ngNunber™": "123",
"emai | ": "tanyal ee@xanpl e. cont',

"phoneNunber": "987-654-3210"

}
"t okenl nformation": ({
"transi ent TokenJwt " :

"eyJraWd O | WNOJWSE9abkhJM3c3UVAYy cmhNZKhuWESXQ hwalZHTi | sl nFszyl 611 JTM U2l n0. eyJk
YXRh! j p71 mV4cd yYXRpb25ZZWFyl j oi M AyMCI sl mb1bWI ci | 61 ] QxMTExMVhYWFh YWDEXMTEi LCJI eH
BpcnF0aVWuTWudCGgi O | xMCl sl nR5cGUi O | WVDEI f Swi aXNzl j oi Rmxl eC8wWiNy | s| miv4cCl 6MITUsMIcO
Nj AyNCw dH wzSI 61 mLlnL TAUMTEUMCI sl mi hdCl 6 MTUSMTcONTEYNCw anRpl j oi MUMeW dUTkpaVj | 40V
Vb MI'dQVDJ HSFML TOZQNFNBRERCUUt KMFFKMEz Mz CEhRROMMWMTQ0Q VFRTAXREUANEZDQ J9. cf wzUMIf 115
K2T9- wE_A k2j Zpt Xl ovl s8- f KYOnuCBYz Gat E5f u9r 6aC4q7n0YOvVEU6 G/ XdHAASG32mM Yu- kKI gN41 Y
_CcquRJeWvV89ZPZ5WIt t yr gVHL7LSTE2EvwWiVAwKNYNj hOl JwgYJ51cLndi VI ygTdEAV3DI3vI nXP1YeQ L
X5_VvF- ONEuZf JxahHf Udsj eGhGaaOGVYMUZISkzpTu9zDLTvpb1px3WEGPU8FcHoxr c CGGpcKk456 AZgYMB
SHNj r - pPkRr 3Dnd7XgNF6shf zI Pbc XeWDYPTpS4PNY8ZsVWKx8nFQ eROMACSx| ZOmu3W 71KN9i K6Df OPr
o7w'

}

JSON Web Tokens

JSON Web Tokens (JWTs) are digitally signed JSON objects based on the open standard RFC 7519.
These tokens provide a compact, self-contained method for securely transmitting information
between parties. These tokens are signed with an RSA-encoded public/private key pair. The
signature is calculated using the header and body, which enables the receiver to validate that the
content has not been tampered with.

A JWT takes the form of a string, and consists of three parts separated by dots:

<Header >. <Payl| oad>. <Si gnat ur e>

The header and payload is Base64-encoded JSON and contains these claims:
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» Header: The algorithm and token type. For example:

{
"kid": “zu",
"al g": "RS256"
}

 Payload: The claims of what the token represents. For example:

{
"sub": "1234567890",
"nane": "John Doe",
"ifat": 1516239022

}

e Signature: The signature is computed from the header and payload using a secret or private

key.
! Important: When working with JWTs, Cybersource recommends that you use a well-
maintained JWT library to ensure proper decoding and parsing of the JWT.
! Important: When parsing the JWT’s JSON payload, you must ensure that you implement

a robust solution for transversing JSON. Additional elements can be added to the JSON
in future releases. Follow JSON parsing best practices to ensure that you can handle the
addition of new data elements in the future.

Browser Support
Microform Integration is supported on these browsers and versions:
e Chrome 80 or later
e Edge 109 or later
e Firefox 115 or later
e Opera 106 or later

e Safari 13 or later
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PCI DSS Guidance

Any merchant accepting payments must comply with the PCI Data Security Standards (PCI DSS).
Microform Integration’s approach facilitates PCI DSS compliance through self-assessment and the
storage of sensitive PCI information.

Self-Assessment Questionnaire

Microform Integration handles the card number input and transmission from within iframe elements
served from Cybersource controlled domains. This approach can qualify merchants for SAQ A-based
assessments. Related fields, such as card holder name or expiration date, are not considered sensitive
when not accompanied by the PAN.

Storing Returned Data

Responses from Microform Integration are stripped of sensitive PCI information such as card
number. Fields included in the response, such as card type and masked card number, are not subject
to PCI compliance and can be safely stored within your systems. If you collect the CVN, note that it
can be used for the initial authorization but not stored for subsequent authorizations.

WCAG 2.2 Compliance

Your integration must be compliant with the Web Content Accessibility Guidelines (WCAG 2.2) in
order to meet accessibility standards and regulations. Microform Integration is designed with these
guidelines in mind but some accessibility compliance is dependent on your integration, particularly
the custom styling of fields. This section contains the minimum required information to ensure that
Microform Integration is compliant with WCAG 2.2.

Microform Integration automatically handles many accessibility requirements, but the hosting
page and custom styling elements are your responsibility. The parent page that contains Microform
Integration must meet WCAG 2.2 standards. This includes proper heading structure, page titles,
and other accessibility requirements. All fields that are rendered in Microform Integration are
automatically assigned as aria-required set to true. The parent page must implement clear visual
indicators to indicate that these fields are required for users. For information about WCAG 2.2
guidelines, see the Web Content Accessibility Guidelines (WCAG) 2.2 on the W3C website.

Font Configuration

You must follow these guidelines when you apply custom styles to Microform Integration:
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» Set the font size to at least 16px (1rem) for input fields.
» Select font families that are compatible with screen readers and assistive technologies.

e Set a line height that is at least 1.5 times the font size.

This is an example Microform Integration font configuration:

/1 define accessible custom styles
var custonStyles = {

"input': {
'font-size': '16px',
‘famly': "Arial, sans-serif',
"lineHeight': '1.5

}
/1 apply styles to all fields

var mcroform= flex. mcroform{ styles: custonttyles });

Color and Contrast
Follow these guidelines to ensure that visibility is compliant for all users:

e Maintain a minimum contrast ratio of 4.5:1 between text and background colors.
e Do not rely solely on color to convey information.
e Implement distinct focus states using both color changes and other visual indicators.

e Use the flex-microform-focused class for consistent focus indication.

This is an example of color and contrast configuration for Microform Integration:

/* add a visual indicator for focus */
.flex-m croformfocused {
background: [|ightyell ow

Handle Errors

Microform Integration provides managed classes to indicate field validation states. You must handle
any errors that are returned by the createToken method. Follow these guidelines to handle errors:
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e Implement error handling that programmatically associates error messages with their
respective form fields.

« Associate all helper text with its corresponding form control by setting aria-describedby to
helperTextId. helperTextId is the unique ID of the helper text container element.

 Use the MicroformError object to determine to which fields the error applies.
e Ensure that all error messages are clear, descriptive, and concise.

* Make error messages visible and properly announced by screen readers.

This is an example MicroformError object:

nanme": "M crofornError”,
"reason": "CREATE TOKEN_VALI DATI ON_FI ELDS",
"message”: "One or nore fields have a validation error.",
"informationLi nk":
"https://ww. cybersource. com product s/ paynent _security/secure_accept ance",
"details": [

{
"message”: "Validation error",
"l ocation": "nunber"
}
]
}
Testing

Follow these guidelines to verify that your integration is compliant before you deploy:
« Test keyboard navigation through the entire payment form.
e Validate that your implementation works with screen readers (NVDA, JAWS, VoiceOver).
e Run automated accessibility checks with tools such as Axe or Lighthouse.
e Conduct manual testing with common assistive technologies.

When you follow these guidelines, your Microform Integration implementation maintains
compliance with WCAG 2.2 while you provide an accessible payment experience for all users.

Digital Accept Secure Integration | Microform Integration v2 | 131



Test Card Numbers

Use these test card numbers to test your Microform Integration configuration.

Combine the BIN with the card number when sending to Microform Integration.

Test Card Numbers

Card Brand BIN Card Number  Expiration Cvv
Date

Visa 4242472 | 42424242472 12/2026 123
Mastercard 555555 5555554444 | 02/2026 265
American 378282 246310005 03/2026 7890
Express

Cartes Bancaires | 436000 | 0001000005 04/2040 123
Carnet 506221 0000000009 04/2024 123
China UnionPay | 627988 | 6248094966 04/2040 123
Diners Club 305693 1 09025904 04/2040 123
Discover 644564 4564456445 04/2040 123
JCB 353011 13333 0000 04/2040 123
Maestro 675964 9826438453 04/2040 123
Mada 446404 | 0000000007 04/2040 123
ELO 451416 | 0000000003 04/2040 123
JCrew 515997 1 1500000005 04/2040 123
EFTPOS 401795 | 000000000009 04/2040 123
Meeza 507808 3000000002 04/2040 123
UATP 148512 | 345678905 04/2040

KCP 949022 | 0011669217 04/2040

Jaywan 669000 0000000000 04/2040 123
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Introduction to Unified Checkout

Unified Checkout provides a single interface with which you can accept numerous types of card,
digital, and alternative payments. Unified Checkout calls other follow-on services such as Payments,
Decision Manager, Payer Authentication, and Token Management Service (TMS).

Unified Checkout consists of a server-side component and a client-side JavaScript library.

The server-side component authenticates your merchant identity and instructs the system to act
within your payment environment. The response contains limited-use public keys. The keys are
for end-to-end encryption and contain merchant-specific payment information that drives the
interaction of the application. The client-side JavaScript library dynamically and securely places
digital payment options onto your e-commerce page.

The provided JavaScript library enables you to securely accept many payment options within your e-
commerce environment. Unified Checkout can be embedded seamlessly into your existing webpage,
simplifying payment acceptance.

When a customer selects a payment method from the button widget, Unified Checkout handles all
interactions with the payment method that was chosen. Unified Checkout is also able to orchestrate
requests for to follow-on services such as Payments, Decision Manager, Payer Authentication, and

TMS before it provides a response to your e-commerce system.

The figure below shows Unified Checkout with customer checkout payment options.
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Button Widget

9:41 wll T == 9:41 all T =m 9:41 wll T ==

<« CHECKOUT

Your basket X = FASHION 7

Edit
Unisex Cotton example@email.com

Hoodie
Navy / Large a2 N2233 Thank you for shopping with us!
Your checkout _| -1+ £55.00
page’'s UX
Subtotal: £55.00 D e-e@emailcom Switeh 1D Your checkout
YOUR ORDER #3505 " page’s UX
Shipping: FREE
@ visa - 5555
VAT (20%): £11.00
VISA ... 5678 1Sheldon Square, Paddington, London W2 6TT
Total: £66.00

% Reward points with this card

Enter card manually 9

I .
Checkout T

[ E@ Checkout with card

Pay by Bank %%@ + I

G Pay

Continue shopping

VisA @ &)

For examples of different payment method Uls through Unified Checkout, see these topics:
e Click to Pay UI (on page 177)
» Google Pay Ul (on page 168)
 Pay with eCheck/ACH Service Ul (on page 158)
 Paze Ul (on page 187)

e Apple Pay Ul (on page 164)

Important: Each request that you send to Cybersource requires header information. For

information about constructing the headers for your request, see the Getting Started with
REST Developer Guide.
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Key Features

5 ) > )

Low-code PCISAQ-A Fully Service
integration compliant customizable orchestration

* Low-code integration: You can use as few as three lines of JavaScript to accept payments, as
well as add or remove payment methods through portal configuration without changing your
integration code.

e PCI SAQ-A compliant: Payment data never touches your systems.

e Fully customizable: You can match the payment experience to your brand with theming, fonts,
and layout options. Embed inline or display as a sidebar overlay.

« Service orchestration: You can use Decision Manager, Payer Authentication (3-D Secure), and
Token Management Service (TMS) throughout the session.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Unified Checkout Quick Start

Unified Checkout is a powerful and flexible payment solution that simplifies the integration process
and enhances the customer checkout experience. This guide will help you get up and running with
Unified Checkout.

Digital Accept Secure Integration | Introduction to Unified Checkout | 135


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Key Features

e Seamless integration with your existing e-commerce platform.
e Support for multiple payment methods.

 Customizable checkout flow.

e Enhanced security features.

» Responsive design for mobile and desktop.

Benefits

 Simplified integration process.
e Improved conversion rates.

» Reduced cart abandonment.

e Enhanced customer experience.

e Compliance with industry security standards.

This graphic provides an overview of the steps you must follow to get set up with Unified Checkout:

Unified Checkoutintegration Overview

EI —_- v —_—
- 8= e- —3— 8-I=

Enable Setupthe - Setup the - Configure Test your
Unified server-side client-side Unified integration
Checkout component component Checkout

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Digital Accept Secure Integration | Introduction to Unified Checkout | 136


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Step 1: Enable Unified Checkout

To begin using Unified Checkout, you must first ensure that your merchant ID (MID) is configured to
use the service and that any payment methods you intend to use are properly set up.

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:

Unified Checkout Customer Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. The Unified Checkout configuration interface provides complete low-code control over your
checkout experience by using dedicated configuration screens accessible through the Business
Center. The configuration interface is organized into separate screens, each accessible from the
My customer experience page. Configure each of these components of the checkout experience:
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- Payment Options: Add, remove, and arrange payment methods. For information about
configuring payment methods, see Configure Payment Options (on page 253).

> Look & feel: Configure visual appearance and branding. For information about
configuring the look and feel, see Customize the Unified Checkout Look and Feel (on page
255).

> Customer information and payment flow: Control data collection and manage
payment processing service. For information about configuring customer data, see
Configure Customer Data and Payment Flow (on page 266).

Proceed to Step 2: Set Up the Server-Side Component (on page 139).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Step 2: Set Up the Server-Side Component

To initialize Unified Checkout within your webpage, you need to set up the server-side component.
This task involves generating a capture context. A capture context is a signed JSON Web Token (JWT)
that contains your merchant configuration, one-time encryption keys, and payment parameters.

Follow these steps to make a server-to-server call to the Sessions API to authenticate your merchant
credentials and establish how the Unified Checkout front-end components will function:

1. Implement a server-to-server call to the Sessions API.
This call should include parameters that define how Unified Checkout performs.

2. Handle the response from the Sessions API.
The response will contain:

A transaction-specific public key for securing the transaction in the customer's browser.

> An authenticated context description package that manages the payment experience
on the client side, including available payment options, interface styling, and payment
methods.

3. Store and manage the JSON Web Token (JWT) object, referred to as the capture context.
This JWT contains all the functions compiled from the Sessions API response:

{
"targetOrigins": ["https://merchant.coni, "https://reseller.com 8443"],
"l ocale": "en_US",
"country": "US",
"data": {
“orderInformation": ({
"anmount Detai | s": {
"total Anpunt": "21.00",
"currency": "USD'
}
}
}
}

The targetOrigins array must include every origin that will host the SDK. The response JWT is
passed to the client-side library.

This capture context contains only the minimum required fields. For information about the
components of the capture context and how to create one using the Sessions API, see Sessions
API (on page 280). For a complete capture context with all available fields, see Example:
Unified Checkout Complete Capture Context (on page 301).

Proceed to Step 3: Set Up the Client-Side Component (on page 141).
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Step 3: Set Up the Client-Side Component

To add the payment interface to your e-commerce site, you need to set up the client-side component
using the Unified Checkout JavaScript library. This setup involves two primary components:

e The button widget, which lists available payment methods for the customer.

e The payment acceptance page, which captures payment information from the cardholder. This
can be integrated with your webpage or added as a sidebar.

This example shows a complete client-side integration:

async function | aunchCheckout () {
try {
const client = await VAS. Unifi edCheckout (sessi onJWI) ;
const checkout = await client.createCheckout ();
const result = await checkout. nount (' #paynent - buttons');

/1l result contains the conpleted paynent result JW
/1l Send result to your server for verification
sendToServer (result);

} catch (error) {

if (error.nanme === "'UnifiedCheckoutError') {
handl eError (error.reason, error.nessage);
}
} finally {

checkout . destroy():
client.destroy():

| aunchCheckout () ;

Follow these steps to create the client-side integration:

1. Load the Unified Checkout JavaScript library:

<scri pt
src="https://
api test.cybersource. confuc/vl/ assets/1.0.0/ UnifiedCheckout.js"></script>

Replace the domain with the production URL for live environments:
o Test: https://apitest.cybersource.com

> Production: https://api.cybersource.com
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You must include the library in your webpage's HTML.

. Initialize the SDK by calling VAS.UnifiedCheckout (). This returns a client instance:

const client = await VAS. Unifi edCheckout (sessi onJWI) ;

Use the JWT obtained from the server-side setup in Step 2: Set Up the Server-Side Component
(on page 139).

Initialization validates the JWT signature, checks that the current page origin matches
targetOrigins, and prepares the SDK for use. If the JWT is invalid or expired, a
UnifiedCheckoutError is returned.

. Create a checkout to render a list of available payment methods and handles the payment flow:

const checkout = await client.createCheckout();

When you include autoProcessing and set it to true, mount() returns the completed payment
result:

/1l Explicit auto-processing
const checkout = await client.createCheckout ({ autoProcessing: true });

When you include it and set it to false, mount() returns a transient token that you pass to
checkout.complete():

/1 Explicit manual processing
const checkout = await client.createCheckout({ autoProcessing: false });

The default value of autoProcessing us true when a completeMandate is included in the
session.

. Mount the checkout by calling mount (). This attaches the payment Ul to your page. The
argument determines the display mode:

Sidebar Mode

The payment screen appears as an overlay sidebar. Pass a CSS selector for the
payment button list, or omit it entirely:

Digital Accept Secure Integration | Introduction to Unified Checkout | 142



/1 Full sidebar —buttons and paynment screen both in sidebar
const result = await checkout. mount();

/1 Buttons enbedded, paynent screen in sidebar
const result = await checkout. nount (' #paynent - buttons');

Embedded Mode

Both the button list and payment screen render inline within your page layout:

const result = await checkout. nount ({
paynent Sel ecti on: ' #paynent -buttons',
paynment Screen: ' #paynent -forni

1)

Mount Result

When autoProcessing is enabled, mount () resolves with the completed payment
result JWT once the customer finishes the payment flow.

When autoProcessing is disabled, mount () resolves with a transient token JWT.
You then call checkout.complete() to finish the payment:

const checkout = await client.createCheckout ({ autoProcessing:
false });

const transi ent Token = await checkout. nount (' #paynent - butt ons');

/1l Later, conplete the paynent

const result = await checkout. conpl ete(transi ent Token);

Unmount
You can remove the payment Ul from the page without destroying the checkout:

checkout . unmount () ;

/1 Later, nmount again
const result = await checkout. nount (' #paynent - buttons');

For more information about setting up the client side, see Client-Side Set Up (on page 238). For
information about handling errors on the client side, see Handle Errors (on page 329). Proceed to
Step 4: Configure Unified Checkout (on page 145).
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Step 4: Configure Unified Checkout

Proper configuration ensures that your checkout process aligns with your business needs and
provides a smooth experience for your customers. You can configure the checkout process in the
Business Center:

Select and configure the payment methods you support:

a. Log in to the Business Center and navigate to the Unified Checkout configuration section.
b. Select the payment methods you want to use:

o Credit and debit cards. See Cards (on page 151).

> eCheck/ACH Services. See eCheck/ACH Service (on page 156).

o Digital wallets such as Apple Pay, Click to Pay, and Google Pay. See Digital Wallets (on
page 160).

> Alternative payment methods. See Alternative Payment Methods (on page 189).

! Important:
You must configure the payment methods you want to use for each transacting MID.

For information about which payment methods are supported on Unified Checkout, see
Payment Methods (on page 149).

c. Configure the settings for each selected payment method.

For information about configuring Unified Checkout in the Business Center, see Configure the Unified
Checkout Merchant Experience (on page 249).

Proceed to Step 5: Test Your Unified Checkout Integration (on page 146).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Digital Accept Secure Integration | Introduction to Unified Checkout | 145


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Step 5: Test Your Unified Checkout Integration

After configuring Unified Checkout, it's crucial to thoroughly test your integration to ensure it works
correctly and provides a smooth checkout experience for your customers. This section outlines the
steps to test your Unified Checkout integration.

1. Set up your test environment:
a. Log in to the Business Center account using your test credentials.
b. Switch to the test environment if not already in test mode.
c. Set up a test website or application that integrates Unified Checkout.

2. Use test card numbers to simulate different payment scenarios.

For more test payment data, see Unified Checkout Test Cards (on page 321).
3. Test different payment scenarios:
o Successful transactions
> Declined transactions
> 3-D Secure authentication, if applicable
o Different card brands
» Digital wallet payments, if configured

4. Verify that the capture context object that you get from the sessions API is correct and that
your integration can handle tokens.

Ensure that your integration correctly handles the capture context and transient tokens
throughout the payment process.

5. Test error handling and edge cases.

Simulate various error scenarios to ensure your integration gracefully handles and reports
errors to the user.

6. Verify webhook notifications, if configured.
If you set up webhook notifications, ensure that your system correctly receives and processes
them for various transaction events. For information about configuring your webhook

notifications, see Webhooks Support (on page 278).

After completing these testing steps, you should have confidence in your integration. Remember to
test in both the test and production environments before going live.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Unified Checkout Flow

To integrate Unified Checkout into your platform, you must follow several integration steps. This
section gives a high-level overview of how to integrate and launch Unified Checkout on your webpage
and process a transaction. You can find the detailed specifications of the APIs later in this document.

Information that is captured by Unified Checkout, including the billing and shipping address, can be
retrieved using the Payment Details API.

The figure below shows the Unified Checkout payment flow using the Sessions API to generate the
capture context:

Unified Checkout Payment Flow

& - = @ B

Customer Merchant Merchant Unified Payment
Website Backend Checkout Gateway

Merchant Generates Capture Context N

Customer enters > — Get authentication
checkout page capture context >

Generate capture context (parameters) ——>
&———— Response (capture context)

; I Validate the capture context signature

/uc/vl/sessions

&— Capture context —

Initiate Unified Checkout JavaScript SDK N

;l Load the Unified Checkout js using path contained in capture context

Initiate ACCEPT (capture context) ———>

&———— Response (accept object) ———— Unified Checkout

button listis displayed
Initiate VAS.UnifiedCheckout (sessionJWT) —> (.} erchant wgbs}?te

—

&——— Response (Unified Checkout object)

checkout.mount (Div Arguments)
client.createCheckout({ autoProcessing: true })

A\ 4

Customer

completes > >
payment form
C b,

Capture Payment Response D
pd
N

&— Response (payment orchestration response) —

and informs customer of payment status

Recommended: Capture Webhook 2
&—— Webhook (complete payment response)

I Process webhook full payment response

:l Merchant page handles the payment response
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For more information on the specific APIs referenced, see these topics:

» Sessions API (on page 280): This generates the capture context and determines what fields
are displayed to the customer in the Ul during checkout.

e Payment Details API (on page 338): This API can be used to retrieve personally identifiable
information that is associated with a Unified Checkout transient token, such as the cardholder
name and billing and shipping details, without retrieving payment credentials.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Payment Methods

This section describes the payment methods you can use in your Unified Checkout integration. After
you successfully integrate one payment method, you can add another from the same category with
minimal adjustments to your existing configuration.

These payment methods are available:

e Cards (on page 151)

e eCheck/ACH Service (on page 156)

e Apple Pay (on page 162)

» Google Pay (on page 165)

e Click to Pay (on page 169)

 Paze (on page 186)

e Online Bank Transfers (on page 190)

e Buy Now, Pay Later (on page 205)
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 Post-Pay Reference Payments (on page 211)
« PayPal (on page 219)

e Venmo (on page 222)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Cards

Unified Checkout accepts multiple card types including global networks such as Visa, Mastercard,
and American Express. Unified Checkout also accepts local schemes such as Cartes Bancaires in
France, EFTPOS in Australia, and PayPak in Pakistan.

Card Support

Support for card brands varies based on the payment method for these services:

e Payments

e Decision Manager

 Payer Authentication

This table shows which card types are accepted for each payment method and which region:

Card Brand by Region and Payment Method

Region Card Brand  Manual Apple Pay  Click to Pay Google Pay Paze
Card Entry
Asia Pacific | China ° ° ° ° °
UnionPay
Asia Pacific | EFTPOS () © [ x ) © O
Asia Pacific | JCB ° ° ° ° °
CEMEA mada (] (] (x ] (x ) [ x )
CEMEA Meeza () © [ x ) © o
CEMEA Jaywan ° ° ° ° °
CEMEA PayPak (/) (] (%] [ x ) (%
Europe Cartes ° ° ° ° °
Bancaires
Global American ° ° Q Q °
Express
Global Diners Club Q ° ° ° °
Global Mastercard Q ° ° ° °
Global Visa (] (/] (v (] o
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Card Brand by Region and Payment Method (continued)

Region Card Brand Manual Apple Pay  Click to Pay Google Pay Paze
Card Entry

Global and Maestro ° ° ° ° °
Europe
Latin Carnet ° ° ° ° °
America
Latin ELO () (] (x ) (% ©
America
US and Discover ° ° ° ° °
Canada
US and JCrew ° ° ° ° °
Canada

This table shows which card types are supported for each complete mandate feature by region.

Card Support for the Complete Mandate

Region Card Brand @ Authorization Payer Authe Decision Token Create
ntication Manager by Token
Management
Service
Asia Pacific China 0 ° ° 0
UnionPay
Asia Pacific | EFTPOS () (v o (/]
Asia Pacific JCB ° ° ° °
CEMEA mada 0 g ° 0
CEMEA Meeza (] (V] (V (<
CEMEA Jaywan ° ° ° °
CEMEA PayPak () (] (] (%
Europe Cartes ° g ° 0
Bancaires
Global American ° ° ° °
Express
Global Diners Club ° ° ° °

Digital Accept Secure Integration | Introduction to Unified Checkout | 152




Card Support for the Complete Mandate (continued)

Region Card Brand @ Authorization Payer Authe Decision Token Create
ntication Manager by Token
Management
Service
Global Mastercard
Global Visa
Global and Maestro
Europe

Latin America | Carnet
Latin America | ELO
US and Canada | Discover

US and Canada | JCrew

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Pay with Token

You can use Unified Checkout to pass through a single token ID to be shown within the Unified
Checkout Ul. To display a payment instrument in the Unified Checkout Ul, you must include TMS_TOKEN
as an allowed payment type in the allowedPaymentTypes field object and the details of the Token
Management Service (TMS) token in the paymentConfigurations field object in the capture context
request:

"al | onedPaynent Types": [
" PANENTRY" ,
"TMS_TOKEN'

}l
"paynent Confi gurations": {
"TMS_TOKEN': ({
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"paynent | nstruments": |

{
"id": "404352E77F6A66E7E0634136CFOABCDY"

This is an example UI with a payment instrument:

Pay with Token in Unified Checkout Ul

& fashion.com

Your basket

Unisex Cotton
Hoodie
Navy / Large

-1 +

Subtotal:
Shipping:
VAT (20%):

Total:

Pay now | vsa ....1234

‘ E@ Card payment

G Pay

visa @ I - @

You can use these token types to pay with a token in Unified Checkout:

Customer Tokens
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When you include the customer token, your Ul displays the default payment
instrument that is inked to a customer. To display a customer token, you must include
the paymentConfigurations.TMS_TOKEN.customer.id field in your Sessions API
request.

Important: When you include a customer token ID here with tokenCreate
for a paymentInstrument or instrumentldentifier, the complete mandate
creates a new payment instrument or instrument identifier within the level of
the customer token that you provide.

"paynent Confi gurations”: {
"TMS_TOKEN': {
"custoner": {
"i1d": "404352E77F6A66E7E0634136CFOABCD7"

}

Instrument Identifier Tokens

When you include an instrument identifier token, your Ul displays the
payment instrument that is associated with the specified instrument

identifier. To display an instrument identifier token, you must include the
paymentConfigurations. TMS_TOKEN.instrumentldentifiers.id field in your
Sessions API request.

"paynent Confi gurations”: {
"TMS_TOKEN': {
"instrunentldentifiers": |

{
"id": "4B1BCB328D52ED86E063AF598E0A99A5"

Payment Instruments

When you include a payment instrument, your Ul displays the payment

instrument that is associated with the specified payment instrument

token identifier. To display a payment instrument, you must include the
paymentConfigurations. TMS_TOKEN.paymentInstruments.id field in your Sessions
APl request.

"paynent Confi gurations": {
"TMS_TOKEN': {
"paynent | nstrunments": |

{
"id": "404352E77F6A66E7E0634136CFOABCD/"

Digital Accept Secure Integration | Introduction to Unified Checkout | 155



Important: To make a new payment instrument or instrument identifier under an existing
customer during the complete mandate, you must meet these requirements:

e You must include the customer token ID in the paymentConfigurations field object.
e TMS_TOKEN must be included in the allowedPaymentTypes field object.

» tokenCreate must be set to true and paymentInstrument and instrumentIdentifier
must be included as values in the tms.tokenTypes field array. For example:

"tme": {
"tokenCreate": true,
"tokenTypes": |
"paynent | nstrunment ",
"instrunentldentifier",

When you meet these requirements, a new payment instrument or instrument identifier is
created under the specified customer token.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

eCheck/ACH Service

Unified Checkout supports the acceptance of eCheck information. Sensitive eCheck data is securely
captured and replaced with a token. Acceptance of eCheck information enables merchants to collect

funds from a customer's bank account through both the ACH service and eCheck service (US only) for
either of these flows:

» ACH services are a set of connections composed of the legacy gateway solutions where

Cybersource serves as the gateway.

e eCheck, the new service on Payments 2.0, is the acquirer solution where Cybersource is the

acquirer.
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Unified Checkout replaces these eCheck information fields in your payment input form:

e Routing number
e Account number

e Account type (non-sensitive)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Enrolling in eCheck/ACH Services

Unified Checkout can accept bank account payments using the eCheck product. To accept eCheck
payments through Unified Checkout, you must have the eCheck processing service enabled. To
request access to eCheck processing and enable eCheck, you must submit an application in the
Business Center. Once your application is approved, you can accept eCheck payments.

For step-by-step instructions on enrolling and enabling eCheck, see the “Getting Started with
the eCheck Service” section of the eCheck Merchant Guide. If eCheck is not listed in the Available
Products section in the Business Center, you must contact your portfolio owner to enable your
account to apply for eCheck.

Important: If you have a business account or a financial relationship with Bank of America,
Wells Fargo, or Chase, and you would like them to process your transactions, you must
contact our Sales or Support team for more information on our ACH product.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Pay with eCheck/ACH Service Ul

These screen captures show the sequence of events your customer can expect when completing a
payment with the eCheck/ACH service.

eCheck/ACH Service Account Order Summary

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

Your basket

Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $80.00
-1 + $55.00 Shipping: FREE

Tax: $16.00
Classic Baseball Cap Total: $96.00
{ Grey / Medium
N -1+ $25.00
[ Checkout with card }

& Pay

G Pay

Pay with bank account

vsa @ B2
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Pay with eCheck/ACH Service Checkout

FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O W
Checkout
Order summary EDIT
example@email.com Unisex Cotton Hoodie
+44 7412112233 Black/ Large
Qnt.1 $55.00

Classic Baseball Cap

Account type § Grey / Medium
=~ Qnt.1 $25.00

\ v |
Routing number

? Subtotal: $80.00
‘\ ‘ Shipping: FREE
Account number Tax: $16.00
Confirm account number Total: $96.00

[ setasdefault

Address line 1
‘ 1Sheldon Square ‘
Address line 2
‘ Paddington Central ‘
Post code City / Town
‘ W2 6TT ‘ ‘ London ‘
Country
‘ United Kingdom v ‘
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Pay with eCheck/ACH Service Review and Confirm

usD FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O v
Checkout
Order summary EDIT
Unisex Cotton Hoodie
example@email.com Black/ Large
+44 7412112233 Qnt.1 $55.00
Classic Baseball Cap
Change payment £ Grey / Medium
~
... 9012 Qnt.1 $25.00
Add new account
Subtotal: $80.00
Edit Shipping: FREE
Joe Cool Tax: $16.00
1Sheldon Square, Paddington
Central London W2 6TT, UK
Total: $ 96.00

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Digital Wallets

Digital wallets are secure applications or services that enable users to store payment details, such as
debit or credit cards electronically.

Digital wallets such as Apple Pay, and Google Pay are accessible with smartphones, computers, or
even directly in web browsers. Digital wallets allow customers to pay for goods and services both
online and in physical stores without a physical card, often using biometrics, a device passcode, or
wallet login, and approve the payment in just a few clicks.

For online transactions, the wallet securely passes a payment token to the merchant or payment
processor. This means that you do not handle sensitive customer data directly. This reduces friction
at checkout, improves conversion rates, and enhances security through built-in authentication and
tokenization.
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Wallets are best suited for one-time online purchases and express checkout experiences. Support for
subscriptions and recurring payments varies by wallet, so you must ensure compatibility if future
charges or merchant-initiated transactions are required.
Unified Checkout supports these wallet-based payment options:

» Apple Pay

e Google Pay

* Click to Pay

e Paze

This is how payments with digital wallets work:

Customer-facing mobile flow

) ) )
- Ju,
‘ﬁ H Iﬁ — H ° °
= o
|
—~—
F@\
—_— —_— —_—
Customer selects a wallet Customer enters Customer notified that
payment method during checkout wallet credentials the paymentis complete

Customer-facing web flow

= | oe—| .| 0w
@ )

Customer selects a wallet Customer uses mobile Customer notified that
payment method during checkout device to confirm payment the paymentis complete

Related information
Getting Started with REST

Response Codes
API Field Reference Guide
AP| Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Apple Pay

Apple Pay is a digital payment solution that enables your customers to make secure and convenient
purchases without requiring them to enter their card details or shipping information. This section
includes information about accepting Apple Pay payments with your Unified Checkout integration.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Enrolling in Apple Pay

Apple Pay is a digital payment service that enables users to make secure and convenient transactions
using their Apple devices. Users can add their credit or debit cards to the Wallet app and use them to
pay online or in apps in a safe and convenient consumer experience.

To enable Apple Pay you must first host a public certificate on your web page and then pass your
merchant name and domain name to Apple. Apple crawls out to your web page to validate the
presence of this certificate to ensure the web pages are properly vetted and registered with Apple.

Follow these steps to validate your domain and enroll in Apple Pay:

1. Navigate to Payment Configuration > Unified Checkout.
2. In the Apple Pay section, click Set Up.
3. Follow the link to download the certificate.

4. Upload the apple-developer-merchantid-domain-association certificate file to your web server
at:
/.well-known/apple-developer-merchantid-domain-association
You must verify that the file is accessible through HTTPS. You can validate this by visiting
https://<your-domain>/.well-known/apple-developer-merchantid-domain-association

Digital Accept Secure Integration | Introduction to Unified Checkout | 162


https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

5. Click Verify Domain.

6. Enter the domain name where you are hosting Apple Pay. This must be the same domain to
which you uploaded the public certificate.
Your domain is now verified for Apple Pay.

! Important: In order to run an end-to-end test of the Apple Pay service on Unified Checkout,
you must perform additional setup steps. See Preparing a Device for Testing Apple Pay on
Unified Checkout (on page 163).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Preparing a Device for Testing Apple Pay on Unified Checkout

To run an end-to-end test of the Apple Pay service on Unified Checkout, you must prepare an Apple
test device by loading Apple Pay test cards onto the device.

Follow these steps to prepare your Apple test device for end-to-end testing:
1. Make sure your Apple Developer account is configured for Apple Pay.

2. Register your Apple Pay test device with Apple.

3. Load Apple Pay test cards onto your Apple test device.
The Apple Developer center provides the instructions in the Sandbox Testing page for Apple

Pay:
a. Follow the steps described in Create a Sandbox Tester Account.
b. Follow the steps described in Adding a Test Card Number.

Related information
Getting Started with REST

Response Codes
API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Apple Pay Ul

These screen captures show the sequence of events your customer can expect when completing a
payment with Apple Pay.

Apple Pay Ul

9:41 ol T @
AA @ fashion.com &
Your basket X
Unisex Cotton 1y
Hoodie
Navy / Large Double Click
to Pa
-1 + £50.00 3
Subtotal: £50.00
Shipping: FREE
VAT (20%): £10.00 & Pay X
Total: £60.00 - Visa ....5555
E@ Checkout with card Change Payment Method

Pay by Bank #@&® +

4+« JoeCool

1Sheldon Square

£60.00 i

ViIsA @ 3

Confirm with Side Button

G Pay

Apple Pay in the payment method list Apple Pay checkout

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
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Google Pay

Google Pay is a simple, secure in-app mobile and Web payment solution. This section includes
information about accepting Google Pay payments with your Unified Checkout integration.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Enrolling in Google Pay

Google Pay is a digital payment product offered by Google through Chrome browsers and Android
devices.

Follow these steps to enroll in Google Pay on Unified Checkout:

1. Navigate to Payment Configuration > Unified Checkout.
2. In the Google Pay section, click Set Up.
3. Enter your business name.

4. Click Submit.
You can now accept digital payments with Google Pay.

! Important: When you enable Google Pay on Unified Checkout, you can specify an optional
parameter that defines the types of credentials that Google Pay sends you. See Managing
Google Pay Authentication Types (on page 166).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide

Digital Accept Secure Integration | Introduction to Unified Checkout | 165


https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html

API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Managing Google Pay Authentication Types

Additional controls are available for Google Pay on Unified Checkout. When you enable Google Pay on
Unified Checkout, you can specify optional parameters that define the types of card authentication
you receive from Google Pay.

To manage the types of credentials that Google Pay sends, use this expanded payment type object
within the allowedPaymentTypes section of the sessions request:

"paynment Confi gurations": {
" GOOGLEPAY": {
"al | onedAut hivet hods": "<aut henti cation type>"

The expanded payment type object has these parameters:

e type: Defines the type of payment option.

« options: Contains specific payment types parameters.

For Google Pay, use the new data element allowedAuthMethods within the options section of
the payment types object to specify the authentication type you will receive from Google Pay.
Possible values:

° PAN_ONLY: Google returns primary account number (PAN) values
° CRYPTOGRAM_3DS: Google returns fully authenticated network token values.

By default, Google sends both authentication types.

! Important: When the complete mandate is used and Google Pay does not authenticate
the transaction, then Unified Checkout completes the authentication request as part of
the complete mandate.

REST Example: Specify Only PAN Authentication Accepted from Google

This sessions request example specifies that Google Pay is to send only PAN values.
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"al | onedPaynent Types": [
" GOOGLEPAY"
IR
"payment Confi gurations": {
" GOOGLEPAY": {
"al | onedAut hivet hods": [

"PAN_ONLY",
" CRYPTOGRAM 3DS"

REST Example: Simple Google Pay Request

This sessions request example specifies that Google Pay can send all authentication types. This can
be enabled and configured in the Business Center. For information about configuring your allowed
payment types, see Configure Payment Options (on page 253).

"al | onedPaynent Types": [
" PANENTRY" ,
" GOOGLEPAY",
" CLI CKTOPAY" ,
" PAZE" ,
" CHECK"

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Google Pay Ul

These screen captures show the sequence of events your customer can expect when completing a
payment with Google Pay.

Google Pay Ul

9:41 ol T @
AA @ fashion.com C
Your basket X
f Unisex Cotton iy

Hoodie

Navy / Large

-1 + £50.00

Subtotal: £50.00
Shipping: FREE
VAT (20%): £10.00
Total: £60.00

E@ Checkout with card

Pay by Bank #@® + ‘

G Pay

VIsA @

Google Pay in the payment method list

Related information

Getting Started with REST

Response Codes

API Field Reference Guide

AP| Reference Sandbox

Business Center Test

Business Center Production

Customer Support

X G Pay

- Visa credit card N
Visa*5555

D Get Google Pay emails with helpful product tips
and current promotions. Unsubscribe anytime at
wallet.google.com

Pay Fashion

£60.00

e Your payment details are encrypted

Google Pay checkout
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Click to Pay

Click to Pay is a secure online checkout method that enables customers to make purchases without
entering their payment details for every purchase. This section includes information about accepting
Click to Pay payments with your Unified Checkout integration.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Enabling Click to Pay in the Business Center

To begin your integration, you must first enable Click to Pay. Click to Pay is a digital payment solution
that allows customers to pay with their preferred card network and issuer without entering their
card details on every website. Customers can use Visa, Mastercard, and American Express cards to
streamline their purchase experience. Click to Pay provides a fast, secure, and consistent checkout
experience across devices and browsers.

Follow these steps to enable in Click to Pay on Unified Checkout:

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:

Unified Checkout Customer Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. In the Payment Options section, click Manage. The Payment Options page appears.
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4. Click Manage next to Click to Pay. The Click to Pay configuration page appears.
5. Enter your business name and website URL.

6. Click Submit.

¢ Important: Click to Pay uses network tokenization for transactions. These network
tokens are stored in the vault of the token requestor ID (TRID) for the card scheme.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Set Up Customer Authentication for Visa Click to Pay

Follow these steps to use the Business Center to enable customer authentication through Click to
Pay. Authentication methods differ in each region and are dependent on the issuer, the cardholder
device, and the Click to Pay configuration. These authentication methods are available:

e 3-D Secure
e FIDO
e Card verification value (CVV)

¢ One-time password (OTP)

Important: After you complete these steps, Visa determines which authentication method
to use. When Visa determines that they will authenticate, they authenticate each Click to Pay
transaction through the appropriate method. This may be a frictionless authentication or
the customer may need to provide more information when required by the issuer. This is
available only through Visa.

Important: Visa Click to Pay authentication is not the same as consumer authentication
using the complete mandate. See Test Authentication (on page 326).
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1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout.
You must have Click to Pay enabled as a digital payment method in order to use this method of
authentication. Click Manage to view the digital payment methods that you have enabled.

Payment Configuration

Unified Checkout

Digital Payment Solutions ENABLED

You have set up and enabled one or more digital payment solutions. You can
manage your payment solution enablement here. Set up additional services or
modify existing payment solutions configuration. These payment solutions are
available through the integrated Unified Checkout product. Easily enable digital
payment options for acceptance within your webpage.

» GPay

Manage

If Click to Pay is not enabled, click On next to Click to Pay.

Payment Configuration / Unified Checkout

Digital Payment Solutions

Available Solutions

Enable Digital Payment options for your Unified Checkout Integration. Digital
payments offer a friction free way for your consumers to pay.

Select an Option Click to Pay [

m Enable Click to Pay for your Unified Checkout
Integration. Click to Pay provides a fast. simple,

digital checkout experience that reduces consumer

friction, which can help to lower cart abandonment
and increase conversions.
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3. Click Set up under Value Added Solutions. The Value Added Solutions page appears.
Payment Configuration / Unified Checkout

Value Added Solutions

Available Solutions

Enable additional value-added services within the Unified Checkout product. These
services enhance transactions and provide extra capabilities to the payment
acceptance process.

A= 3DS
@ NOT SET UP

Enable 3D5 and biometric authentication within your
Click to Pay experience.

4. Click Set up to set up 3-D Secure. The 3DS page appears.

5. Enter the required information in the Merchant Details section. You must enter the information
that is provided to you by your acquirer or processor.
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Payment Configuration / Unified Checkout / Value Added Solutions

3DS

Merchant Details

Fields marked with a * are required.

Acquirer Merchant ID as assigned to you by your acquiring entity.

Acquirer Merchant ID *

Merchant Name as registered by your acquirer.

Merchant Name

Acquirer Bank ldentification Number[BIN) *

MNote: Enablement of this process may result in additional costs associated with invoking 3DS.

This completes the authentication setup for the entered acquirer merchant ID and BIN.
If you do not know what these values are, you must contact your acquirer. Completing
this information enables Cybersource to send Visa the information that is required for
authentication.

¢ Important: Charges for 3-D Secure may apply. You must speak with your acquirer for
more information about the charges associated with 3-D Secure.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide

Digital Accept Secure Integration | Introduction to Unified Checkout | 174


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html

API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Click to Pay Customer Authentication

When you enable customer authentication through Click to Pay, you give Cybersource permission
to send Visa the required authentication information for each transaction. When the customer
completes a transaction using a Visa card that is already stored in Click to Pay, authentication is
managed within Click to Pay.

Click to Pay authentication is only available for Visa branded cards that are tokenized with Click
to Pay. If Click to Pay does not authenticate the transaction, but you are using the complete
mandate with the consumerAuthentication field set to true, authentication is attempted as
part of this request. When you do not use the complete mandate, you must check the result of the
cardholderAuthenticationStatus field in the transient token and request Payer Authentication
directly when it is required.

Important: American Express and Mastercard card brands cannot be authenticated through
Click to Pay customer authentication.
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Authentication Flow

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Click to Pay Ul

These screen captures show the sequence of events your customer can expect when completing a
payment with Click to Pay.

Click to Pay Ul

9:41 ol T - 9:41 il T - 9:41 ol T - 9:41 wll T -- 9:41 wll F -
« FASHION ~ FASHION ~ FASHION ~ FASHION ~ FASHION
CONTACT DETAILS CONTACT DETAILS
CONTACT DETAILS Edit CONTACT DETAILS Edit CONTACT DETAILS Edit
Email Email example@email.com example@email.com example@email.com
example@email.com ] [ example@email.com ] +44 7412112233 +44 7412112233 +44 7412112233
Mobile number Mobile number SHIPPING ADDRESS
PAYMENT DETAILS: PAYMENT DETAILS:
+44 7412 112233 ] [ +44 7412112233 ] First name Last name
Card number Card number
[ ] [ ] Betty ] [Ml\ler J
E» Click to Pay didn't find linked cards for Address line 1
example@email.com Expiry MM/YY cw Expiry MM/YY cw
Looking for your linked cards... [ ] ] ] [ ] 30 Manor Road J
Address line 2
First name Last name First name Last name J
[ ] [ ] [ ] [ ] Post code City/ Town
Click to Pay didn't find linked cards for [ Link this card to Click to Pa N94 2NZ J London J
example@email.com
) Country
Switch ID By clicking the button below, you agree to
the Terms for Click to Pay and understand United Kingdom v J

your data will be processed according to
the Privacy Notice.

X We'll send you a confirmation email.
Continue L
BILLING ADDRESS
a Pay
Address line 1

[]Sheldon Square ]
Address line 2

[Paddmgton Central ]
Post code City / Town

[wz 61T ] London ]
Country

[United Kingdom v ]

[J shipping address is same as billing

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Click to Pay Ul Guidelines

The Ul that is built in Unified Checkout for Click to Pay is built based on the EMV Click to Pay XC
Guidelines V1.1. Unified Checkout has simplified the integration of the UI. The only UI work that you
must complete is the placement of the payment option.
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! Important: You must include Click to Pay as one of the presented payment methods and not
as a separate payment method.

Unified Checkout captures all card details that are manually entered by the cardholder. This enables
the cardholder to enroll in Click to Pay and removes the requirement for the cardholder to manually
enter their card details the next time they check out.

Unified Checkout provides a standard payment label in the Unified Checkout JavaScript that is loaded
in your checkout page. One of these scenarios occurs when the cardholder selects the button:

e The cardholder is recognized.
e The cardholder is not recognized but has a Click to Pay account.

e The cardholder does not have a Click to Pay account.

You can also trigger the Unified Checkout flow using a custom button. If you are using your

own custom button, your payment button or widget must display the Click to Pay image for the
cardholder. For information about a custom button, see JavaScript Example: Client-Defined Trigger
for Click to Pay or PAN Entry (on page 241).

! Important: Your implementation consultant will ask you for a mock-up of your payment
flow for confirmation that it is compliant with the Click to Pay Ul design standards.

Recognized Click to Pay Customer

The cardholder is presented with their stored Click to Pay cards in the Ul when they are on a
recognized device:

Recognized Click to Pay Customer Ul

| » e----.e@email.com Switch ID
@ visa ... ss55
VISA ...- 5678

% Reward points with this card

Enter card manually
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Unrecognized Click to Pay Customer

When the cardholder has a Click to Pay account but is not on a registered device, they receive a one-
time password to their registered email address and phone number to authenticate their identity

before their stored Click to Pay credentials are shown:

Unrecognized Click to Pay Customer on a Recognized Device Ul

Click to Pay has found your linked
cards

To access your cards, enter the code
sent to +44 «ceee cone 233 and
[SEITREeS e@email.com

123456

Resend cod

Skip verification next time v/

Verify and continue

To access a different set of linked cards
Switch ID

No Click to Pay Account

When the cardholder does not have a Click to Pay account, they can provide a new email address to
perform a new lookup or they can choose to enter their card details manually. The cardholder can
make a one-time payment or complete the payment and choose to create a Click to Pay account for

future use:
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No Click to Pay Account Ul

CONTACT DETAILS

m
~

example@email.com

+44 7412 112233

PAYMENT DETAILS:

Card number

{ )
Expiry MM/YY cw

{ J )
First name Last name

{ ) J

Click to Pay didn't find linked cards for
example@email.com

Switch ID

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Click to Pay Ul Examples

This section contains Ul examples of how you should display Click to Pay on your payment page. For
information about how to display the Ul, see JavaScript API Reference (on page 341).

Click to Pay Replaces PAN Capture

Click to Pay is the card entry payment option within your payment page.
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Click to Pay Replaces PAN Capture Ul Example 1

Bl <|> Q@ AL g a
usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN
FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O W

Your basket

Order summary
Unisex Cotton Hoodie

Black / Large Subtotal: $80.00
-1 + $55.00 Shipping: FREE
Tax: $16.00
. Classic Baseball Cap Total: $ 96.00
E Grey / Medium
| -1+ $25.00 .
The Click to Pay button
< replaces PAN capture
[ E® carapayment } option, becoming the sole
. PAN capture model.
G Pay
visa @ BB
Click to Pay Replaces PAN Capture Ul Example 2
® < > o O A e 4} a

Sign Out

STEP30OF3
Choose how to pay

Your payment is encrypted and you can change how
you pay anytime

Secure for peace of mind.
Cancel easily online.

End-to-end encryption

Gift Code > 0

e B ? The Click to Pay button
= ) replaces PAN capture
CO cronmncen > option, becoming the sole
PAN capture model.
visA @

For information about how to configure this U], see Loading the JavaScript Library (on page 238).
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Click to Pay as Radio Button

Click to Pay is a radio button for the card entry payment option within your payment page. When the
cardholder selects this option, the Click to Pay payment flow is loaded.

Click to Pay Radio Button Example Ul

B <|>p @ O %4 (2 m]

usom FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O W

Your basket

Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $80.00
-1 + $55.00 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00 0

ooy The Click to Pay button
replaces PAN capture

} option, becoming the sole

} PAN capture model.

-1 + $25.00

{ 0] E@ Card payment
{ O Google Pay
{ O Apple Pay }

visa @ B

Click to Pay Icon on Radio Button

You can host the radio selection option for card payment with the Click to Pay icon displayed on
the payment label. The Unified Checkout flow loads when the cardholder selects this option. For
information about customizing how to trigger Unified Checkout, see JavaScript Example: Client-
Defined Trigger for Click to Pay or PAN Entry (on page 410).
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Click to Pay Icon on Radio Button Example Ul

® < > 1m] O Ad z a

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O v

Your basket
Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $80.00
-1 + $ 5500 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00 Q

Grey / Medium
! The Click to Pay button
replaces PAN capture
} option, becoming the sole
PAN capture model.

o

-1+ $25.00

{O E@ visa @

{ O Google Pay }
{ O Apple Pay }

visA @ BB

Load Click to Pay Automatically From Trigger

You can load the Unified Checkout JavaScript flow within your own payment button without
requiring the cardholder to select a card payment option. This example shows a recognized user
payment flow where the cardholder's information is shown automatically next to the other payment
methods hosted within your payment page. For information about customizing how to trigger
Unified Checkout, see JavaScript Example: Client-Defined Trigger for Click to Pay or PAN Entry (on
page 410).

Digital Accept Secure Integration | Introduction to Unified Checkout | 183



Click to Pay Loaded Automatically From Trigger Ul

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

~

Your basket

Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $ 80.00
— 1+ $55.00 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00

£ Grey / Meaum
~ -1+ $ 25.00

example@email.com
+44 7412 112233

[ Google Pay }

[ Apple Pay }

Card Payment Options with Click to Pay in Ul

Do not present the Unified Checkout payment button as a separate payment method from the card
payment button. If you do this, the cardholder is not prompted with their Click to Pay cards and must

manually enter their payment details. They will also not have the option to store their card within
Click to Pay for future use.

These examples show multiple card payment options and Click to Pay in a Ul:
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Multiple Card Payment Options in Ul Example 1

D <|> D A g a

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

Your basket

Order summary
Unisex Cotton Hoodie

Black / Large Subtotal: $80.00
-1 + $ 5500 Shipping: FREE
Tax: $16.00
Classic Baseball Cap Total: $ 96.00
5 Grey / Medium
[ -1 + $25.00 Express checkout e
[ E@® corapayment } Inserting the Click to
e PAN capme
Y the PAN capture
Wl
GPay
redundant capture
vsa @ 6B methods, potentially
confusing users and
Choose payment method reducing the
o Cicktopay
implementation.
Multiple Card Payment Options in Ul Example 2
® <> M O ®* © O

Sign Out

STEP30OF3
Choose how to pay

Your payment is encrypted and you can change how
you pay anytime

Secure for peace of mind.

Cancel easily online.
End-to-end encryption e

Creditor DebitCard  Visa @0 W8 > Inserting the Click to Pay button
alongside the PAN capture
paypal B > options creates redundant
capture methods, potentially
Gift Code > confusing users and reducing the
effectiveness of your Click to Pay
E@® creceovmincara > implementation.
visa @
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Multiple Card Payment Options in Ul Example 3

000 < > O™ O 4 g a

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

Your basket

Order summary
Unisex Cotton Hoodie o

Black / Large Subtotal: $80.00
-1 + $ 5500 Shipping: FREE
Tax: $16.00

Classic Baseball Cap oy Total: $ 96.00

f Grey / Medium
| i -1 + $ 2500 Express checkout

Inserting the Click to
Pay button alongside

{O VISA @

o Google Pay the PAN capture
options creates
redundant capture

methods, potentially
confusing users and
reducing the
effectiveness of your
Click to Pay
implementation.

{ O Apple Pay
{ O E@ VISA @

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Paze

Paze is an online checkout option, or digital wallet, that enables you to offer customers a fast and
secure way to make purchases online. This section includes information about accepting Paze
payments with your Unified Checkout integration.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Paze Ul

These screen captures show the sequence of events your customer can expect when completing a
payment with Paze.
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Merchant Logo

BryansBikes

450 Bellevue Square, Bellevue, WA 98004
425-454-8096

Enter your email

Get offers delivered directly to your inbox...

bryan@visa.com

’ Continue

Collecting an email for Paze lookup

[ O N J Paze

@& sandbox.digitalwallet.earlywarning.com/web/otp?...

e po ze'“ BryansBikes

Subtotal $100.95

Confirmit's you.

Enter the security code sent to the number
ending in 6749 to confirm it's you.

Didn't receive a code? Send a new code.

Exit Paze and return to BryansBikes

Optout

Paze one-time password

Paze Ul

Merchant Logo

BryansBikes

450 Bellevue Square, Bellevue, WA 98004
425-454-8096

A1 Helmet w/MIPS Classic

This lightweight, fully encapsulated helmet
maximum coverage and dimension to keep you
safe and protected in all riding conditions.

Price: Enter Qty.:

Max 10

Total $100.95

B3 Checkout with card

v @EE e 5 =

Paze in the payment method list

[ N J Paze

@ sandbox.digitalwallet.earlywarning.com/web/conf...

pa Ze‘“ BryansBikes

Subtotal $100.95

Payment v
Your Bank
weee $568
visa
Shipping v
Kalpesh Vaidya

901 Metro Center Blvd
Foster City, CA 94404, United States

Contact

kalpesh@paze.com

Confirm details (]

Exit Paze and return to BryansBikes

poze

Check out at
BryansBikes with
Paze, a new digital
wallet offered by
your bank or credit
union.

Get started with a one-time SMS code to
access your eligible cards from a single wallet.
No entering full card numbers. No new
username or password. Always up-to-date
payment.

TRUIST

[Bbank g|gn® cHAsEO  @PNC

Continue with Paze

Exit Paze and return to BryansBikes

Privacy Notice | Optout

Paze explainer

9:41 ol T @@
@ PaybyLink.com

@ Success! thank you for your payment. X

Paze payment method selection

Merchant Logo

BryansBikes

450 Bellevue Square, Bellevue, WA 98004
425-454-8096

A1 Helmet w/MIPS Classic

This lightweight, fully encapsulated helmet maximum
coverage and dimension to keep you safe and
protected in all riding conditions.

$50.00 x 2 $100.95
Total $100.95
Transaction date 02/02/2023 at 11:20 AM PST
Transaction ID A68890-20
Auth code A12234
Payment method VISA **** 6568

Billing address
901 Metro Center Blvd
Foster City, CA 94404

Shipping address
Kalpesh Vaidya

901 Metro Center Blvd
Foster City, CA 94404

Paze payment confirmation
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Alternative Payment Methods

This section describes the alternative payment methods you can use in your Unified Checkout
integration. After you successfully integrate one payment method, you can add another from the
same category with minimal adjustments to your existing configuration.

e Online Bank Transfers (on page 190)
e Buy Now, Pay Later (on page 205)
 Post-Pay Reference Payments (on page 211)

e Alternative Payment Wallets (on page 216)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Online Bank Transfers

Online bank transfers enable customers to complete their purchase by securely logging into their
online banking environment. This method is secure, trusted, and widely used in many European
countries.

Important: Before you can enroll in these alternative payment method on Unified Checkout,
you must first be enabled for the alternative payment platform. Contact your portfolio
administrator for more information.

This is how online bank transfers work:
Online Bank Transfers
H fi m Q fi w
(. ©

Customer selects OBT Customer selects Customer enters Bank completes Merchant displays
their bank from a list account credentials payment payment confirmation

1. The customer chooses online bank transfer as their payment method during checkout.

2. The customer chooses their bank from the list of available banks and is redirected to their
bank's website or application where they are prompted to enter their account credentials.

3. The customer confirms their payment and completes the authorization process.
4. The customer is notified that the payment is complete.

5. The customer returns to your website for payment confirmation.
Unified Checkout supports these online bank transfer payment methods:

e Bancontact

e DragonPay

e iDeal

e Multibanco

e MyBank
 Przelewy24|P24

 Tink Pay By Bank
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Online Bank Transfer Payment Methods

Payment Capture Capture Separate PaymentCo Customer | Customer
Method Context Context Capture? nfirmation Country ISO Curre
allowedPay completeM (Country ncy Code
mentTypes andate.type Code)
iDEAL IDEAL CAPTURE Or No Immediate | Netherlands | EUR
PREFER_AUTH (NL)
Multibanco |MULTIBANCO |CAPTUREor | No Immediate | Portugal EUR
PREFER_AUTH (PT)
Przelewy24 | PRZELEWY24 |CAPTUREoOr | No Immediate | Poland (PL) | PLN
PREFER_AUTH
Bancontact | BANCONTACT | CAPTUREor | No Immediate | Belgium EUR
PREFER_AUTH (BE)
MyBank MYBANK CAPTURE or No Immediate | Italy (IT) EUR
PREFER_AUTH _
- Belgium
(BE)
Portugal
(PT)
Spain (ES)
DragonPay | DRAGONPAY CAPTUREOr | No Immediate | Philippines | PHP
PREFER_AUTH (PH)
Tink Pay by | TINKPAYBYB | CAPTURE or | No Immediate | France (FR)  EUR

Bank ANK PREFER_AUTH
Germany EUR

(DE)
Ireland (IE) | EUR

Netherlands | EUR
(NL)

Spain (ES) EUR
United GBP

Kingdom
(GB)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Bancontact

Bancontact enables customers to make secure online and in-store purchases directly from their bank
accounts. Bancontact is a leading payment method in Belgium.

When the total amount of the order is outside the range of accepted transaction amounts, the
Bancontact payment button is not displayed in Unified Checkout. These are the accepted transaction
amounts:

e Minimum transaction amount: EUR 0.01

e Maximum transaction amount: Not applicable

Opt in to Bancontact on Unified Checkout
Follow these steps to opt in to Bancontact on Unified Checkout:

1. Add Bancontact to your integration by adding BANCONTACT to the allowedPaymentTypes field
object within the capture context request.

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you support more than one payment type and must perform an authorization where funds
are collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds will
be captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
- data.orderInformation.billTo.country
> data.orderInformation.billTo.firstName
° data.orderInformation.billTo.lastName
4. Include this optional field for online bank transfers in the capture context request:
> data.orderInformation.billTo.address1

o data.orderInformation.billTo.email
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

DragonPay

DragonPay provides Filipino customers and businesses with a secure payment channel that does not
require customers to be banked or have a credit card. Customers can make purchases online and pay
by bank transfer.

When the total amount of the order is outside the range of accepted transaction amounts, the
DragonPay payment button is not displayed in Unified Checkout. These are the accepted transaction
amounts:

e Minimum transaction amount: PHP 50.01

e Maximum transaction amount: Not applicable

Opt in to DragonPay on Unified Checkout
Follow these steps to opt in to Multibanco on Unified Checkout:

1. Add DragonPay to your integration by adding DRAGONPAY to the allowedPaymentTypes field
object within the capture context request.

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds are
captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
- data.orderInformation.billTo.country
- data.orderInformation.billTo.firstName

o data.orderInformation.billTo.lastName
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4. Include this optional field for online bank transfers in the capture context request:
- data.orderInformation.billTo.address1

- data.orderInformation.billTo.email

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Tink Pay By Bank
Tink is an alternative payment method that uses the pay by bank payment method. Tink Pay By Bank
enables customers to make payments directly from their bank account to the seller's account and

bypasses traditional payment methods such as credit cards.

When the total amount of the order is outside the range of accepted transaction amounts, Tink Pay
By Bank is not displayed in Unified Checkout.

These are the accepted transaction amounts for the United Kingdom (GB):

e Minimum transaction amount: Not applicable

e Maximum transaction amount: GBP 8,500
These are the accepted transaction amounts for the European Union (EU):

e Minimum transaction amount: Not applicable

e Maximum transaction amount: EUR 10,000

Opt in to Tink Pay By Bank on Unified Checkout
You can enable Tink Pay By Bank from the Unified Checkout merchant experience section in the
Business Center. For information about how to enable Tink Pay By Bank using the Business Center,

see Configure Payment Options (on page 253).

You can also enable Tink Pay By Bank using the Unified Checkout vi/sessions API. Follow these steps
to opt in to the Tink Pay By Bank payment method using the API:
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1. Add Tink Pay by Bank to your integration by adding TINKPAYBYBANK to the
allowedPaymentTypes field object within the capture context request.

2. To use Tink Pay By Bank in your selected country, you must set the country field value to the
correct value in the capture context request:

Tink Pay By Bank country Field Values

Country country Field Value
France FR
Germany DE
Ireland IE
Netherlands NL
Spain ES
United Kingdom GB

3. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds are
captured immediately for the online bank transfer.

4. To use Tink Pay By Bank in your selected country, you must set the
data.orderInformation.billTo.country field value to the correct value in the capture context
request:

Tink Pay By Bank data.orderInformation.billTo.country Field Values

Country data.orderInformation.b
illTo.country Field Value

France FR
Germany DE
Ireland IE
Netherlands NL
Spain ES
United Kingdom GB

5. To use Tink Pay By Bank in your selected country, you must set the
data.orderInformation.amountDetails.currency field value to the correct value in the
capture context request:
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Tink Pay By Bank data.orderinformation.amountDetails.currency Field Values

Country data.orderInformation.amount
Details.currency Field Value

France EUR
Germany EUR
Ireland EUR
Netherlands EUR
Spain EUR
United Kingdom GBP

6. Include this optional field for online bank transfers in the capture context request:

o

data.orderInformation.billTo.firstName
data.orderInformation.billTo.lastName
data.orderInformation.shipTo.address1
data.orderInformation.shipTo.address2
data.orderInformation.shipTo.country
data.orderInformation.shipTo.district
data.orderInformation.shipTo.firstName
data.orderInformation.shipTo.lastName
data.orderInformation.shipTo.locailty

data.orderInformation.shipTo.postalCode

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox

Business Center Test

Business Center Production

Customer Support
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iDeal

iDEAL enables customers to pay online through their mobile banking app or online bank account and
provides you with a payment guarantee. iDEAL supports these banks:

e ABN AMRO

e ASN Bank

e bunq

* ING

e Knab

e Rabobank

» RegioBank
 Revolut

e SNS

» Svenska Handelsbanken
e Triodos Bank

e Van Lanschot

When the total amount of the order is outside the range of accepted transaction amounts, the iDeal
payment button is not displayed in Unified Checkout. These are the accepted transaction amounts:

e Minimum transaction amount: EUR 0.01

e Maximum transaction amount: Subject to transaction approval from the customer's account.

Opt in to iDeal on Unified Checkout
Follow these steps to opt in to iDeal on Unified Checkout:

1. Add iDeal to your integration by adding IDEAL to the allowedPaymentTypes field object within
the capture context request.

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

Digital Accept Secure Integration | Introduction to Unified Checkout | 197



If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds are
captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
- data.orderInformation.billTo.country
> data.orderInformation.billTo.firstName
- data.orderInformation.billTo.lastName
4. Include this optional field for online bank transfers in the capture context request:
> data.orderInformation.billTo.address1

- data.orderInformation.billTo.email

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

MyBank

MyBank enables customers to pay for their online purchases in an easy and safe way using real-time
bank transfers. MyBank customers complete payments by selecting their bank and logging in with
their online banking credentials.

When the total amount of the order is outside the range of accepted transaction amounts, the
MyBank payment button is not displayed in Unified Checkout. These are the accepted transaction

amounts:

e Minimum transaction amount: EUR 0.01

e Maximum transaction amount: EUR 999,999,999.99

Opt in to MyBank on Unified Checkout

Follow these steps to opt in to MyBank on Unified Checkout:
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1. Add MyBank to your integration by adding MyBANK to the allowedPaymentTypes field object
within the capture context request.

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds are
captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
- data.orderInformation.billTo.country
> data.orderInformation.billTo.firstName
- data.orderInformation.billTo.lastName
4. Include this optional field for online bank transfers in the capture context request:
> data.orderInformation.billTo.address1

- data.orderInformation.billTo.email

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Multibanco
Multibanco enables customers to pay for a range of goods and services by bank transfer. These
services include e-commerce, licenses, and taxes post-purchase. Multibanco is supported by all banks
in Portugal.
When the total amount of the order is outside the range of accepted transaction amounts, the
Multibanco payment button is not displayed in Unified Checkout. These are the accepted transaction
amounts:

e Minimum transaction amount: No minimum

e Maximum transaction amount: EUR 99,999
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Opt in to Multibanco on Unified Checkout
Follow these steps to opt in to Multibanco on Unified Checkout:

1. Add Multibanco to your integration by adding MULTIBANCO to the allowedPaymentTypes field
object within the capture context request.

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds are
captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
- data.orderInformation.billTo.country
> data.orderInformation.billTo.firstName
- data.orderInformation.billTo.lastName
4. Include this optional field for online bank transfers in the capture context request:
> data.orderInformation.billTo.address1

- data.orderInformation.billTo.email

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Przelewy24|P24

Przelewy24, or P24, is a Poland-based real-time online bank transfer payment method. P24 is one of
the most popular payment methods in Poland covering all major consumer banks.

When the total amount of the order is outside the range of accepted transaction amounts, the P24
payment button is not displayed in Unified Checkout. These are the accepted transaction amounts:
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e Minimum transaction amount: PLN 0.01, EUR 0.01

e Maximum transaction amount: PLN 55,000.00, EUR 12,500.00

Opt in to Przelewy24|P24 on Unified Checkout
Follow these steps to opt in to Przelewy24|P24 on Unified Checkout:

1. Add Przelewy24|P24 to your integration by adding PRZELEWY24 to the allowedPaymentTypes
field object within the capture context request.

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you support more than one payment type and must perform an authorization where funds
are collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds will
be captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
- data.orderInformation.billTo.country
> data.orderInformation.billTo.email
> data.orderInformation.billTo.firstName
- data.orderInformation.billTo.lastName
4. Include this optional field for online bank transfers in the capture context request:

- data.orderInformation.billTo.address1

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Verify Status for Online Bank Transfers

When the status of your payment request is PENDING, you can verify the status by using the URL
method and the payload that is included in the transactionStatus.url field in the webhook response:
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"payl oad": {
"transacti onResult": {
"id": "7557753337236357904806",
"rootld": "7557753337236357904806",
"reconciliationld": "XFZ40EJPG.5K",
"subm t Ti meUTC": "2025-08-21T11: 22: 137",

"merchant|d": "uc_apmtester004"
} L
"transactionStatus": {

“url™:

"https://apitest.cybersource.contss/v2/transacti ons/7557753337236357904806",
"met hod": " CGET"

You can also send a request to this endpoint to verify the status:
Production:GET https://api.cybersource.com/tss/v2/transactions/{id}
Test:GET https://apitest.cybersource.com/tss/v2/transactions/{id}

The {id} is the ID that is returned in the webhook response. For more information, see Webhooks
Support (on page 278).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Verify Status for Online Bank Transfers (Tink Pay By Bank)

When the status of your payment request is PENDING, you can verify the status by using the URL
method and the payload that is included in the transactionStatus.url field in the webhook response:

"payl oad": {
"transacti onResul t": {
"subm t Ti meUtc": "2025-07-22T08: 16: 242",
"reconciliationld": "KPUIHD4X2G31",
"processor|nformation": {
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"responseCode": "00004"
(¥
"id": "7531173918516064204807",
"message": "Request was processed successfully.",
"status": "SETTLED

(¥
"transactionStatus": {
“url":
"https://api.cybersource. conl pts/v2/refresh-paynent-status/753117391851606420480
™,

"met hod": "POST",
"payl oad": {

"clientReferencel nformation": {

"applicati onNane": "unifiedCheckout"

(¥

"processi ngl nformation": "processinglnformation",

"paynent | nformation": {

"paynent Type": ({
"met hod": {
"name": "tinkPayByBank"
(¥

nane": "bankTransfer"

You can also send a request to this endpoint to verify the status:
Production:POST https://api.cybersource.com/pts/v2/refresh-payment-status/{id}
Test:POST https://apitest.cybersource.com/pts/v2/refresh-payment-status/{id}

The {id} is the ID that is returned in the webhook response. For more information, see Webhooks
Support (on page 278).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Handle Responses

When Unified Checkout automatically processes a payment with autoProcessing is set to true or

you have set autoProcessing to false and are using checkout.Complete(), you must handle both
successful responses and various errors. After the payment is complete, the completeResponse field
object contains information about the transaction outcome.

When a payment is processed successfully, you must parse the response to confirm the payment
status, update their order records, and trigger any post-payment workflows. Post-payment
workflows include sending confirmation emails or updating inventory. See JavaScript Example:
Processing a Payment (on page 241).

Your error handling should account for specific cases such as COMPLETE_TRANSACTION_CANCELED and
COMPLETE_TRANSACTION_FAILED. COMPLETE_TRANSACTION_CANCELED occurs when the user cancels the
transaction and COMPLETE_TRANSACTION_FAILED indicates that the consumer’s transaction failed.

For PPRO-enabled online bank transfers, only cancellation errors are returned, and Tink Pay By Bank
returns failure and cancellation errors. For information about possible errors that can occur when
calling the complete API see UnifiedCheckoutError (on page 329) in Handle Errors (on page 329).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Buy Now, Pay Later

Buy Now, Pay Later payment methods enable customers to purchase goods or services immediately
and pay in installments over time. With Buy Now, Pay Later, you are paid immediately and in

full, while your customers pay nothing or only a portion of the total at the time of purchase. The
remaining balance is typically spread over equal, often interest-free, payments.

Buy Now, Pay Later is increasingly popular for both online and in-store purchases.

Important: Before you can enroll in these alternative payment method on Unified Checkout,
you must first be enabled for the alternative payment platform. Contact your portfolio
administrator for more information.

This is how Buy Now, Pay Later works:

Buy Now, Pay Later

e exezlen

Customer selects BNPL Customer chooses Unpaid amountis You receive full
how much to pay paid ininstallments payment

1. The customer chooses their Buy Now, Pay Later payment method during checkout.

2. The customer chooses how much they want to pay, such as nothing, installments, or the total
amount.

3. The unpaid amount is divided into equal installments that are paid over a fixed amount of time.

4. You receive the full payment after the customer completes checkout, and the Buy Now, Pay
Later provider collects the installment payments from your customer.

Unified Checkout supports the Afterpay/Clearpay and Paypal Buy Now, Pay Later payment methods.

Buy Now, Pay Later Payment Method Support

Payment Capture Capture Separate Payment Co| Customer  Customer
Method Context Context Capture? nfirmation Country ISO Curre
allowedPay completeM (Country ncy Code
mentTypes andate.type Code)
Afterpay AFTERPAY CAPTURE No Immediate | Canada (CA) | CAD
AUTH or Yes Delayed

PREFER_AUTH
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Buy Now, Pay Later Payment Method Support (continued)

Payment Capture Capture Separate PaymentCo Customer | Customer
Method Context Context Capture? nfirmation Country ISO Curre
allowedPay completeM (Country ncy Code
mentTypes andate.type Code)
CAPTURE No Immediate | Australia AUD
(AU)
AUTH or Yes Delayed
PREFER_AUTH
CAPTURE No Immediate | New NZD
Zealand
AUTH or Yes Delayed
(NZ)
PREFER_AUTH
Cash App CAPTURE No Immediate | United usD
Aft States (US
erpay AUTH or Yes Delayed ates (US)
PREFER_AUTH
Clearpay CAPTURE No Immediate | Great GBP
Britain (GB
AUTH or Yes Delayed ritain (GB)

PREFER_AUTH

For information on ISO country codes, see ISO Standard Country Codes.

For information on ISO currency codes, see [SO Standard Currency Codes.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Afterpay

Afterpay is a Buy Now, Pay Later service that allows customers to purchase items immediately and
pay for them in four interest-free installments over a period of 6 weeks. Afterpay is also known as
Clearpay in the UK, and Cash App Afterpay in the US. For more information, see the Afterpay and
Clearpay Developer Guide.

When the total amount of the order is outside the range of accepted transaction amounts, the

Afterpay/Clearpay payment button is not displayed in Unified Checkout. These are the accepted
transaction amounts:
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e Minimum transaction amount: 1 (CAD, AUD, NZD, USD, and GBP)

e Maximum transaction amount: Not applicable

Opt in to Afterpay on Unified Checkout
Follow these steps to opt in to the Afterpay/Clearpay payment method in Unified Checkout:

1. Add Afterpay to your integration by adding AFTERPAY to the allowedPaymentTypes field within
the capture context request. The default field value is AFTERPAY even if you want to support Cash
App Afterpay in the US or Clear Pay in the UK.

2. Set the completeMandate.type field value to AUTH, CAPTURE or PREFER_AUTH.

You can perform a sale and capture the funds immediately if you include the
completeMandate.type field in the capture context request and set the value to CAPTURE.

You can capture the funds later if you include the completeMandate.type field in the capture
context request and set the value to AUTH. When you capture the funds later, you must perform a
capture using the payments API. See Captures (on page 210).

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. You must perform
a capture using the payments API when an authorization is performed. A capture is performed

automatically if an authorization is not allowed by the payment type.

3. Include these required fields in the capture context request:
- data.orderInformation.billTo.email
- data.orderInformation.billTo.firstName
- data.orderInformation.billTo.lastName
- data.orderInformation.billTo.address1
- data.orderInformation.billTo.locality
> data.orderInformation.billTo.postalCode
- data.orderInformation.billTo.administrativeArea
- data.orderInformation.billTo.country

4. Include these optional fields in the capture context request:

! Important: These fields are required when the requestShipping field is set to true.
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- data.orderInformation.shipTo.firstName

> data.orderInformation.shipTo.lastName

> data.orderInformation.shipTo.address1

- data.orderInformation.shipTo.locality

- data.orderInformation.shipTo.postalCode

- data.orderInformation.shipTo.administrativeArea

- data.orderInformation.shipTo.country

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Verify Status for Afterpay

When the status of your payment request is PENDING, you can verify the status by sending a POST
request to the URL that is included in the transactionStatus.url field in the webhook response:

"payl oad": {
"transacti onResult": {
"subm t Ti meUt c": "2025-07-22T08: 16: 242",
"reconciliationld": "KPUJHD4X2G31",
"processorlnformation”: {
"responseCode”: "00004"
I
"id": "7531173918516064204807",
"nessage”: "Request was processed successful ly.",
"status": "SETTLED
I
"transactionStatus": {
“url":
"https://apitest.cybersource.com pts/v2/refresh-paynent-status/753117391851606420
4807",
“met hod": "POST",
"payl oad": {
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"clientReferencel nformation": {
"applicati onNane": "unifiedCheckout"

}
"processingl nformation": {
"actionList": [
" AP_STATUS"

]
}
"paynent | nformation": {
"payment Type": {
"met hod": {
"nane": " AFTERPAY"

b,
"nane": "I NVO CE"

You can also send a request to this endpoint to verify the status:
Production: POST https://api.cybersource.com/pts/v2/refresh-payment-status/{id}

Test: POST https://apitest.cybersource.com/pts/v2/refresh-payment-status/{id}

The {id} is ID that is returned in the webhook response. For more information, see Webhooks
Support (on page 278).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Handle Responses

When Unified Checkout automatically processes a payment with autoProcessing is set to true or

you have set autoProcessing to false and are using checkout.Complete(), you must handle both
successful responses and various errors. After the payment is complete, the completeResponse field
object contains information about the transaction outcome.
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When a payment is processed successfully, you must parse the response to confirm the payment
status, update their order records, and trigger any post-payment workflows. Post-payment
workflows include sending confirmation emails or updating inventory. See JavaScript Example:
Processing a Payment (on page 241).

Your error handling should account for specific cases such as COMPLETE_TRANSACTION_CANCELED and
COMPLETE_TRANSACTION_FAILED.COMPLETE_TRANSACTION_CANCELH)occursvvhentiuausercancelsthe
transaction and COMPLETE_TRANSACTION_FAILED indicates that the consumer’s transaction failed.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Captures

When you set the completeMandate.type field value to AUTH or PREFER_AUTH, you must send a
request to capture an authorized payment. Full and partial captures are supported.
Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments/{id}/captures

Test: POST https://apitest.cybersource.com/pts/v2/payments/{id}/captures

The {id} is the transaction ID returned in the authorization response.

Example: Authorization Response from Unified Checkout

"details": {
“clientReferencel nformation": {
"code": "1753351101383"
b
"orderInformation": {
"anmount Detai | s": {
"currency": "USD',
“total Anpunt": "21.00"
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"processor|nformation": {
"approval Code": "AUTH456789",
"responseCode": "00003",
"responseDetail s": "00003",
"transactionld": "2016011808153910011808153AUTH"
}
"reconciliationld": "04RYADD29YRO',
"subm t Ti meUtc": "2025-07-24T09: 58: 212"

}
"id": "7533511014286971803092",

"message": "Request processed successfully."”,
"out cone": " AUTHORI ZED",
"status": "AUTHORI ZED'

Response Status
Cybersource responds to your capture request with one of these statuses:

e FAILED: The capture request failed.

e PENDING: The capture request is accepted but not captured. Send a request to the check status
service to retrieve status updates.

e SETTLED: The capture request is settled for the amount requested.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Post-Pay Reference Payments

Post-pay reference payments provide an alternative way for your customers to complete online
purchases using cash. During checkout, customers select a voucher payment option and receive a
unique code or payment slip. To finalize their purchase, they visit a designated offline location, such
as a convenience store or payment kiosk, and pay the required amount in person. Once the payment
is made, the merchant receives a notification that they can process the order.

Post-pay reference payments are widely used in countries where cash transactions are common or
where many customers don’t have access to credit or debit cards.
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Important: Before you can enroll in these alternative payment method on Unified Checkout,
you must first be enabled for the alternative payment platform. Contact your portfolio
administrator for more information.

This is how post-pay reference payments work:
SEEm— SEm— SEEm—
[0}
. H
o

=

| S —— ~————
Customer selects Customer receives Customer presents Customer notified
voucher-based voucher voucher at store that the payment is
payment method complete

1. The customer selects a convenience store/voucher payment method during checkout.
2. The customer receives their payment code/voucher or QR code.
3. The customer presents the payment code/voucher or QR in-store to complete the payment.

4. The customer receives a notification that the payment is complete.

Unified Checkout supports the Konbini voucher-based payment option:

Post-Pay Reference Payment Support

Payment Capture Capture Separate Payment Co| Customer  Customer
Method Context Context Capture? nfirmation Country ISO Curre
allowedPay completeM (Country ncy Code
mentTypes andate.type Code)
Konbini KONBINI CAPTURE or | No Immediate | Japan (JP) JPY

PREFER_AUTH

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Konbini

Konbini is used to make cash payments in Japan. Konbini payments enable your customers to pay for
bills and online purchases at convenience stores in Japan.To complete a transaction, your customers
receive payment codes for specific convenience stores and a confirmation number. Customers must
then bring the information to a convenience store to make a cash payment. Your customers can pay
at these convenience stores in Japan:

e 7-Eleven

e Family Mart

e Lawson

e Ministop

e Seicomart
You receive the payment confirmation immediately and the funds are available after 4 business days.
When the total amount of the order is outside the range of accepted transaction amounts, the

Konbini payment button is not displayed in Unified Checkout. These are the accepted transaction
amounts:

e Minimum transaction amount: JPY 1

e Maximum transaction amount: Not applicable

Opt in to Konbini on Unified Checkout
Follow these steps to opt in to the Konbini payment method in Unified Checkout:

1. Add Konbini to your integration by adding KoNBINI to the allowedPaymentTypes field within
the capture context request.

2. Set the completeMandate.type field value to AUTH, CAPTURE or PREFER_AUTH.

You can perform a sale and capture the funds immediately if you include the
completeMandate.type field in the capture context request and set the value to CAPTURE.

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. You must perform
a capture using the payments API when an authorization is performed. A capture is performed

automatically if an authorization is not allowed by the payment type.

3. Include these required fields in the capture context request:
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- data.orderInformation.billTo.country

> data.orderInformation.billTo.firstName

- data.orderInformation.billTo.lastName

> data.orderInformation.billTo.phoneNumber

4. Include these optional fields in the capture context request:

¢ Important: These fields are required when the requestShipping field is set to true.

o data.orderInformation.billTo.address1

o data.orderInformation.billTo.email

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Verify Status for Post-Pay Reference

When the status of your payment request is PENDING, you can verify the status by sending a POST
request to the URL that is included in the transactionStatus.url field in the webhook response:

"payl oad": {
"transacti onResult": {
"id": "7557753337236357904806",
"rootld": "7557753337236357904806",
"reconciliationld": "XFZ40EJPG.5K",
"subm t Ti meUTC": "2025-08-21T11: 22: 137",

"merchantld": "uc_apmtester004"
} t
"transactionStatus": {

“url":

"https://apitest.cybersource.contss/v2/transacti ons/7557753337236357904806",
"met hod": " GET"
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You can also send a request to this endpoint to verify the status:
Production:GET https://api.cybersource.com/tss/v2/transactions/{id}
Test:GET https://apitest.cybersource.com/tss/v2/transactions/{id}

The {id} is the ID that is returned in the webhook response. For more information, see Webhooks
Support (on page 278).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Handle Responses

When Unified Checkout automatically processes a payment with autoProcessing is set to true or

you have set autoProcessing to false and are using checkout.Complete(), you must handle both
successful responses and various errors. After the payment is complete, the completeResponse field
object contains information about the transaction outcome.

When a payment is processed successfully, you must parse the response to confirm the payment
status, update their order records, and trigger any post-payment workflows. Post-payment
workflows include sending confirmation emails or updating inventory. See JavaScript Example:
Processing a Payment (on page 241).

Your error handling should account for specific cases such as COMPLETE_TRANSACTION_CANCELED which
is returned when the user cancels the transaction.

For PPRO-enabled online bank transfers, only cancellation errors are returned. For information
about possible errors that can occur when calling the complete API see UnifiedCheckoutError (on
page 329) in Handle Errors (on page 329).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
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API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Alternative Payment Wallets

Digital wallets are secure applications or services that enable users to store payment details, such as
debit or credit cards electronically.

For online transactions, the wallet securely passes a payment token to the merchant or payment
processor. This means that you do not handle sensitive customer data directly. This reduces friction
at checkout, improves conversion rates, and enhances security through built-in authentication and
tokenization.
Wallets are best suited for one-time online purchases and express checkout experiences. Support for
subscriptions and recurring payments varies by wallet, so you must ensure compatibility if future
charges or merchant-initiated transactions are required.
Unified Checkout supports these wallet-based payment options:

e PayPal

e Venmo

This is how payments with digital wallets work:
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Customer-facing mobile flow
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Customer selects a wallet Customer enters Customer notified that
payment method during checkout wallet credentials the paymentis complete

Customer-facing web flow

= | oe—| .| 0w
@ )

Customer selects a wallet Customer uses mobile Customer notified that
payment method during checkout device to confirm payment the paymentis complete

Digital Wallet Payment Support

Payment Capture Capture Separate Payment Co| Customer  Customer
Method Context Context Capture?  nfirmation @ Country ISO Curre
allowedPay completeM (Country ncy Code
mentTypes andate.type Code)
PayPal PAYPAL AUTH Yes Delayed Global AUD, CAD,
CHF, CZK,
PREFER_AUTH DKK, EUR,
GBP, HKD,
PayPal CAPTURE No Immediate NOK, NZD,
PLN, SEK,
SGD, and
UsD
Venmo VENMO AUTH Yes Delayed United usD

States (US)
PREFER_AUTH

Venmo CAPTURE No Immediate
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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PayPal

PayPal is a secure and convenient payment service that your customers can use to make payments
without directly using their bank accounts or credit cards. PayPal gives yours customers the option
to pay in installments over time with PayPal Pay Later while also giving you the full payment
immediately. These installments are available:

 Pay in 3: Pay in three installments. Available in the UK.
 Pay in 4: Pay in four installments. Available in the US.

e Pay Monthly: Pay in monthly recurring installments.

Opt in to Paypal on Unified Checkout

You can enable Paypal from the Unified Checkout merchant experience section in the Business
Center. For information about how to enable Paypal using the Business Center, see Configure
Payment Options (on page 253).

You can also enable Paypal using the Unified Checkout vi/sessions API. Follow these steps to opt in
to the Paypal payment method using the API:

1. Add Paypal to your integration by adding PAYPAL to the allowedPaymentTypes field within the
capture context request.

2. Set the completeMandate.type field value to AUTH, CAPTURE or PREFER_AUTH.

You can perform a sale and capture the funds immediately if you include the
completeMandate.type field in the capture context request and set the value to CAPTURE.

You can capture the funds later if you include the completeMandate.type field in the capture
context request and set the value to AUTH. When you capture the funds later, you must perform a
capture using the payments API. See Captures (on page 228).

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. You must perform
a capture using the payments API when an authorization is performed. A capture is performed

automatically if an authorization is not allowed by the payment type.

3. Include these required fields in the capture context request:
> orderInformation.amountDetails.currency
> orderInformation.amountDetails.taxAmount
= This field is the sum of all orderInformation.lineltems[].taxAmount values.

o orderInformation.amountDetails.totalAmount
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= This field is the sum of (orderInformation.lineltems[].quantity
x orderInformation.lineltems[].unitPrice) +
orderInformation.lineltems[].taxAmount for all line items.

> orderInformation.lineltems[].productDescription
o orderInformation.lineltems[].productName

> orderInformation.lineltems[].productSKU

> orderInformation.lineltems[].quantity

o orderInformation.lineltems[].taxAmount

« Important: This field is required for all line items when you include
orderInformation.lineltems[].taxAmount for one line item.

= You can set this field value to 0. 0e.
> orderInformation.lineltems|[].typeOfSupply
> orderInformation.lineltems|[].unitPrice
4. Include these optional fields in the capture context request:
> buyerInformation.dateOfBirth
> buyerInformation.language
> buyerInformation.personalldentification[].id
> buyerInformation.personalldentification[].type
> clientReferencelnformation.reconciliationld
o merchantinformation.merchantDescriptor.name

= This field affects the name that the customers see on their card statement. If the
merchant is Candy Shop and passes this as their name - customer will see PAYPAL *
Candy Shop in their bank statement.

o orderInformation.amountDetails.taxDetails.taxId
> orderInformation.amountDetails.taxDetails.type
- data.orderInformation.billTo.address1

- data.orderInformation.billTo.company.name

- data.orderInformation.billTo.country
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data.orderInformation.billTo.email
data.orderInformation.billTo.firstName
data.orderInformation.billTo.lastName
data.orderInformation.billTo.locality
data.orderInformation.billTo.phoneNumber
orderInformation.invoiceDetails.invoiceNumber
orderInformation.invoiceDetails.productDescription
orderInformation.lineltems|[].totalAmount
data.orderInformation.shipTo.country
data.orderInformation.shipTo.locality
data.orderInformation.shipTo.postalCode
paymentIinformation.customer.customerid

processingInformation.processinglnstruction

= Set this field to ORDER_SAVED_EXPLICITLY to save the customer's payment credentials

using the save an order follow-on request.

Example: Multiple Line-ltems

This example includes multiple line items in the amountDetails field object:

{
"amount Detai | s": {
"total Ampunt": "221.91",
"currency": "USD',
"taxAnmount ": "14. 42"
b
"lineltems": |
{
"product Nane": "501 Original Fit Jeans Bl ues",
"product Sku": "00501019403432",
"quantity": 1,
"unitPrice": "100.0",
"total Anmpunt": "100. 00",
"taxAnmount": "8.63"
b
{
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"product Nane": "Levi Blue shirt Plaid",
"product Sku": "0094784142",

"quantity": 1,

"unitPrice": "100.00",

“total Anount": "100.00",
"taxAmount": "5.79"
H
{
"product Nanme": "shi ppi ng_and_handl i ng",
"product Sku": "shi ppi ng_and_handl i ng",
"quantity": 1,
"unitPrice": "7.49",
"total Ampunt": "7.49",
"taxAnmount": "0.00"
}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Venmo

Venmo is a mobile payment service that is owned by PayPal and enables your customers to make
payments from their Venmo mobile application. Customers link their Venmo accounts to their

bank accounts, debit cards, and credit cards to send and receive payments. Venmo is a secure and
convenient payment service for your customers to make payments without directly using their bank
accounts or credit cards.

Opt in to Venmo on Unified Checkout

You can enable Venmo from the Unified Checkout merchant experience section in the Business
Center. For information about how to enable Venmo using the Business Center, see Configure
Payment Options (on page 253).

You can also enable Venmo using the Unified Checkout vi/sessions API. Follow these steps to opt in
to the Venmo payment method using the API:
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1. Add Venmo to your integration by adding VEnMO to the allowedPaymentTypes field object
within the capture context request:

2. Set the completeMandate.type field value to CAPTURE or PREFER_AUTH.

You can capture the funds immediately if you include the completeMandate.type field in the
capture context request and set the value to CAPTURE.

If you accept more than one payment type and must perform an authorization where funds are
collected at a later time, set the completeMandate.type field to PREFER_AUTH. The funds are
captured immediately for the online bank transfer.

3. Include these required fields for online bank transfers in the capture context request:
o orderInformation.amountDetails.currency
> orderInformation.amountDetails.taxAmount
= This field is the sum of all orderInformation.lineltems[].taxAmount values.
> orderInformation.amountDetails.totalAmount

= This field is the sum of (orderInformation.lineltems|[].quantity
x orderInformation.lineltems[].unitPrice) +
orderInformation.lineltems[].taxAmount for all line items.

> orderInformation.lineltems[].productDescription
o orderInformation.lineltems[].productName

> orderInformation.lineltems[].productSKU

o orderInformation.lineltems[].quantity

o orderInformation.lineltems[].taxAmount

« Important: This field is required for all line items when you include
orderInformation.lineltems[].taxAmount for one line item.

* You can set this field value to 0. ee.
> orderInformation.lineltems|[].unitPrice
4. Include these optional fields in the capture context request:
> buyerInformation.dateOfBirth
> buyerInformation.language

> buyerInformation.personalldentification[].id
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buyerInformation.personalldentification[].type
clientReferencelnformation.reconciliationld
merchantinformation.merchantDescriptor.name

= This field affects the name that the customers see on their card statement. If the
merchant is Candy Shop and passes this as their name - customer will see PAYPAL *
Candy Shop in their bank statement.

orderInformation.amountDetails.taxDetails.taxId
orderInformation.amountDetails.taxDetails.type
data.orderInformation.billTo.address1
data.orderInformation.billTo.company.name
data.orderInformation.billTo.country
data.orderInformation.billTo.email
data.orderInformation.billTo.firstName
data.orderInformation.billTo.lastName
data.orderInformation.billTo.locality
data.orderInformation.billTo.phoneNumber
orderInformation.invoiceDetails.invoiceNumber
orderInformation.invoiceDetails.productDescription
orderInformation.lineltems|[].totalAmount
orderInformation.lineltems[].typeOfSupply.type
data.orderInformation.shipTo.country
data.orderInformation.shipTo.locality
data.orderInformation.shipTo.postalCode
paymentIinformation.customer.customerid
processingInformation.processinglnstruction

= Set this field to ORDER_SAVED_EXPLICITLY to save the customer's payment credentials
using the save an order follow-on request.
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Example: Multiple Line-ltems

This example includes multiple line items in the amountDetails field object:

Fit Jeans Bl ues",

{
"amount Detai | s": {
"total Anpunt ": "221.91",
"currency": "USD',
"t axAnount ": "14. 42"
s
"lineltems": |
{
"product Nane": "501 Origi nal
"product Sku": "00501019403432",
"quantity": 1,
"unitPrice": "100.0",
"total Anpunt": "100. 00",
"taxAnmount": "8.63"
s
{
"product Nane": "Levi Blue shirt Plaid",
"product Sku": "0094784142",
"quantity": 1,
"unitPrice": "100.00",
"total Anpunt": "100. 00",
"taxAmount": "5.79"
s
{
"product Nane": "shi ppi ng_and_handl i ng",
"product Sku": "shi ppi ng_and_handl i ng",
"quantity": 1,
"unitPrice": "7.49",
"total Anpunt": "7.49",
"taxAmount": "0.00"
}
]
}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Verify Status for PayPal and Venmo

When the status of your payment request is PENDING, you can verify the status by sending a POST
request to the URL that is included in the transactionStatus.url field in the webhook response:

"transactionStatus": {
“url":
"https://apitest.cybersource. conf pts/v2/refresh-paynent-status/764063227714913239
55899488",
"met hod": "POST",

"payl oad": {
"clientReferencel nformation": {
"applicationNane": "unifiedCheckout"
}1

"processi ngl nformation": {
"actionList": [
" AP_STATUS"
]
1
"paynent | nformation": {
"paynent Type": {
"met hod": {
"name": "payPal "
1

"name": "eWallet"

}
1
"transactionResult": {
"details": {
"subm t Ti meUt c": "2025-11-25T09: 31: 142",
"processorlnformation": {
"sellerProtection": {
"eligibility": "ELIG BLE",
"di sput eCat egori es": [
"| TEM_NOT_RECEI VED',
" UNAUTHORI ZED_TRANSACTI ON'
]
1
"transactionld": "14815899TN877504A",
"order Status": "COWLETED',
"orderld": "74902340T07048209",
"updat eTi neUt c": "2025-11-25T09: 33: 482",
"expirationTimeUtc": "2025-12-24T09: 33: 482"
1
"orderInformation": ({
"anmount Det ai | s": {

Digital Accept Secure Integration | Introduction to Unified Checkout | 226



"total Avtpunt": "0.11",
"currency": "USD'

(¥

"bill To": {
"email": "jane.doe@i sa. cont,
"l ast Nane": "Doe",
"firstNanme": "Jane"

}

(¥
"updat eTi neUt c": "2025-11-25T09: 33: 482",
"buyer | nformation": {

"merchant Cust oner | d": "JSAEXZRT68ED8"
(¥
"message": "Successful ",
"createTineUtc": "2025-11-25T09: 33: 482",

"client Ref erencel nformati on":
"code": "default"

H

"reconciliationld":
"status": "COMPLETED',

"76406307371191323955899488" ,

"id": "76406322771491323955899488"

H

"id": "76406322771491323955899488",

"message": "Successful ",
"out cone": " COVPLETED',
"status": "COWLETED"

You can also send a request to this endpoint to verify the status:

Production: POST https://api.cybersource.com/pts/v2/refresh-payment-status/{id}

Test: POST https://apitest.cybersource.com/pts/v2/refresh-payment-status/{id}

The {id} is ID that is returned in the webhook response. For more information, see Webhooks

Support (on page 278).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Handle Responses

When Unified Checkout automatically processes a payment with autoProcessing is set to true or

you have set autoProcessing to false and are using checkout.Complete(), you must handle both
successful responses and various errors. After the payment is complete, the completeResponse field
object contains information about the transaction outcome.

When a payment is processed successfully, you must parse the response to confirm the payment
status, update their order records, and trigger any post-payment workflows. Post-payment
workflows include sending confirmation emails or updating inventory. See JavaScript Example:
Processing a Payment (on page 241).

Your error handling should account for specific cases such as COMPLETE_TRANSACTION_CANCELED and
COMPLETE_TRANSACTION_FAILED. COMPLETE_TRANSACTION_CANCELED occurs when the user cancels the
transaction and COMPLETE_TRANSACTION_FAILED indicates that the consumer’s transaction failed.

For wallet based payments, only cancellation errors are returned. For information about possible
errors that can occur when calling the complete AP, see UnifiedCheckoutError (on page 329) in
Handle Errors (on page 329).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Captures

When you set the completeMandate.type field value to AUTH or PREFER_AUTH, you must send a
request to capture an authorized payment. Full and partial captures are supported.

Endpoint
Production: POST https://api.cybersource.com/pts/v2/payments/{id}/captures
Test: POST https://apitest.cybersource.com/pts/v2/payments/{id}/captures

The {id} is the transaction ID returned in the authorization response.

Digital Accept Secure Integration | Introduction to Unified Checkout | 228


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Example: Authorization Response from Unified Checkout

"details": {
"clientReferencelnformation": {
"code": "1753351101383"
s
"orderInformation": ({
"amount Detai | s": {
"currency": "USD',
"total Anount": "21.00"
}
s
"processor|nformation": {
"approval Code": "AUTH456789",
"responseCode": "00003",
"responseDetail s": "00003",
"transactionld": "2016011808153910011808153AUTH"

} y
"reconciliationld": "04RYADD29YRO',

"subm t Ti meUtc": "2025-07-24T09:58: 217"

} ’
"id": "7533511014286971803092",

"message": "Request processed successfully.",
"out come": " AUTHORI ZED',
"status": "AUTHORI ZED'

Response Status

Cybersource responds to your capture request with one of these statuses:

e FAILED: The capture request failed.

e PENDING: The capture request is accepted but not captured. Send a request to the check status
service to retrieve status updates.

e SETTLED: The capture request is settled for the amount requested.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support
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Server-Side Set Up

This section contains the information you need to set up your server. Initializing Unified Checkout
within your webpage begins with a server-to-server call to the Sessions API. This step authenticates
your merchant credentials, and establishes how the Unified Checkout frontend components will
function. The Sessions API request contains parameters that define how Unified Checkout performs.

The server-side component provides this information:

* A transaction-specific public key is used by the customer's browser to protect the transaction.

e An authenticated context description package that manages the payment experience on the
client side. It includes available payment options such as card networks, payment interface
styling, and payment methods.

The functions are compiled in a JSON Web Token (JWT) object referred to as the capture context. For
information JSON Web Tokens, see JSON Web Tokens (on page 362).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Capture Context

This section contains the information you need to set up your server. Initializing Unified Checkout
within your webpage begins with a server-to-server call to the Sessions API. This step authenticates
your merchant credentials, and establishes how the frontend components will function. The Sessions
API request contains parameters that define how Unified Checkout performs.

The server-side component provides this information:

« A transaction-specific public key is used by the customer's browser to protect the transaction.

e An authenticated context description package that manages the payment experience on the
client side. It includes available payment options such as card networks, payment interface
styling, and payment methods.

The functions are compiled in a JSON Web Token (JWT) object referred to as the capture context.

For information on JWTs see JSON Web Tokens (on page 362).
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The capture context request is a signed JSON Web Token (JWT) that includes all of the merchant-
specific parameters. This request tells the frontend JavaScript library how to behave within your
payment experience. The request provides authentication, one-time keys, the target origin to the
Unified Checkout integration in addition to allowed card networks and payment types.

Browser Support
Unified Checkout supports these browser versions:

e Safari 16
e Firefox 121
e Google Chrome/Chium-based browsers 118

 Microsoft Edge 118

Capture Context Example

Use the targetOrigins and the allowedPaymentTypes fields to define the target origin and the
accepted digital payment methods in your capture context. Use the completeMandate to orchestrate
follow-on services such as Payments, Decision Manager, Payer Authentication, and TMS. The data
that is included in the capture context are configured in the merchant experience. For information
about how to configure these fields, see Configure Payment Options (on page 253) Configure
Customer Data and Payment Flow (on page 266). For information about what fields can be
overridden by what is included in the capture context, see Capture Context Fields in the Business
Center (on page 268).

This example shows a capture context with the minimum required fields:

{
"targetOrigins": ["https://nmerchant.coni, "https://reseller.com 8443"],
"l ocal e": "en_US",
"country": "US",
“orderInformation": ({
"anmount Det ai | s": {
“total Anpunt": "21.00",
"currency": "USD
}
}
}

Card Entry Form

This diagram shows how elements of the capture context request appear in the card entry form.
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Anatomy of a Manual Card Entry Form

{
"targetOrigins" : [ "https://the-up-demo.appspot.com" ], 94 all 7 - 9:41 all 7 - 94 all F -
"clientVersion" : "1.0",
"allowedCardNetworks" : [ "VISA", "MASTERCARD", "AMEX" ], « FASHION « FASHION « FASHION

"allowedPaymentTypes" : [ "CLICKTOPAY" ],
"country" : "US",
"locale" : "en_US", CONTACT DETAILS

CONTACT DETAILS Edit CONTACT DETAILS Edit
"captureMandate" : { Email i i
"hillingType" : "FULL" ; . example@email.com example@email.com
: )
"requestEmail" : true, ‘examp\e@email.com ‘ +44 7412112233 +44 7412112233
"requestPhone" : true,
ifenies i ine RO Mobﬂer\umber PAYMENT DETAILS: PAYMENT DETAILS
"shipToCountries" : [ "US", "GB" ], ‘+44 741212233 ‘ B i
""showAcceptedNetworkIcons" : true ) Card number Card number
B \’ | \’ |
"orderInformation" : ( ) { )
" R { Click to Pay didn't find linked cards for
anountDetails” : { example@email.com Expity MM/YY cw Expiry MM/YY ow
"totalAmount" : "1.61", ( ( \ ( ( \
"currency" : "USD" ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
}7‘ First name Last name First name Last name
"billTo" : { . . . L, |
"address1" : "277 Park Avenue" ‘ ‘ ‘ ‘ ‘ ‘ ‘ ‘
"administrativeArea" : "NY", C ) { ) ) L
"buildingNumber": "218", (
"country" : "US", Click to Pay didn't flndll.nked cards for [») Link this card to Click to Pa
R R example@email.com
"district" : "district",
"ocality" : "New York", Switch ID By clicking the button below, you agree to
"postalCode" : "10172", the Terms for Click to Pay and understand

"email" : "example@email.com", your data will be processed according to
"FirstName" : "Joe", the Privacy Notice.

Welll send you a confirmati I
"astName" : "Cool", Sl /e'll send you a confirmation email
"middleName" : "S",

"nameSuffix" : "Jr",

BILLING ADDRESS:

"title" : "Mr",
"phoneNumber™ : "1234567890", Address\mel
"phoneType" : "phoneType" 1Shzldon Squar2 ‘
b :
"shipTo" : { Address line 2
"address1" : "123 Cool St", "p ddington C2ntral ‘
"administrativeArea" : "CA", addington Cantral /
"buildinghumber" : "#12", Post code City/Town
"country" : "US", p \ [ \
"district" : "string", ‘ et ‘ ‘ tondon ‘
"locality" : "Beverly Hills", - :
"postalCode" : "906210", Fuu ntry :
"firstName" : "Joe", ‘Urmed Kingdom v ‘
"lastName" : "Cool" .

Shipping addrass is sam= as billing

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Versioning

Unified Checkout uses Semantic Versioning (SemVer). Version numbers use the MAJOR.MINOR.PATCH
format:
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e MAJOR: breaking changes that require code modifications
e MINOR: new features that are backwards compatible

e PATCH: bug fixes and improvements that are backwards compatible

The server controls which SDK version is loaded for each session that you request. When your server
creates a session, the response JWT includes a clientLibrary field that contains the full URL to the
correct version of the SDK. Your server parses the JWT, extracts the URL, and passes it to the frontend
to load dynamically.

Important: The clientVersion field in the session request is optional. When you do not
include this field, the server automatically resolves the appropriate version for every session.
This ensures that the client-side library and server-side features are compatible.Cybersource
recommends that you do not include the clientversion field in your request and that you
use the most recent version. When you do this, your integration benefits from new features,
payment methods, and improvements and there are no code changes required.

Pin to a Version

If you must set your integration to a specific version, you can set the clientVersion field to a MAJOR
version such as 1, or a MAJOR.MINOR version such as 1.2. The server uses the latest compatible patch
release within that range. This ensures that you continue to receive security fixes and bug fixes.

Important: You cannot pin to a specific patch version (MAJOR.MINOR.PATCH). This ensures that
all integrations receive critical patches. Cybersource recommends omitting clientVersion
from your request unless you have a specific need for pinned behavior.

For information about the latest releases, see Client Version History (on page 235).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Client Version History

Below is a list of client versions and the features that are included in each version.

! Important: Cybersource recommends that you use the most recent client version in your
integration.

0.23

Accepts these card networks in the allowedCardNetworks field for manual card
entry:

e Carnet

e Cartes Bancaires

e China UnionPay with card verification value (CVV)
* EFTPOS

« ELO

e JCrew PLCC

e mada

e Meeza

Ordering controls for the allowedPaymentTypes button.

De-coupling of PANENTRY from other payment types in the allowedPaymentTypes
field.

0.24

Support for enabling combo cards in the capture context.
Support for eight-digit BINs.
Support for enabling card save in the capture context.

0.25
Addition of SKip Verification next time in the Click to Pay payment flow.

Support for CPF in the capture context.

0.26

Support for auto-lookup in Click to Pay when an email is included in the capture
context.
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Inclusion of the cardDetails field object in the transient token response.

Support for the cardholderAuthenticationStatus field object in the transient token
response.

Support for the complete mandate.

0.28

Complete mandate enhancement to support Payer Authentication for manual card
entry for Visa, Mastercard, American Express, Discover, JCB, Cartes Bancaires, China
UnionPay, and ELO card brands.

Support for Afterpay as an allowedPaymentType.

Support for PayPak as an allowedCardNetwork.
Auto-enrollment for Click to Pay in supported markets.

Removal of the confirm or continue screen for specific use cases.
Static button for Click to Pay flows.

0.30
Support for iDeal, Multibanco, and Przelewy24|P24.

Complete mandate enhancement to support Payer Authentication for Google Pay and
Click to Pay.

Support for Pakistan locales (en_PK and ur_PK).
New look and feel of Unified Checkout in line with EMVCO best practices.

0.31

Addition of the data object of the orderInformation field object and pass-through
fields.

Support for tokenCreate in the complete mandate.

Support of pass-through fields, including challenge codes and data only, for Payer
Authentication.

Support for Jaywan as an allowedCardNetwork.

Updated the payment details response to return detected card types. Multiple card
types are shown when more than one card type is detected.

Support for Bancontact, Dragonpay, MyBank, and Tink Pay By Bank.

0.32
Support for KCP and UATP in the allowedCardNetwork field.
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Support for Konbini as a post-pay reference payment method.
A radio button in the Ul for Cartes Bancaires dual-branded cards.

0.33

Support for mobile as identity for Click to Pay accounts.
Japanese language translation updates.

UX captures billing and shipping information when they are not included in the
capture context.

0.34
Iframes are used instead of pop-ups to reduce pop-up blocking and streamlining
mobile deployment.

Additional BIN range for Jaywan card types.

0.35
Look and feel customization.
1.0

Configure payment options.

Configure customer data and payment flow.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Client-Side Set Up

This section contains the information you need to set up the client side. You use the Unified Checkout
JavaScript library to add the payment interface to your e-commerce site. It has two primary
components:

e The button widget, which lists the payment methods available to the customer.

e The payment acceptance page, which captures payment information from the cardholder. You
can set up the payment acceptance page to be embedded with your webpage or added as a
sidebar.

Follow these steps to set up the client:

1. Load the JavaScript library.

2. Initialize the accept object, the capture context JWT. For information JSON Web Tokens, see
JSON Web Tokens (on page 362).

3. Initialize the unified payment object with optional parameters.
4. Show the button list or payment acceptance page or both.

5. Process the payment request using the instructions included within the capture mandate.

The response to these interactions is a transient token that you can use to retrieve the payment
information captured by the Ul

For information about handling the errors that may occur on the client-side, see Handle Errors (on
page 329).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Loading the JavaScript Library

Use the client library asset path and client library integrity value that is returned by the capture
context response to invoke Unified Checkout on your page.
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You must retrieve these values from the clientLibrary and clientLibraryIntegrity fields that are
returned in the JWT from https://apitest.cybersource.com/uc/vl/sessions. You can use these values
to create your script tags.

You must perform this process for each transaction, as these values are unique for each transaction.
You must avoid hard-coding values for the clientLibrary and clientLibraryIntegrity fields to
prevent client-side errors.

For example, a response from https://apitest.cybersource.com/uc/vl/sessions would include:

"data": {
“clientLibrary":"[ EXTRACT clientLibrary VALUE from here]",
“clientLibrarylntegrity": "[EXTRACT clientLibrarylntegrity VALUE from here]"

Below is an example script tag:

<script src="[INSERT clientLibrary VALUE HERE]"
integrity="[1NSERT clientLibrarylntegrity VALUE HERE]”
crossori gi n="anonynous” ></ scri pt >

Important: Use the clientLibrary and clientLibrarylntegrity parameter values in the
capture context response to obtain the Unified Checkout JavaScript library URL and the
integrity value. This ensures that you are always using the most up-to-date library and
protects against fraud. Do not hard-code the Unified Checkout JavaScript library URL or
integrity value.

When you load the library, the capture context from your initial server-side request is used to invoke
the accept function.

For information about the client-side AP], see JavaScript API Reference (on page 341).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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JavaScript Example: Initializing the SDK

const client = await VAS. Unifi edCheckout (sessi onJWI) ;

In this example, sessionIWT refers to the capture context JWT.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Displaying the Button List

After you initialize the Unified Checkout object, you can add the payment application and payment
acceptance pages to your webpage. You can attach the embedded Unified Checkout tool and payment
acceptance pages to any named element within your HTML. Typically, they are attached to explicit
named components that are replaced with Unified Checkout’s iframes.

// Si debar
const result

awai t checkout . nount (' #buttons');

/| Enbedded

const result awai t checkout . nount ({
paynment Sel ecti on: ' #buttons',
payment Screen: ' #form

1)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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JavaScript Example: Client-Defined Trigger for Click to Pay or PAN Entry

When you display CLICKTOPAY or PANENTRY as allowed payment types, you can load the UI without
displaying the Unified Checkout checkout button. You can do this by creating a trigger that defines
what event loads the Ul.

You can create a trigger only for CLICKTOPAY or PANENTRY payment methods:
/1 PAN Entry
const trigger = client.createTrigger (' PANENTRY');
/1dick to Pay

const trigger = client.createTrigger (' CLI CKTOPAY');

Important: When you use the client.createTrigger() method for Click to Pay, you must
create a custom Ul. See Click to Pay UI Guidelines (on page 177).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Processing a Payment

Payment is initiated when Unified Checkout captures the customer's payment information

by calling the client.createCheckout(). When autoProcessing is set to true, the payment is
completed. When autoProcessing is set to false, you can manually complete the payment using
checkout.complete(token). See Authorizations with a Transient Token (on page 318).

/1 Automatic (default when conpl eteMandate is in session)

const checkout = await client.createCheckout ({ autoProcessing: true });
const result = await checkout. nount (' #buttons');

/1 result is the conpleted transaction —no need to call conplete()

// Manual - simlar to vO
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const checkout = await client.createCheckout({ autoProcessing: false });
const token = await checkout. mount (' #buttons');
const result = await checkout.conpl ete(token);

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Authorization

Collect payment information and process an authorization. You must initiate a separate capture
request to move funds and complete the transaction.

async function | aunchCheckout () {

try {

const client = await VAS. Unifi edCheckout (sessi onJWI) ;
const checkout = await client.createCheckout ();
const result = await checkout. nount (' #paynent - buttons');

/1 result contains the conpleted paynent result JW
/1 Send result to your server for verification

sendToServer (result);
} catch (error) {

if (error.name === "UnifiedCheckoutError') {

handl eError (error.reason,

}
} finally {

checkout . destroy():
client.destroy():

| aunchCheckout () ;

error. nessage) ;

Because the session includes completeMandate, autoProcessing defaults to true and mount() returns

the completed payment result directly.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test

Business Center Production

Customer Support

JavaScript Example:

Sale

Collect payment information and process a sale. A sale is a combined authorization and capture in a

single step.

async function | aunchCheckout () {

try {
const client =

const checkout
const result =

awai t VAS. Uni fi edCheckout (sessi onJW) ;
= await client.createCheckout ();
awai t checkout . nount (' #paynent - buttons');

/1 result contains the conpleted paynent result JW

/1 Send result

to your server for verification

sendToServer (result);

} catch (error) {
if (error.nane

=== "' Uni fi edCheckout Error') {

handl eError (error.reason, error.nessage);

}
} finally {

checkout . destroy():

client.destroy(

| aunchCheckout () ;

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test

)

Business Center Production

Customer Support
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JavaScript Example: Sale with Decision Manager

Collect payment information and process a sale while running Decision Manager fraud screening
before the payment is initiated.

async function [ aunchCheckout () {
try {
const client = await VAS. UnifiedCheckout (sessi onJW);
const checkout = await client.createCheckout ();
const result = await checkout. nount (' #paynment-buttons');

/1 result contains the conpleted paynment result JWI
/1 Send result to your server for verification
sendToServer(result);
} catch (error) {
if (error.name === 'UnifiedCheckoutError"') {
handl eError (error.reason, error.nmessage);
}
} finally {
checkout . destroy();
client.destroy();

| aunchCheckout () ;

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: No Service Orchestration

Collect payment information and receive a transient token. Your server handles payment
authorization and any follow-on services directly.

async function | aunchCheckout () {
try {
const client = await VAS. Unifi edCheckout (sessi onJWI) ;
const checkout = await client.createCheckout({ autoProcessing: false });
const transi ent Token = await checkout. nount (' #paynent - buttons');
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/1 transient Token is a JWI —send it to your server
/1l Your server uses the transient token to authorize the paynent
sendToSer ver (transi ent Token);
} catch (error) {
if (error.name === 'UnifiedCheckoutError"') {
handl eError (error.reason, error.message);
}

} finally {
checkout . destroy();

client.destroy();

| aunchCheckout () ;

Without a completeMandate, autoProcessing defaults to false and the mount() call returns a
transient token that you pass to your server for payment authorization. For information about how to
use the transient token in an authorization request, see Transient Tokens (on page 313).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Setting Up with Full Sidebar

<ht m >
<head>
<scri pt
src="[I NSERT clientLibrary VALUE HERE]"
integrity="[1NSERT clientLibrarylntegrity VALUE HERE]’
crossori gi n="anonynous"
></script>

</ head>
<body>
<h1>Uni fi ed Checkout | ntegration</hl>
<i nput
t ype="hi dden"

name="sessi onJW™"
val ue="[ | NSERT sessi onJWI HERE] "
/>
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<script type="text/javascript">
const sessi onJW = docunent . get El ement Byl d( " sessi onJW™) . val ue;

async function | aunchCheckout () {
try {
const client = await VAS. UnifiedCheckout (sessi onJW);
const checkout = await client.createCheckout();
const result = await checkout. nount (' #payment-buttons');

/1 result contains the conpleted paynent result JWI
/1 Send result to your server for verification
sendToServer(result);
} catch (error) {
if (error.name === 'UnifiedCheckoutError"') {
handl eError (error.reason, error.message);
}

} finally {
checkout . dest roy() ;

client.destroy();

| aunchCheckout () ;
</script>
</ body>
</ htm >

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Setting Up with the Embedded Component

The main difference between using an embedded component and the sidebar is that the
VAS.UnifiedCheckout(sessionJWT) object is set to false, and the location of the payment screen is
passed in the containers argument.

Important: If you do not specify a location for the payment acceptance page, it is placed in
the side bar.
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<htm >
<head>
<scri pt

src="[ I NSERT cl i entLibrary VALUE HERE]'
integrity="[1NSERT clientLibrarylntegrity VALUE HERE]'

crossori gi n="anonynous"
></script>

</ head>
<body>
<h1>Uni fi ed Checkout | ntegration</hl>
<i nput
t ype="hi dden"

i d="sessi onJW™"

nane="sessi onJW™

val ue="[1 NSERT sessi onJWI' HERE] "
/>
<script type="text/javascript">

const sessi onJWI = docunent . get El enent Byl d( " sessi onJW™) . val ue;

async function | aunchCheckout () {
let client;
| et checkout;

try {

client = await VAS. UnifiedCheckout (sessi onJWI);
checkout = await client.createCheckout();

const result = await checkout.

nmount (' #paynent - buttons');

/1 result contains the conpleted paynent result JW

/1 Send result to your server
sendToServer (result);
} catch (error) {

for verification

if (error.name === 'UnifiedCheckoutError') {
handl eError (error.reason, error.nmessage);
}
} finally {

i f (checkout) {
checkout . destroy();

if (client) {
client.destroy():

| aunchCheckout () ;
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</script>
</ body>
</htm >

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Complete Integration Examples

These examples show how to integrate Unified Checkoutwith different payment scenarios. Each
example includes the session configuration and client-side JavaScript.

For information about session fields, see Sessions API (on page 280).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Configuration

This section contains the information required to configure Unified Checkout.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Configure the Unified Checkout Merchant Experience

The Unified Checkout merchant experience interface provides complete control over your checkout
experience by using dedicated configuration screens accessible through the Business Center:
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Unified Checkout Customer Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

5 Manage

Look & Feel

Customize the look and feel of your customer checkout experience

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

This option is low-code and provides a user-friendly approach to customization of your Unified
Checkout UL

Configure each of these components of the checkout experience:

e Payment Options: Add, remove, and arrange payment methods. For information about
configuring payment methods, see Configure Payment Options (on page 253) and Process
Payments with Unified Checkout (on page 276).

» Look & feel: Configure visual appearance and branding. For information about configuring the
look and feel, see Customize the Unified Checkout Look and Feel (on page 255).

e Customer information and payment flow: Control data collection and manage payment
processing service. For information about configuring customer data, see Configure Customer
Data and Payment Flow (on page 266).

You can also manage permissions as a direct merchant or as a portfolio administrator. For
information about managing permissions, see Manage Permissions (on page 273).
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Enable Unified Checkout

To begin using Unified Checkout, you must first ensure that your merchant ID (MID) is configured to
use the service and that any payment methods you intend to use are properly set up.

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:

Unified Checkout Customer Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. The Unified Checkout configuration interface provides complete low-code control over your
checkout experience by using dedicated configuration screens accessible through the Business
Center. The configuration interface is organized into separate screens, each accessible from the
My customer experience page. Configure each of these components of the checkout experience:
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- Payment Options: Add, remove, and arrange payment methods. For information about
configuring payment methods, see Configure Payment Options (on page 253).

> Look & feel: Configure visual appearance and branding. For information about
configuring the look and feel, see Customize the Unified Checkout Look and Feel (on page
255).

> Customer information and payment flow: Control data collection and manage
payment processing service. For information about configuring customer data, see
Configure Customer Data and Payment Flow (on page 266).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Configure Payment Options

Payment Options in the Business Center enable you to control which payment methods appear in
your checkout and in what order. Follow these steps to customize the available payment options in
Unified Checkout in the Business Center:

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:
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Unified Checkout Payment Options Merchant Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience.

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. In the Payment Options section, click Manage. The Payment Options page appears.

4. Under Payment options, click the checkbox next to each payment method that you want to
display in your checkout UL Click the drag icon (i) to rearrange the order of the payment
options.

Important: Some payment options are set at the portfolio level and cannot be
reordered. When you see a pin icon next to a payment option, you cannot move that
payment option in the list of available methods. You must contact your portfolio
administrator if you want to reorder the list of available payment options.

These payment options are supported by Unified Checkout:
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> Apple Pay (on page 162)

o Click to Pay (on page 170)

* Google Pay (on page 165)

> eCheck (on page 157)

> Konbini (on page 213)

> Bancontact (on page 192)

* DragonPay (on page 193)

° iDeal (on page 197)

o MyBank (on page 198)

o Multibanco (on page 199)

° Przelewy24|P24 (on page 200)
> Tink Pay By Bank (on page 194)
> Afterpay (on page 206)

5. Click Manage next to each payment type that you want to configure. The configuration page for
the selected payment type appears.

6. Under card brands, slide the toggle (~®) to display the card brand logos in your button list.
Click the checkbox next to each card brand that you want to display in your checkout UI. Click
the drag icon (i) to rearrange the order of the card brands.

7. Click Save and publish to save your payment options configuration settings.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Customize the Unified Checkout Look and Feel

Follow these steps to customize the appearance of Unified Checkout in the Business Center:
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1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:

Unified Checkout Look and Feel Merchant Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience

< .
% Configure
Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. In the Look & Feel section, click Configure. The Look and feel page appears.

4. If you want to use Al to determine the look and feel, under Al brand studio, click Browse the
upload a screenshot of your website. These components are updated using the colors from the
screenshot you provide:

 Button list background color
o Card checkout outline and text colors

> Header and checkout font background colors
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Proceed to the next steps to manually customize these and other components of the Unified
Checkout appearance.

5. Under Button customizations, select the options for your button list. These customizations are
available:
Universal Button Shape
Use the Button shape drop-down menu to select if you want a sharp corner,

rounded corner, or pill button:

Unified Checkout Button Shapes

Sharp corner Rounded corner Pill button
E@ Card payment [ E@ Card payment ] ( E@ Card payment >
Button List

Use the color selector or enter a HEX code in the Button list background color
text box to customize the background color of your button list. To review the
button list preview, see Button List (on page 260).

If you uploaded a screenshot in the Al brand studio section, a color is entered in
this space based on the colors present in your screenshot.

Card Checkout and Click to Pay Button

Use the card checkout button label drop-down menu to select the text that
appears on the checkout button. These text options are available:

° Pay with card

> Card payment

> Checkout with card (default)
> Debit/Credit payment

> Donate with card

> Subscribe with card

Card Checkout Buttons

Use the button style drop-down menu to select if you want an outlined or filled
checkout button. Select the button fill and text colors using the color selector or
HEX code:
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Unified Checkout Button Style
Outlined Filled

E@ Card payment W@) Card payment

[ E@ Card payment ] m@ Card payment

( (=® card payment > @® card payment

If you uploaded a screenshot in the Al brand studio section, a color is entered in
this space based on the colors present in your screenshot.

6. Under Checkout customizations, select the options for your checkout experience. These
customizations are available:

Font

Use the font drop-down menu to select the font you want to use. These fonts are
available:

° Inter

> Monserrat
> Open Sans
> Raleway

> Roboto Slab
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Open Sans

The quick brown fox jumps over the lazy dog

Unified Checkout Fonts
Montserrat

The quick brown fox jumps over the lazy dog

Inter

The quick brown fox jumps over the lazy dog

- a4 - sa - a4 - s - a4 -
- CHECKOUT - CHECKOUT < cHeckout - CHECKOUT - cHECKOUT

CONTACT DETAILS

i@t com

Roboto Slab

The quick brown fox jumps over the lazy dog

Raleway
The quick brown fox jumps over the lazy dog

- a4 - s - aa -

- CHECKOUT - cHECKOUT - CHECKOUT - CHECKOUT

Select the background color using the color selector or HEX code.

If you uploaded a screenshot in the Al brand studio section, a color is entered in
this space based on the colors present in your screenshot.

Header Customization
Select the color you want to use in your header using the color selector or HEX

code.

If you uploaded a screenshot in the Al brand studio section, a color is entered in
this space based on the colors present in your screenshot.

7. Click Save and publish to save your look and feel customization. The Ready to publish popup
window appears.

8. If you are done editing, click Publish now to publish your changes. If you need to make more
changes, click Keep editing to return to the Look and feel page. To review your changes, click
through the example screens. For more information about the Ul previews, see Look and Feel
Ul Examples (on page 260).
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Look and Feel Ul Examples

These examples show the different preview screens for each look and feel customization feature:

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Button List

This example shows the button list:
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Screen 1: Button List

Preview customizations

02345>

Button list

E@ Card payment

& Pay

VISA @

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Contact Details
This example shows the contact details that appear during checkout:
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Screen 2: Contact Details

Preview customizations

10345)

Contact details

<« CHECKOUT

CONTACT DETAILS

Email
'd ~\
(. J

Mobile number
4 N\

How does Click to Pay use my information? A4

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Saved Cards

This example shows the saved card payment details that appear during checkout:
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Screen 3: Saved Cards

Preview customizations

12945)

Checkout: Saved cards

&~ CHECKOUT

CONTACT DETAILS Edit
alex.miller@mail.com
+44 7412 112233

PAYMENT DETAILS:

| » a--+--r@mail.com Switch ID

VISA ...- 5678

VISA .... 5555

% Reward points with this card

Fntar card mannuallyy

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Card Entry

This example shows the card entry payment details that appear during checkout:
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Screen 4: Card Entry

Preview customizations

123°5>

Checkout: Card entry

&~ CHECKOUT

CONTACT DETAILS Edit

alex.miller@mail.com
+44 7412 112233

PAYMENT DETAILS:

Card number

| |

Expiry MM/YY CwV

| J| |

(O credit () Debit

First name Last name

| J| |

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Review Details

This example shows the review contact details that appear at the end of checkout:
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Screen 5: Review

Preview customizations

12346)

Checkout: Review

&« CHECKOUT

CONTACT DETAILS

m
+

alex.miller@mail.com
+44 7412 112233

PAYMENT DETAILS:

m
+

VISA .... 5555

SHIP TO: Edit
Alex Miller

1Sheldon Square, Paddington
Central, London W2 6TT

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Configure Customer Data and Payment Flow

Use the Customer data and payment flow section of the Business Center to configure the information
that you want to collect during checkout. Follow these steps to customize the appearance of Unified
Checkout in the Business Center:

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:

Unified Checkout Customer Data and Payment Flow Merchant Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience.

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. In the Customer data and payment flow section, click Manage. The Customer information and
payment flow page appears.

4. Under Contact details, slide the toggle (“ @) next to Email address and Mobile phone number
to collect the customer email address and phone number during checkout.
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5. Under Payment details, slide the toggle (~ @) next to Billing address to collect the cardholder
billing address.

6. Under Payment details, in the Billing address drop-down menu, select the billing address
information for payment verification:

> Full address: Request the full cardholder billing address during checkout.

o Zip code only: Request only the zip code of the cardholder billing address during
checkout.

7. Under Payment details, slide the toggle (~ @) next to Shipping address to collect the cardholder
shipping address.

8. Under Payment details, in the Shipping address drop-down menu, select the countries that you
ship to.

9. Under Checkout review step, slide the toggle (~®) to display a review page for the customer to
confirm the payment and shipping address.

10. Under payment processing and & service orchestration, slide the toggle (“ @) in the Payment
processing section to control how to process transactions:
You can turn payment processing on or off:

- Payment Processing ON: Unified Checkout handles the complete payment for you
automatically. When payment processing is on, you can select how transactions are
processed:

= Preferred auth: Choose this option to authorize the payment when possible.
= Sale: Choose this option to capture the funds immediately.

- Payment Processing OFF: You must complete the payment independently using VISA or
another selected gateway.

For information about enabling or disabling payment processing in Unified Checkout, see
Process Payments with Unified Checkout (on page 276).

11. Under save customer information in payment processing and & service orchestration, slide the
toggle to the right to prompt the user to save their payment information for future use.

Saving customer payment details can significantly improve the checkout experience for
returning customers. There are two approaches that you can use:

> Ask for consent to save payment information for future use: This option displays a
checkbox during checkout that asks customers if they want their payment details saved.
You can enable this option regardless of if payment processing is enabled at any time.

> Store payment details securely in your TMS vault: This option saves payment
information using secure encryption and links directly to your TMS vault. This enables
faster checkout for returning customers by using tokens rather than raw card data.
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Important: If you already have cardholder consent (for example, if it was obtained
during account creation or through another verified process) or consent is not
required for your flow, you should not display or request consent again in the UI.

12. Under Fraud detection in payment processing and & service orchestration, use the drop-down
menu to turn fraud detection with Decision Manager or Fraud Management Essentials On or
SKkip.

13. Under Localized payment settings, slide the toggle (@) to enable these features:
> Combo cards: Enable cardholders to decide how to process their payments.

> Brazil tax ID: Collect a customer's CPF or CNP] at checkout.

¢« Important: Combo cards and tax IDs are only available in Brazil.

14. Click Save and publish to save your customer payment settings.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Capture Context Fields in the Business Center

There are some components of Unified Checkout that are available in the API, the Business Center
or both. This section describes which components of the Sessions API capture context object can
be configured using the Business Center. For a complete list of fields that are available, see the API
Reference in the Cybersource Developer Center.

APl Parameters
Parameter Business Center API Notes

allowedCardNetworks Yes Override Optional. This
is the override
priority order:
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API Parameters (continued)
Parameter Business Center API

Notes

1. API

2. Merchant

experience
profile

3. Portfolio

profile

allowedPaymentTypes Yes Override Optional. This is
the priority order:

1. API

(payment
types that
are not
enabled are
removed)

. Merchant

experience
profile
(payment
types that
are not
enabled are
removed)

. Portfolio

profile (all
payment
types are
enabled at
the profile
level)

Importa
nt:
SRCVISA,
SRCMASTER
CARD, and
SRCAMEX
are not
support
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API Parameters (continued)
Parameter Business Center API Notes

ed. You
must use
CLICKTOP
AY.

paymentConfigurations Partial Yes Allows
per-transaction
payment type
configuration
overrides. This is
available only in
clientVersion 1.0

or later.
paymentConfigurations.CLICKTO Yes Override Default values
PAY can be setin the

Business Center.
paymentConfigurations.CLICKTOPA | Yes Override This payment
Y.autoCheckEnrollment configuration

is part of the

merchant

experience.
paymentConfigurations.GOOGLE Yes Override Default values
PAY can be set in the

Business Center.
paymentConfigurations.GOOGLEPA | Yes Override This payment
Y.allowedAuthMethods configuration

is part of the

merchant

experience.

Capture Mandate

Capture Mandate Parameters

Parameter Business API Default
Center Value
showConfirmationStep Yes Overr
ide
billingType Yes Overr
ide
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Capture Mandate Parameters (continued)

Parameter Business API Default
Center Value

requestEmail Yes Overr

ide
requestPhone Yes Overr

ide
requestShipping Yes Overr

ide
shipToCountries Yes Overr

ide
showAcceptedNetworklIc Yes Overr
ons ide
comboCard Yes Overr

ide
requestSaveCredentials Yes Overr

ide
cpf Yes Overr

ide
cpf.required Yes Overr

ide

Complete Mandate

Complete Mandate Parameters

Parameter Business API Default
Center Value

type Yes Overr SALE

ide
decisionManager Yes Overr true

ide
consumerAuthenticat Yes Overr false
ion ide
tms Yes Optional
tms.tokenCreate Yes Overr true

ide
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Appearance Variables

Top-Level Appearance Parameters and Variables

Parameter / Variable Business API Default Example
Center Value

buttonType Yes Overr CHECKOUT "CHECKOUT"
ide

variables Partial Overr
ide

backgroundColor Yes Overr "#FFFFFF"
ide

textColor Yes Overr "#000000"
ide

headerBackground Yes Overr "#1A237E"
ide

headerForeground Yes Overr "#FFFFFF"
ide

buttonBackground Yes Overr "#EOEOEOQ"
ide

buttonForeground Yes Overr "#333333"
ide

buttonBorderRadius Yes Overr "4px"
ide

fontFamily Yes Overr "Roboto Slab, serif"
ide

paymentSelectionBackgro Yes Overr "#F5F5F5"

und ide

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Manage Permissions

Portfolio administrators can set permissions for new or existing Business Center user roles for
Unified Checkout. Administrators retain full read and write permissions. They enable you to regulate
access to specific pages and specify who can access, view, or amend digital products within Unified
Checkout.

Portfolio administrators must apply the appropriate user role permission for any existing or newly
created Business Center user roles for Unified Checkout. For information on managing permissions
as a portfolio administrator, see Managing Permissions as a Portfolio Administrator (on page 275).

If you are a transacting merchant, you might find that your permissions are restricted. If your
permissions are restricted, a message appears indicating that you do not have access, or buttons
might appear gray. To make changes to your digital products within Unified Checkout that have
restricted permissions, contact your portfolio administrator's customer support representative. For
more information, see Managing Permissions as a Direct Merchant (on page 274).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Managing Permissions as a Direct Merchant

Follow these steps to configure and manage user permissions in the Business Center for Unified
Checkout as a direct merchant:

1. On the left navigation panel, navigate to Account Management.
2. Click Roles to display a list of your user roles.

3. Click the pencil icon next to the user role that you want to update.
4. Click Payment Configuration Permission.

5. Select the relevant permission for the specific user role you are editing. You can select from
these Unified Checkout permissions:

o Unified Checkout View

o Unified Checkout Manage

Important:

If you are a transacting merchant without view permissions, Unified Checkout will still
appear on the navigation bar, however, a no access message appears when you access
Unified Checkout.

If you are a transacting merchant with view permissions but not management
permissions, you can access the Unified Checkout screens and view the different
payment methods configurations, however, you cannot edit or enroll new products.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Managing Permissions as a Portfolio Administrator

Follow these steps to configure and manage user permissions in the Business Center for Unified
Checkout as a portfolio administrator:

1. On the left navigation panel, navigate to Account Management.
2. Click Roles to see a list of your user roles.

3. Click the pencil icon next to the user role that you want to update.
4. Click Payment Configuration Permission.

5. Select the relevant permission for the specific user role you are editing. You can choose from
these Unified Checkout permissions:

o Unified Checkout View
o Unified Checkout Manage
o Unified Checkout Portfolio View (available for portfolio users only)

o Unified Checkout Portfolio Manage (available for portfolio users only)

Important:

If all permissions are left unselected, the user has restricted permission. A no access
message appears when the user tries to access the Unified Checkout digital product
enablement pages. The user is advised to contact a customer representative.

If a portfolio user has view permissions and does not have a management role, they
can access the Unified Checkout pages, but they cannot modify toggles for different
digital payments.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Process Payments with Unified Checkout

Payment processing is a payment completion option in your merchant configuration. Your
configuration determines if your checkout system automatically handles and finalizes customer
payments. When payment processing is enabled, Unified Checkout handles the complete payment
for you automatically. When payment processing not enabled, you complete payments independently
using your selected gateway.

Payment Processing Enabled
Cybersource recommends that you enable payment processing if you meet these requirements:

e Your integration is configured with the payment completion step. For more information about
completeMandate() see Complete Mandate (on page 289).

e You do not have a designated technical team to process payments.

e Your integration includes any of these features:
> Fraud checks with Decision Manager or Fraud Management Essentials
> 3-D Secure/ Payer Authentication
o Stored customer credentials with the Token Management Service(TMS)

> Multiple payment methods
When payment processing is enabled, you can choose how payments should be handled:

e Preferred Authorization: The payment is authorized first and captured at a later time. This
method works well for businesses that ship products to their customers. For example, you
authorize the payment when the customer places and order and capture the payment when
you ship it.

e Sale: The payment is captured immediately. This method works well for service businesses,
digital products, and immediate purchases.

Important: Not all payment methods are compatible with all processing types. Different
payment methods work with different payment processing types. You must configure your
payment processing settings to be compatible with your integration and review which
payment methods are compatible. For information about payment methods and their
processing compatibility, see Payment Methods (on page 149).

Payment Processing Disabled
Cybersource recommends that you disable payment processing if you meet these requirements:
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* You want to process payments on our platform using your own API requests instead of relying
on the automatic payment completion step.

 You want full control over your checkout and payment orchestration flow.

* You only use Unified Checkout to collect encrypted payment information and you handle the
completion phase through our platform APIs or your custom back-end. The completion phase
includes authorization, sale, fraud checks, 3-D Secure and card storage.

When disable payment processing, the checkout system will collect payment information from your
customers but you will need to process the actual payment on your end. When payment processing is
disabled, you must consider the following:

e Customer payments are not completed automatically.
e Fraud checks and 3-D Secure using automatic orchestration are disabled.
e Saved credentials and token management using automatic processing are disabled.

* You must handle payment completion yourself.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Webhooks Support

Unified Checkout supports webhooks. You can use webhooks to obtain the complete response
from the completeMandate call. To receive a webhook notification, you must first subscribe to the
webhook.

Prerequisite

Webhook payloads are encrypted. In order to receive a Unified Checkout webhook notification, you
must enabled message-level encryption (MLE). For information about enabling MLE, see Enable
Message-Level Encryption in the Getting Started with REST Developer Guide.

Webhook Events

Unified Checkout Webhook Events

Product ID Event Types Description
unifiedCheckout Full payload response from the
uc.orders.transactionresults | payment service call made by
Unified Checkout

Set Up Webhook Subscriptions

For information on setting up a webhook for the unifiedCheckout product, see the How to Set Up
Webhook Subscriptions section of the Webhooks Developer Guide.

Example Webhook Payload
Example: Webhooks Request for Unified Checkout Events
"organi zati onld": "your_merchant _id",

"webhookl d": "2d55e648-d96¢c-d727-e063- 3ch8d30a938e",
"product I d": "unifiedCheckout",

"event Type": "uc.orders.transactionresults",
"event Date": "2025-03-27T08: 44: 55",

"payl oad": {
"id": "7435188899356405003091",
"status": "AUTHORI ZED',
"out cone": " AUTHORI ZED",
"details": {
"processor | nformation": {
"transactionld": "2016011808153910011808153AUTH"
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},

"paynent | nf ormati on":

"card": {
"type": "0
}
o

"ri skl nfornmati
"score": {
"result":

01"

on":

n 42||

{

{

The payload field object contains the same fields as the response from a direct payment authorization
request. Use the id field for capture requests or to look up a transaction.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Sessions API

Use the Sessions API to generate a capture context. The capture context contains all of the merchant-
specific parameters that tell the front-end JavaScript library what to do within your payment
experience.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Capture Context Components
The capture context is a signed ]SON Web Token (JWT) containing this information:

e Merchant-specific parameters that dictate the customer payment experience for the current
payment transaction.

A one-time public key that secures the information flow during the current payment
transaction.

There are some components of Unified Checkout that are available in the API, the Business Center
or both. For information about how to configure Unified Checkout using the Business Center, see
Configure the Unified Checkout Merchant Experience (on page 249). For information about which
fields are available using the API or the Business Center, and when one is overridden by the other,
see Capture Context Fields in the Business Center (on page 268). For a full capture context with all
possible fields, see Example: Unified Checkout Complete Capture Context (on page 301).

Use these required fields to request the capture context:
allowedPaymentTypes
clientVersion
country
locale
data.orderInformation.amountDetails.currency

data.orderInformation.amountDetails.totalAmount
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targetOrigins

The URL in this field value must contain https.

This example shows the minimum fields that must be included in the capture context:

{
"targetOrigins": [
"http://1ocal host: 8080"
Il
“country": "US"
"l ocale": "en_US"
"data": {
"order | nformtion": ({
"amount Detai | s": {
"total Anpunt": "21.00",
"currency": "USD'
}
}
}
}

For information on JSON Web Tokens, see JSON Web Tokens (on page 362).

Important:

Cybersource recommends that you dynamically parse the response for the fields that you
are looking for when you integrate with Cybersource APIs. Cybersource may add additional
fields in the future.

You must ensure that your integration can handle new fields that are returned in the
response. Even though the underlying data structures do not change, you must also ensure
that your integration can handle changes to the order in which the data is returned.

Cybersource uses semantic versioning practices, which enables you to retain backwards
compatibility as new fields are introduced in minor version updates.

Related Information

 API field reference guide for the REST API

Endpoint

Production: POST https://api.cybersource.com/uc/vl/sessions
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Test: POST https://apitest.cybersource.com/uc/vl/sessions
Production in Saudi Arabia: POST https://api.sa.cybersource.com/uc/vl/sessions

Test in Saudi Arabia: POST https://apitest.sa.cybersource.com/uc/vl/sessions

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Allowed Card Networks
Use the allowedCardNetworks field to define the card types.
These card networks are available for card entry:

e American Express
e Cartes Bancaires
e Carnet

¢ China UnionPay
e Diners Club

e Discover

* EFTPOS

« ELO

e Jaywan

« JCB

¢ JCrew

« KCP

e mada

e Maestro
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e Mastercard
e Meeza

e PayPak

o UATP

e Visa

To support dual-branded or co-badged cards, you must list your supported card type values for the
allowedCardNetworks field based on your preference for processing card numbers. For example, if
a card is dual-branded as Visa and Cartes Bancaires, and Cartes Bancaires is listed first, the card type
is set to Cartes Bancaires after the card number is entered in your Unified Checkout card collection
form. For information on dual-branded or co-badged cards, see Dual-Branded Cards (on page 317).

Important:

Some card types, such as KCP and UATP, do not have security codes (CVV or CVN). If you
include only card types that do not have security codes in the allowedCardNetworks field,
Unified Checkout does not display the security code field in the UL

If you include card types that do not have security codes and cards types that do have
security codes in the allowedCardNetworks field, Unified Checkout displays the security
code field in the Ul The field is disabled in the UI when the cardholder enters a card number
for a card type with no security code

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Target Origins

The target origin is defined by the scheme (protocol), hostname (domain), and port number (if used).
You must use the https:// protocol. Sub domains must also be included in the target origin.

Any valid top-level domains, such as .com, .co.uk, and .gov.br, are supported. Wildcards are not

supported.
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For example, if you are launching Unified Checkout on example.com, the target origin could be any of
the following:

e https://example.com
e https://subdomain.example.com

e https://example.com:8080

When you use Unified Checkout in an iframe, you must include the domain for the URL that loads the
iframe and the iframe URL in the targetOrigins field.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Allowed Payment Types

You can specify the type of Unified Checkout digital payment methods that you want to accept in the
capture context.

Use the allowedPaymentTypes field to define the payment type:

e AFTERPAY

e APPLEPAY

* BANCONTACT
e CHECK

e CLICKTOPAY
* DRAGONPAY
® GOOGLEPAY
e IDEAL

e KONBINI

e MULTIBANCO
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* MYBANK

e P24

® PANENTRY

® PAZE

e TINKPAYBYBANK

Important: Click to Pay accepts American Express, Mastercard, and Visa for saved cards.
Visa and Mastercard tokenize payment credentials using network tokenization for all Click
to Pay requests. Click to Pay uses Click to Pay Token Requester IDs (TRIDs) rather than your
existing TRIDs to generate network tokens.

For more information on enabling and managing these digital payment methods, see these topics:

« Enrolling in Apple Pay (on page 162)
e Enabling Click to Pay in the Business Center (on page 170)
 Enrolling in Google Pay (on page 165)

e Alternative Payment Methods (on page 189)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Client Version

This field is used to specify the Unified CheckoutAPI version that your integration should use.
Cybersource recommends that you do no include this field in your uc/vi/sessions API request. When
you do not include this field, Unified Checkout automatically uses the latest available version. This

ensures access to the most recent enhancements and updates without requiring integration changes.

When you include this field, the value must be provided in MAJOR.MINOR format (for example, 1.1 or
1.2). For information about semantic versioning, see Versioning (on page 233).
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Important: This field cannot be configured through the merchant experience screens in the
Business Center.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Auto-check Enrollment

You can have the Click to Pay box pre-checked when a user is manually entering their card details
and Click to Pay is enabled. The customer can uncheck the box if necessary, which means the request
is processed as a one-time manual PAN transaction. This is available when you set the billingType
field to PARTIAL or FULL in the capture context. This ensures that the customer's billing country can be
validated in the UI.

Click to Pay enrollment pre-check is available in these countries:

e Argentina

e Brazil

e Chile

e Colombia

e Kuwait

e Mexico

e Peru

e Qatar

e Saudi Arabia
e South Africa
e Ukraine

e United Arab Emirates
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"paynent Confi gurations": {
" CLI CKTOPAY": {
"aut oCheckEnrol | nent": true

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Button Type

When Unified Checkout loads, the payment buttons displayed are based on what you include in the
allowedPaymentTypes object in the capture context. Unified Checkout enables you to customize the
text on the payment buttons. You can do this by setting the buttonType field object in the capture
context to one of these values:

e ADD_CARD
e CARD_PAYMENT

e CHECKOUT_AND_CONTINUE
e DEBIT_CREDIT

e DONATE

e PAY

e PAY_WITH_CARD

e SUBSCRIBE_WITH_CARD

If you do not include the buttonType field in your request, the payment button text defaults to
Checkout with card. For example:

‘ ['__@ Checkout with card ’
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Customize Button Text

Use the buttonType field to customize the text on payment buttons:

Button Text Options
buttonType Value | Button Display Text

ADD_CARD Add card
CARD_PAYMENT Card payment

CHECKOUT_AND_CONTINUE | Checkout and

continue
DEBIT_CREDIT Debit or credit
DONATE Donate
PAY Pay
PAY_WITH_CARD Pay with card

SUBSCRIBE_WITH_CARD | Subscribe with card

When you do not include this field in your request, the default button text is “Checkout with card.”

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Complete Mandate

The complete mandate feature provides service orchestration within Unified Checkout and simplifies
your integration. Service orchestration enables Unified Checkout to orchestrate services on your
behalf. The complete mandate feature provides instructions to the unifiedPayment.complete()
method in the JavaScript. You must include both the unifiedPayment.complete() object in the
Javascript and the completeMandate field object in your capture context to enable Unified Checkout
to initiate services on your behalf from the browser.

! Important: If you are updating an existing Unified Checkout configuration
to use the complete mandate, you must update your JavaScript to include the
unifedPayment.complete() function.

! Important: When the billingType field is set to NONE you must include the required fields

within the capture context request to ensure that the required fields are included for
payment processing. For information about the fields that are required for payment services,
see the Payments Developer Guide.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

completeMandate.type

This field is required to run the complete mandate and is used to indicate how a payment should be
processed.

Possible values:

¢ AUTH: Authorize the payment and capture the funds at a later date.
 CAPTURE: Perform a sale. A sale is a combined authorization and capture in a single request.

e PREFER_AUTH: Perform an authorization if possible. If a payment method requires the funds to be
captured immediately, then Unified Checkout captures the payment.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

completeMandate.decisionManager

This field determines whether Decision Manager is run. Set this field to true and include
completeMandate.type in your request to run Decision Manager and device fingerprinting services.
When Decision Manager runs, it uses the associated Decision Manager configuration based on the
merchant ID that is included in the request.

When this field is set to false or is not included in the request, Decision Manager and device
fingerprinting services do not run.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

completeMandate.consumerAuthentication

This field determines whether Payer Authentication should be used. When this field set to 3Ds,
Payer Authentication runs. When this field is set to NONE or is not included in the request, Payer
Authentication does not run.

When you use Unified Checkout with Payer Authentication, device data is collected through Payer
Authentication setup and Unified Checkout completes all calls that are associated with Payer
Authentication.

For information about challenge codes, see consumerAuthenticationInformation.challengeCode
in the REST API Field Reference. Unified Checkout supports 3-D Secure data only when your payment
processor supports it. For information see Visa Data Only in the Payer Authentication Developer
Guide.

To test Payer Authentication, you must use Payer Authentication test cards. See Test Cases for 3-D
Secure 2.x in the Payer Authentication Developer Guide.
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Consumer authentication is available for these card types:

e American Express
e Cartes Bancaires
¢ China UnionPay
e Diners Club

e Discover

e EFTPOS

« ELO

e Jaywan

« JCB

e mada

e Maestro

e Mastercard

e Visa

Consumer authentication runs for these payment methods when they are supported in your Unified
Checkout configuration:

® PANENTRY
e CLICKTOPAY when the transaction is not authenticated with Click to Pay.

* GOOGLEPAY when the transaction is not authenticated with Google Pay.

Unified Checkout does not attempt to authenticate for Click to Pay and Google Pay if the transaction
has already been authenticated when it is received by Unified Checkout. For information about
testing authentication, see Test Authentication (on page 326).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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completeMandate.tms

completeMandate.tms.tokenCreate: This field determines if a TMS token is created for the
customer's selected payment method. When this field is set to true, a token is created. When this field
is set to false or not included in the request, a token is not created.

Important: To make a new payment instrument or instrument identifier under an existing
customer during the complete mandate, you must meet these requirements:

e You must include the customer token ID in the paymentConfigurations field object.
e TMS_TOKEN must be included in the allowedPaymentTypes field object.

» tokenCreate must be set to true and paymentInstrument and instrumentIdentifier
must be included as values in the tms.tokenTypes field array. For example:

"tme": {
"tokenCreate": true,
"tokenTypes": |
"paynent | nstrunment ",
"instrunentldentifier",

When you meet these requirements, a new payment instrument or instrument identifier is
created under the specified customer token.

completeMandate.tms.tokenTypes: This is an optional field that you can use to indicate the token
type for the token that is created. When this field is not included in the request, a token is created
based on your TMS vault configuration. You can set this field to these values:

® customer
e instrumentIdentifier
® paymentInstrument

e shippingAddress

If you want Unified Checkout to capture the cardholder's consent to save the card before a request
to create a token is completed, then you must set captureMandate.requestSaveCredentials

to true. When this field is set to true, Unified Checkout presents a Save card for future

payments checkbox within the Ul and enables the cardholder to give consent. Do not include
captureMandate.requestSaveCredentials in your request if you have already gained cardholder
consent to create a TMS token or do not require consent.

Digital Accept Secure Integration | Introduction to Unified Checkout | 292



This table indicates if a token is created given the requested payment method:

Payment Method
PAN Entry and Click to Pay

Apple Pay, Google Pay, and
Paze

Echeck

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Capture Context

completeMandate.tms.token
Create = true

completeMandate.tms.token
Create = true and
captureMandate.requestSave
Credentials = true

completeMandate.tms.token
Create = true

completeMandate.tms.token
Create = true and
captureMandate.requestSave
Credentials = true

completeMandate.tms.token
Create = true

completeMandate.tms.token
Create = true and
captureMandate.requestSave
Credentials = true
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Result

TMS token is created at the
token level(s) specified in the
request or based on the default
for the token vault.

Cardholder can check Save
Payment Information in
Unified Checkout. The request
to create a token is made when
the cardholder checks this
field in the Ul. When it is not
checked, ni token is created.

TMS token is created at the
token level(s) specified in the
request or based on the default
for the token vault.

Unified Checkout cannot obtain
consent to create a token and
no token is created when

the customer completes the
payment.

TMS token is created at the
token level(s) specified in the
request or based on the default
for the token vault.

Unified Checkout cannot obtain
consent to create a token and
no token is created when

the customer completes the
payment.


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Capture Mandate

The capture mandate enables you to define which fields are captured within Unified Checkout. You
must include the fields and set the values in the capture context based on the information that you
want Unified Checkout to collect. This enables the cardholder to review and edit their details where
the Ul includes these fields. When the Ul is used to capture cardholder information, all captured
information is available within the Payment Details API response. When you want the cardholder to
review existing address data, you can include the known customer data in the capture context and
this information is pre-filled in the Unified Checkout Ul For information about the Payment Details
AP], see Payment Details API (on page 338).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.comboCard

A combo card is a single card in Brazil that functions as both a debit and a credit card. Unified
Checkout enables the cardholder to choose whether to pay for a transaction using a debit or credit
card. The cardholder can choose the card that they want to use when they enter their card details or
when they choose a stored Visa card from their Click to Pay wallet during checkout. While in the card
details section of the payment form, the cardholder is prompted for a debit or credit card. Credit is
the default option.

To enable combo cards during checkout, you must include the comboCard field in your capture
context request and set the field value to true. When the comboCard field value is set to true, the
option to use a debit or credit card appears for all Visa cards that are entered in Unified Checkout
and for all cards that are already stored in Click to Pay. If you do not want to offer a combo card at
checkout, do not include the comboCard field in your capture context request:

"captureMandate” : {
"conboCard": true

Important: This feature is available only in Brazil.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.CPF

The Cadastro de Pessoas Fisicas (CPF) Brazilian tax ID feature is for customers in Brazil and provides
your customers with a way to include their Consumer National Identifier when it is requested at
checkout. Include this field in the capture context to display this field within the flow for manual card
entry and Click to Pay transactions:

"captureMandat e" : {
"CPF": {
"required": true

Important: This feature is available only in Brazil.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.requestSaveCredentials

This feature enables you to display a consent option in the Unified Checkout Ul for the cardholder
to save their payment details for future use. If you use the complete mandate to create a token, see
Sessions API (on page 280).

When you use this field without using the complete mandate, the transient token payload includes

the consumerPreference.saveCard field with the value set to true when the cardholder has checked
to save the payment information for future purchases:
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"captureMandat e" : {
"request SaveCredential s": true

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.showConfirmationStep

When showConfirmstionStep is set to false, you can remove the final summary confirmation
screens from the checkout experience. When the Ul displays cardholder data, the cardholder can
review and, if necessary, edit their payment details before checkout is complete.

"capt ureMandate": {
"showConfirmati onStep": false

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.billingType

PARTIAL: Only the billing postal code and billing country are collected in the UI. Set to this value when
you use relaxed address verification services (AVS). This includes markets where postal code and
billing country are enough for successful payment processing.
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NONE: No fields are shown in the Ul to capture cardholder billing details. If you are using the
Complete Mandate, you must provide billing details in the capture context. All information that is
collected from these fields is tokenized in the transient token and sent for payment processing. For
information about which fields are required for payment processing, see the Payments Developer
Guide.

FULL: These fields are shown in the Ul to capture cardholder billing details. When you include the
billing details in the capture context, these details are pre-filled in the Unified Checkout UI. All
information that is collected from these fields are tokenized in the transient token and sent for
payment processing where the Complete Mandate is used.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.requestEmail

false: No email address is shown in the Ul If you are using Click to Pay, this email address is used to
find the cardholder's Click to Pay account and it appears in the Ul when requestEmail is set to false.

true: The email address is shown and captured in the UL If you are using Click to Pay, this email
address is used to find the cardholder’s Click to Pay account.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.requestPhone
false: No phone number is shown or captured in the UL

true: The phone number is shown and captured in the Ul
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.requestShipping

false: No shipping information is captured in the Ul. When shipping details are required for payment
processing and are used for follow on services such as Decision Manager, you can include these fields
in the capture context. These details are tokenized and passed through.

true: Shipping fields are shown in the Ul and are collected by Unified Checkout. When you include
the shipping details in the capture context, the information appears prefilled in the Ul

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.shipToCountries

When the requestShipping field is set to true, only the countries that are included in this field can
be selected by the cardholder for their shipping address.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Include Card Prefix

You can control the length of the card number prefix to be received in the response to the capture
context /sessions request:

« Six digits

« Eight digits

¢ No prefix
To specify your preferred card number prefix length, include or exclude the
transientTokenResponseOptions.includeCardPrefix field in the capture context /sessions
request.

To receive a six-digit card number prefix in the response, follow this step:

Do not include the transientTokenResponseOptions.includeCardPrefix field in the capture
context /sessions request.

This example shows how a six-digit card number prefix 411111 is returned in the transient token
response:

"maskedVal ue" : " XXOOKXXXXXX1111",
"bin" : "411111"
To receive an eight-digit card number prefix in the response, follow this step:

Include the transientTokenResponseOptions.includeCardPrefix field in the capture context
request, and set the value to true.

¢« Important: This PCI DSS requirement applies only to card numbers longer than 15 digits
and only for Discover, JCB, Mastercard, UnionPay, and Visa brands.

e If the card type entered is not part of these brands, a six-digit card number prefix is
returned instead.

e If the card type entered is not part of these brands but is co-branded with these brands,
an eight-digit card number prefix is returned.

This example shows how an eight-digit card prefix 41111102 is returned in the transient token
response:
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"maskedVal ue" : " XXOOOOKXXXXX1111",
"prefix" : "41111102"

To not receive a card number prefix in the response, follow this step:

Include the transientTokenResponseOptions.includeCardPrefix field in the capture context
request, and set the value to false.

This example shows how a card number is returned without a card number prefix in the transient
token response:

"maskedVal ue" : " XXOKXXXXXXXX1111"

Best practice: If your application does not require card number prefix information

for routing or identification, Cybersource recommends that you include the
transientTokenResponseOptions.includeCardPrefix field in the capture context request and set
its value to false. Doing so limits the exposure of payment data to only what is necessary for your
processing needs.

For more information about PCI DSS, see Frequently Asked Questions on the PCI Security Standards
Council site.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Email Autolookup

When you include Click to Pay as an allowedPaymentType, an automatic email lookup occurs when
an email address is included in the capture context request. If the user has a Click to Pay account but
is not on a recognized device, a one-time password (OTP) screen appears and the user is prompted
to enter their OTP. If the user does not have a Click to Pay account, the user must enter their card
information manually. They will have the option to create a Click to Pay account.

To enable email autolookup, you must include CLICKTOPAY as a value in the allowedPaymentTypes
field and include an email address in the capture context.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Mobile as Identity for Click to Pay

Click to Pay supports mobile numbers as way to identify a user. This enables cardholders to use
their mobile number instead of their email address in certain markets for Visa and Mastercard
transactions.

When the requestEmail field is set to false and the requestPhone field is set to true, the cardholder
is identified using the provided mobile number. When the requestEmail field is set to true and the
requestPhone field is set to false, the cardholder is identified using the provided email address.
When the requestEmail field is set to true and the requestPhone field is also set to true, the
cardholder is identified using the provided email address first and then the mobile number if there is
no match.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Example: Unified Checkout Complete Capture Context

Capture Context Request

"country": "US",

"l ocale": "en _GB",

"targetOrigins": [
"https://nmerchant. conf,
"https://reseller.com 8443"

1.
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"clientVersion": "1.0",
"al | owedCar dNet wor ks" :

1.

"VI SA",

" MASTERCARD" ,
" AMEX" ,
"JcB",

" DI SCOVER',

" DI NERSCLUB" ,
" CARTESBANCAI RES" ,
" EFTPOS"
"JCREW ,

" MEEZA",

" CUP",

" CARNET" ,

" MADA" ,
"ELO',

" MAESTRO'

" PAYPAK" ,
"JAYWAN" ,

" KCP",

" UATP"

"al | onedPaynent Types":

1.

" PANENTRY" ,

" GOOGLEPAY"
" CLI CKTOPAY" ,
" APPLEPAY"

" PAZE" ,

" CHECK" ,

" AFTERPAY"
"| DEAL",
"MULTI BANCO',
" PRZELEWY24" |
" MYBANK" ,
"KONBI NI ",

" DRAGONPAY"
" BANCONTACT" ,
" T1 NKPAYBYBANK"

"appearance": {

"theme": "LICGHT",
"vari abl es": {

[

“primaryCol or": "#007bff",
"secondaryCol or": "#6¢757d",

"fontFam ly": "Arial

"fontSize": "14px",

"border Radi us": "4px"

sans-serif",
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"buttonType": " CHECKOUT"
"captureMandat e": ({
"showConfirmati onStep": true,
"billingType": "FULL",
"request Emai | ": true,
"request Phone": true,
"request Shi ppi ng": true,
"shi pToCountries": |
"US"
"GB"
" CA
1,
"showAccept edNet wor kl cons": true
"conmboCard": true,
"request SaveCredential s": true,
"CPF": {
"required": true
}
Ji o
"conpl et eMandat e": {
"type": "CAPTURE",
"deci si onManager": true,
"consuner Aut henti cation": "3DS"
"tns": {
"tokenCreate": true,
"t okenTypes": [
"custonmer",
"paynent | nst runment ",
"instrunentldentifier",
"shi ppi ngAddr ess"

]
}
}
"paymnment Confi gurations": {
"PANENTRY" : {
"custonmer": "existing custoner_token 123"
}
" EPAY": {
"al | onedAut hMet hods": [
" PAN_ONLY"
" CRYPTOGRAM 3DS"
]
}
" CLI CKTORPAY": {
"aut oCheckEnrol I ment": true
}
}

"transi ent TokenResponseOpti ons": {
"includeCardPrefix": true
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H

"dat a"

- A

"order|nformation": {
"anmount Detai | s": {

“total Anpunt": "102.21",
"“currency": "USD',
"surcharge": {

"amount": "2.50"
(¥
"di scount Ampunt": "2.00",
"servi ceFeeAnpunt": "5.00",
"t axAnount": "10.00",
"taxDetails": [

{
"taxld": "1234",
"type": "N
(¥
{
"taxld": "5678",
"type": "S"
}
]
(¥
"bill To": {

"address1": "123 Main Street",
"address2": "Apt 4B",
"address3": "Building C',
"address4": "Fl oor 3",

"adm nistrativeArea": "CA",
"bui | di ngNunber™": "123",
"country": "US",

"district": "Downtown",

"l ocality": "San Francisco",
"post al Code": "94105",
"email": "jane.doe@i sa. cont,

"firstNanme": "John",

"m ddl eNane": "M chael ",

"l ast Nane": "Doe",
"phoneNunber": "+1-123456789",
"phoneType": "night",

"nameSuffix": "M",
"title": "Software Engineer",
"conmpany": {

"nane": "Visa Inc",

"addressl": "900 Metro Center Bl vd",

"address2": "Suite 200",
"country": "US",

"adnmi ni strati veArea": "CA",
"post al Code": "94404",
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"locality": "Foster City"

}

(¥

"shi pTo": {
"address1": "456 Gak Avenue",
"address2": "Suite 100",
"address3": "Building A",
"address4": "Level 2",
"adm nistrati veArea": "NY",
“bui | di ngNunber": "456",
"country": "US",
"district": "M dtown",
"locality": "New York",
"post al Code": "10001",
"firstNanme": "Jane",
"l ast Nane": "Smith"

(¥

"lineltems": |
{

"product Code": "W DGET-001",
"product Nane": "Prem um W dget",
"product Sku": "W D PRE-001",
"quantity": 2,
"unitPrice": "45.50",
"uni t Of Measure": "EA",
“"total Anpunt": "91.00",
"taxAnount": "7.28",
"taxRate": "0.08",
"taxAppl i edAfterDi scount": "y",
"taxStatuslndicator": "N',
"taxTypeCode": "1234",
"amount | ncl udesTax": true,
"typeO Suppl y": "12",
"comuodi t yCode": " COVM 001",
"di scount Ampunt": "5.00",
"di scount Appl i ed": true,
"di scount Rate": "0.05",

"i nvoi ceNunber": "I NV-2024-001",
"taxDetails": [
{

"type": "STATE",
"amount": "3.64",
"rate": "0.04",
"code": "1234",
"taxld": "TAX-001",
"applied": true,
"exenpti onCode": "1"

Digital Accept Secure Integration | Introduction to Unified Checkout | 305



lltypen n Lmn ,

"anmount": "3.64",
"rate": "0.04",
"code": "5678",

"taxl d": "TAX-002",
"applied": true,
"exenpti onCode": "2"
}
1
“ful fill ment Type": "SHI P",
"wei ght": "500",
"weightldentifier": "N',
"weightUnit": "ng",
"ref erenceDat aCode": "REF-001",
"referencebDat aNunber": " REF- NUM 001",
"uni t TaxAmount ": " 3. 64",
"product Description": "High-quality prem umw dget w th extended
warranty",
"giftCardCurrency": "USD',
"shi ppi ngDesti nati onTypes": "residential",
"gift": fal se,
"passenger": {
"type": "ADT",
"status": "confirmed",
“phone": "+1-123456789",
"firstName": "Robert",
"l ast Nane": "Johnson",
"id": "PASS-001",
"email": "jane.doe@i sa. cont,
"npationality": "US"

"product Code": " GADGET- 002",
"product Nane": "Digital CGadget",
"product Sku": "GAD DI G 002",
"quantity": 1,

"unitPrice": "29.99",

"uni t Of Measure": "EA",

"total Anpunt": "29.99",
"taxAnount": "2.40",

"taxRate": "0.08",

"taxAppl i edAfterDi scount": "n",
"taxStatuslndicator": "Y',
"taxTypeCode": "5678",

"amount | ncl udesTax": fal se,
"typeO Suppl y": "11",

"comuodi t yCode": " COVWM 002",

"di scount Amount ": " 3. 00",
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"di scount Appl i ed":
"di scount Rat e":
"i nvoi ceNunber " :

true,
n O 10|| ,
"1 Nv-2024- 002",

"taxDetails": [

{
n t ypen

"anmount "

"rate":
"code":
"taxld":

"applied":

"exenpti
}
1.

"ful fill mentType":
"o

"wei ghtldentifier":
"wei ght Uni t"
"ref erenceDat aCode":
"ref erenceDat aNurmber " :
"uni t TaxAnount " :
"product Descri ption":
"giftCardCurrency":
"shi ppi ngDesti nati onTypes":
true,

"wei ght ":

"gift":

"passenger":
"type":
"status":
"phone":

Ili dll:
"email ":

}
1.

"invoi ceDetail s":

"i nvoi ceNunmber

"product Descri ption":

}
H

"buyer | nformation":

" FEDERAL" ,
: "2.40",
"0.08",
"9012",

" TAX- 003",
true,

onCode": "O0"

"Dl G TAL",

"y
o "g",

" REF- 002",

" REF- NUM 002",
"2.40",

"Advanced digital

n EUR" ,

gadget with cl oud sync",

"commerci al ",

{

" CHD",

"pendi ng",
"+1-123456789",
"firstName":
"l ast Nane" :

IIEmeII,
"WIIlianms",

" PASS- 002",
"j ane. doe@i sa. coni',
"nationality":

n @II

{
"I NV- MAI N- 2024- 001",

"Multiple items including widgets and gadgets"

{

"personal | dentification": [

{
lltypen:
n | dll

n @FII ,
"01234567890"
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"mer chant Cust oner | d": " CUST-12345",
"conmpanyTaxl d": "123456789"
"dateOFBirth": "19901215",

"l anguage": "en
}
"clientReferencel nformation": {

"code": "TAGX001",

"partner": ({

"devel operld": "DEV-1234",
"solutionld": "SOL-4567"

}
}
"consuner Aut henti cati onl nformation": {
"chal | engeCode": "01",
"messageCat egory": "01"
"acsW ndowSi ze": "O1"
}
"“mer chant | nformation": {
"mer chant Descriptor": {
"nane": "Jane Sal es",
"al ternateNane": "Bl G SALES | NC'
"locality": "New York",
"phone": "+1-123456789",
"country": "US",
"post al Code": "170056",
"admini strativeArea": "NY"
"addressl1l": "123 47TH STREET"

}

}

"processingl nformation": {
"reconciliationld": "01234567",
"aut hori zationOptions": ({

"aftlndicator": true,
"aut hl ndi cator": "Y"
"ignoreCvResul t": true,
"ignoreAvsResult": true,
"initiator": {
"credential StoredOnFile": true,
"merchant | nitiatedTransaction": {

"reason": "1"
}
}
}
"busi nessApplicationld": "AA"
"conmer cel ndi cator": "recurring",

"processinglnstruction": "ORDER SAVED EXPLI ClI TLY"
}

"recipientlnformation": {
"firstName": "John",
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"m ddl eNane": "A",

"l ast Nane": "Buyer",
"country": "GB",
"accountld": "acc0123567",
"admi ni strativeArea": "GB",
"account Type": "01",
"dateOFBirth": "19901215",
"post al Code": "170056"

}
"mer chant Def i nedl nf ormati on": [
{
"key": "pronmo_code",
"val ue": " DI SCOUNT20"
}
{
"key": "customer _tier",
"val ue": "gol d"
}

1
"devi cel nformation": {
"i pAddress": "192.168. 1. 100"

Ji o
"paynent | nformation": {
"card": {
"typeSel ectionl ndicator": "0O"
}
}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Validating the Capture Context

The capture context that you generate is a JSON Web Token (JWT) data object. The JWT is digitally
signed using a public key and confirms the validity of the JWT and that it comes from Cybersource.
When you do not have a key in the JWT header, Cybersource recommends that you follow
cryptography best practices and validate the capture context signature.
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To validate a JWT, you must obtain its public key. This public RSA key is in JSON Web Key (JWK)
format. The public key is associated with the capture context on the Cybersource domain.

To get the public key of a capture context from the header of the capture context itself, you must
retrieve the key ID associated with the public key and then pass the key ID to the /flex/v2/public-
keys endpoint:

1. From the header of the capture context, get the key ID (kid):

"kid": "3g",
"al g": "RS256"

2. Send a GET request to the /flex/v2/public-keys endpoint and include the key ID. For example:

o

Test: GET https://apitest.cybersource.com/flex/v2/public-keys/{3g}
> Production: GET https://api.cybersource.com/flex/v2/public-keys/{3g}

> Production in Saudi Arabia:GET https://api.sa.cybersource.com/flex/v2/public-keys/
{3g}

o

Test in Saudi Arabia:GET https://apitest.sa.cybersource.com/flex/v2/public-keys/
{3g}

Depending on the cryptographic method you use to validate the public key, you might need to
convert the key to privacy-enhanced mail (PEM) format.

3. The resource returns the public key:

eyJmbHgi Onsi cGF0aCl 61 i 9nbGV4AL3YyL3Rva2Vucyl sl mRhdGEi O | 2bUFLNTNPNVpGTUK5Y3Rob
WZnd2do QUFFRGNgNUSQYzcxel Er bnBr e DN6WSt LOTVWRc5bThmWws4czl TRXBt T21z MiwWhbEx5Nk
hHZ290QOJEW VI N3ZUSGQB YTR5a2t NRDI NVHhgK3ZoWKVDUMRDaDhVY1dwWUNZW Znb TELUXVFMKE
i LCIvem naWli G JodHRwezovL3Rl c3RmbGVALMSYmyc291cmNl LniNvbSI sI np3ayl 6eyJr dHki

QG JSWOE LCJI I'j oi QVFBQ | sl nVzZSI 61 mVuYyl sl mdi O JyQrzwdDRj ed ke VZwTOpnVTl JQXewJ
1JCNUZgNOx Mzj AAUOROVIMNy Uj | aaj A2bEYwTVce1aUpZb3F6R3RCANBI MhFZbFN6LVRs SDdy bVNTUE
Zl eTFI@@Bf 201 3eUR OnJORVWNEanpLeVNZSTVCV] NsNHh6Qk5CNz R1dnB2Snt gcnd3QvZv VU4AWMLR
aT3FVcOpf Sylj TOxpYzVXVOZhQTEy OUt hWFZr ZFd3N3c3LVBLdnMMnpj eGwy VO5STUl zTS1ZQ0xO
b3FCdkdCSk50Yy1uMLl BNUShaz B2NDdi YUs WYWIHOQXRf WEZ0Zd t Zk phVUVUTVBWIVOT QriRh VB 0d
1Ng UFNaOHFMOGk z Wd me mp 2 MURDTUMRWURZRz | mX0t gNzJj Ti 1CaGIBRURWII Zy TUt | Z3Qy RDI wMk
J1d2gzZl Nf S3VRcl FWI'vVdPel RnT3AzT2s3UVFGZ1Ei LCIr aWQ O | wOEJhWKIMkbj dKTUhj SDhlbkc
XxC1INDUVAXxN2WeWL Zy J9f Swi Y3R4I j pbeyJkYXRhI j p71 nRhendl dEQyaWlpbnM A si aHROcHVB
Ly93d3cudGvzdC5j b20i XSwi bWZPcm naWti O JodHRwczov L3Rl c3RMOGVALMNSYnVyc291cmNl L
mM\vbSJ9LCI0eXBl | j oi bWt MCAxMS4AW n1dLCIpc3M G JGhGV4l EFQSSI sl nivAcCl 6MTYxN ¢30T
A5MBw aWFOI j oxN) E2Nzc4MTkxLCIqdCki O J6SGLt Z25uaTVoN3pt dGYOI n0. GvBzyweJKI 3b2Pz
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t Hb9r ZXawx2T817nYqubgoxpedPsj qBY1qeTol9R- CP_DkJXov9hdJZgdl zI NnRY6yoi zi SZnGldp
nZ- pCgl | C06qr pJVEDob30 ef ROLO3Gz7F5JI LA TXS 6nWwWC5nRI cP032yt PDEX5TM 9YOhnBadJ
YnhEMMONn_paMBwih2v6r f TkaBqd8n6r PvCNr WMOMoMIoTeFxku-

Use this public RSA key to validate the capture context.

4. Parse the JWT capture context to get the Kid from its header:

"kid": "3g",
"al g": "RS256"

5. Send a GET request to retrieve the public key from /flex/v2/public-keys/3g:

{

"kty":"RSA",

"use":"enc",

"kid":"3g9",

"“n":"ir7N 1Bj 80r xr 3co5v_JLKkP309UxXZRX1L| ZFZeckguEf 7Gdt 5k GFFf TsynKBesnBPe
801hwf kq7KmJ ZEZSuDbi JSZvFBZycK2pEeBj ycahwdCqOne M7 aKG2F_bhwWHr YAYdKsp
_cSJe_ZMXFUqYnj k7D0p7cl X6CnR1IQYM 41Aj b7NH 23uONL7Pyf JQMPLX8HdunE6ZwWK
DNcavgxONBVuWsnf sGvt ygKQxj eHr | - gpy MXFOe PeVpUl QOKVj mb5- em Vd2SbyPNmre
NADGI GCnECYMyL5hEvnTuy Ay bwgVwuMRanyf Fgl bRer Al zcl T4j QBeZFwkz Zf QF7MJA6QQ" ,
"e": " AQAB"

}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Session Validation

The session JWT is digitally signed using RS256. You must confirm that it was issued by Cybersource
and has not been tampered with. Follow these steps to validate the signature:
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1. Parse the session JWT header to extract the key ID (kid):

“kid": "3g",
"al g": "RS256"

2. Retrieve the public key by sending a request to the /flex/v2/public-keys/{kid} endpoint:
o Test: GET apitest.cybersource.comflex/v2/public-keys/{kid}
> Production: GET api.cybersource.comflex/v2/public-keys/{kid}

3. Use the returned RSA public key in JSON Web Key format to verify the JWT signature.

¢« Important: Depending on the cryptographic library that tou use, you may need to
convert the key to Privacy-Enhanced Mail (PEM) format.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Transient Tokens

The response to a successful customer interaction with Unified Checkout is a transient token. This

is returned in the response from the checkout.mount() function. The transient token is a reference
to the payment data collected on your behalf. Transient tokens allow secure card payments to occur
without risk of exposure to sensitive payment information. The transient token is a short-term token
that expires after 15 minutes. This reduces your PCI burden/responsibility and ensures that sensitive
information is not exposed to your back-end systems.

Transient tokens can be included requests sent to the Payment Details API for the customer payment
data that is collected.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Transient Token Format

The transient token is issued as a JSON Web Token (JWT) (RFC 7519). For information on JSON Web
Tokens, see JSON Web Tokens (on page 362).

The payload portion of the token is a Base64URL-encoded JSON string and contains various claims.
For more information, see JSON Web Tokens (on page 362).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Example: Transient Token Format

Transient Token Payload

! Important: The empty field values in the transient token indicate which fields were
captured by the application without exposing you to personally identifiable information
directly.

{

"met adata" : {
"sequenceNumber™" : "1",
"cardhol der Aut henti cati onStatus" : fal se
"payment Type" : " PANENTRY"
b
"iss" : "Flex/00",
"exp" : 1762870464,
"type" : "gda-0.10.0",
"iat" : 1762869564,
"jti"  "1DAQ@BFJISSZ9ASKQRZCI7EL3]l FO TOOH2GGHY6 TRZ3O28 TUQLBNBH691344C098CA" ,
"content" : {
"devi cel nformation" : {
"fingerprintSessionld" : { }
b
"orderInformation" : {
"bill To" : {
"country" : { },

"l ast Nane" : { },
"firstName" : { },
"phoneNunber" : { },
"address1" : { },
"post al Code" : { },
"locality" : { },

"bui | di ngNurmber™ : { },

"conmpany" : {
"name" : { }

}l
"admi ni strativeArea" : { },
"emai l" : { }

}l

"amount Detai | s" : {
"total Amount” : { },
“currency" : { }

}l

"shi pTo" : {

"firstName" : { },
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"l ast Name" : { },
“country" : { },
"address1" : { },

"post al Code" : { },
“"locality" : { },

"bui | di ngNunber" : { },
"admini strativeArea" : { }

(¥
"paynent | nformation" : {
"card" : {
"expirationYear" : {
"val ue" : "2027"
(¥
"nunber" : {
"maskedVal ue" : " XXOOKXXXXXXX1111",
"bin" : "411111"
(¥
"securityCode" : { },
"expirationMnth" : {
"val ue" : "03"
(¥
"typeSel ectionlndicator" : {
"val ue" : "1"

b,
n ypell : {
"val ue" : "001"

PAN BIN in metadata Object

The cardDetails object, including the PAN BIN, is included in the transient token metadata when a
Click to Pay network token is used as a payment method. This allows you to display information
about the card on invoices and see the BIN details that are linked to the underlying card

"nmetadata": {
"cardDetail s": {
"suffix": "9876",
"prefix": "123456",
"expirationMonth": "MV
"expirationYear": "YYYY"
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Authentication Status in metadata Object

The cardholderAuthenticationStatus objectis included in the metadata and enables you to determine
if the payload is fully authenticated. When cardholderAuthenticationStatus is set to true, the payload
is fully authenticated. When cardholderAuthenticationStatus is set to false, the transaction is not
authenticated.

If you are using Unified Checkout with unifiedPayment.complete() and consumerAuthentication
is set to true in the complete mandate request, then Payer Authentication is called automatically

if it is available for the selected payment method and card network. If you use a transient token

to request follow-on services directly, the value of this field indicates if the transaction has been
authenticated.

"metadata": {
"cardhol der Aut henti cati onStatus": "true"

}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Token Verification

When you receive the transient token, you should cryptographically verify its integrity using the
public key embedded within the capture context. Doing so verifies that Cybersource issued the token
and that the data has not been tampered with in transit. Verifying the transient token JWT involves
verifying the signature and various claims within the token. Programming languages each have their
own specific libraries to assist. For an example in Java, see: Java Example in Github.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Digital Accept Secure Integration | Introduction to Unified Checkout | 316


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/
https://github.com/CyberSource/cybersource-unified-checkout-sample-java/blob/main/src/main/java/com/cybersource/example/service/JwtProcessorService.java
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Dual-Branded Cards

Unified Checkout accepts dual-branded cards. To use this feature, you must include the card
networks that have overlapping BIN ranges in the capture context request. For example:

"al  onedCar dNet wor ks": [" VI SA", "MASTERCARD', "AMEX", " CARTESBANCAI RES"]

When a card number within an overlapping BIN range is entered, the network that is listed first in
the value array for the allowedCardNetworks field is used. Based on the previous example, if the
card number 403550XXXXXXXXXX is entered, the payment network for payment processing is Visa.

During the transaction, the card type is populated with the first network in the list, and the
detectedCardTypes field returned in the transient token includes all of the detected card types in
the transient token.

The detectedCardTypes field is returned in the transient token response only when more than one
card type is detected.

If you include Cartes Bancaires as a supported dual-branded card type, Unified Checkout displays
aradio button with Visa and Mastercard options at checkout. This enables the customer to select
which payment scheme they want to use to process the payment. The radio button defaults to the
card type that you specify in the capture context request, but the payment is processed using the

option selected by the customer during checkout.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Authorizations with a Transient Token

This section provides the information required in order to perform a successful authorization with
a Unified Checkout transient token. You can use this method to construct more complex payment
scenarios that are not supported by the unifiedPayments.complete() payment method.

Important: When you process payments through Unified Checkout using
unifiedPayments.complete(), Unified Checkout invokes service orchestration directly.
When you send an authorization request using a transient token, you must request the
follow-on services that you want to use. For information about the required fields for the
payment services that you request, see the Payments Developer Guide.

The transient token is a short-term token that expires after 15 minutes. Doing so eliminates the need

to send sensitive payment data along with the request. For more information on transient tokens, see
Transient Tokens (on page 313).

To send the transient token with a request, use the tokenInformation.transientToken]wt field.

This example shows a transient token in the context of an authorization request:

"tokenl nformation": ({
"transi ent TokenJwt ":

"eyJraWQ O | wOG4zUnVsRTJGOXJI DRkt yc VR ZFI kWGZSWFhMNXFoNSI s| nFsZyl 611 JTM U2l n0. eyJp
c3M O JGGV4ALZzA3I i wi ZXhwl j oxNTk3MDgOODKk3LCJ0eXBlI | j oi Z2ZRhLTAuMS4X! i wi aWFOI j oxNTk3MD
gzOTk3LCIqdGki O | xQzl 2VI pSkVIUULPTz VI MDUMEE | NDdJ VEFNVKI aRkKMOMLY1 TDUOMUNCTE45Q09JM
OW3NUYz MTkORTESNKEX| n0. SNmLVZaZr 3Dk TqUg9CdVOF5ar Re- uQUOoUWPKF W pbl zI PZut Rokv5DSDcM
7asZl KNJyNl Bx5DLs| _yQPr KgzhwxZ8gbht o7cu3t - vBDH&RY@51pl PQVQnj 7x- vEDc XkLUL1F8sqY23
R5HW x SDA@BAFLawCckn7@eudRGeuMLWH742G | f 9Hz 3Ky KnnmeNKA309yW2nal6nneVZaYGgbUSPVI Td

| 5cMAO09I Eob8E30QHOHHA M su5uMA4x7DeBj f TKD1r Q< FP3JBNVcv30Al MLk NcwOpHbt HDVz KBW UVXvn
nB8zFEdi BuSAco2uWhC9zFqHr r p642ZvzxZqoGA"

}

To retrieve non-sensitive data from a Unified Checkout transient token, use the payment-details

endpoint. This data includes cardholder name and billing and shipping details. For more information,
see Payment Details API (on page 338).

Important: Fields supplied directly in an API request supersede those that are also present
in the transient token. For example, in the request below, the total amount might have been
overridden because of a tax calculation.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments
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Test: POST https://apitest.cybersource.com/pts/v2/payments
Production in Saudi Arabia:POST https://api.sa.cybersource.com/pts/v2/payments

Test in Saudi Arabia:PoST https://apitest.sa.cybersource.com/pts/v2/payments

Required Field for an Authorization with a Transient Token

tokenInformation.transientTokenJwt

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

REST Example: Requesting an Authorization with a Transient Token

"clientReferencel nformation": {
"code": "TC50171_3"
s
"processi ngl nformation": {
“conmer cel ndi cator": "internet"
s
"tokenl nformation": ({
“transi ent TokenJwt " :
"eyJraWQ O | wOG4zUnVsRTJGQXJIDRKt yc VRKkZFI KWEZSWFhIMNXFONSI s| s
Zyl 611 JTM W21 n0. eyJpc3M O JGGVALzA3I i wi ZXhwl j oxNTk3MDgOODk3LCJ0eXBlI | j oi Z2ZRhLTAUMS
ax1 i
wi aWFOI j oxNTk3MDgzOTk3LCIqdCki O | xQzl 2Vl pSRkVIUULPTZz VI MDUMNEL | NDdJ MEFNWKI aRKMDMLY1
TDUO
MUnCTE45Q09J MOW3NUYz MTKORTESNKEX| n0. SNmLVZaZr 3Dk TqUg9CdVOF5ar Re- uQUOoUWPKF W pbl zI P
Zut R
okv5DSDcMrasZl KNJyNI Bx5DLs| _yQPr KgzhwQxZ8gbht 07cu3t - vBDHERyY 951 pl PQVj 7x- vEDc XkLU
L1F8
sqY23R5HW x SDA@BAFLawCckn7@eudRGeuVhLWH742G | f 9Hz 3Ky KnmeNKA309yW2nal6nnmeVzZaYGgbUS
PVIT
dl 5cMAO09Il Eob8E3OCQHOHHAM suS5uMA4x7DeBj f TKD1r Q< FP3JBNVcv30AI MLk NcwOpHbt HDVz KBWK UV v
nnBz
FEdi BuSAco2uWhC9zFqHr r p642ZvzxZqoGA"

}

Digital Accept Secure Integration | Introduction to Unified Checkout | 319


https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/token-info-aa/token-info-transient-token-jwt.html
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

"order|nformation": {
"anmount Detai | s": {
"total AvDunt": "21.00",
"currency": "USD'

(¥
"bill To": {
"firstNanme": "John",
"l ast Nane": "Doe",
"address1": "1Market St",
"address?2": "Address 2",
"l ocality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
“country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"
}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Test Your Configuration
Use these test payment credentials to test your Unified Checkout configuration:

e Unified Checkout Test Cards (on page 321)
e Visa and Mastercard Click to Pay Test Cards (on page 323)
e Test Cards for Authentication by Click to Pay (on page 325)

e Echeck Test Values (on page 326)
You can handle errors and test your configuration using these topics:

e Handle Errors (on page 329)

» Reason Codes (on page 335)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Unified Checkout Test Cards

Use these test card numbers to test your Unified Checkout configuration.

Combine the BIN with the card number when sending to Unified Checkout.

To test Payer Authentication, you must use Payer Authentication test cards. See Test Cases for 3-D
Secure 2.x in the Payer Authentication Developer Guide.

Test Card Numbers

Card Brand BIN Card Number @ Expiration Cvv
Date

Visa 411111 | 1111111111 12/2026 123

Mastercard 555555 5555554444 | 02/2026 265

American 378282 246310005 03/2026 7890

Express
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Test Card Numbers (continued)

Card Brand BIN Card Number @ Expiration Cvv
Date

Cartes Bancaires | 436000 | 0001000005 04/2040 123
Carnet 506221 0000000009 04/2026 123
China UnionPay | 627988 | 6248094966 04/2040 123
Diners Club 305693 1 09025904 04/2040 123
Discover 644564 4564456445 04/2040 123
JCB 353011 133330000 04/2040 123
Jaywan 679009 0000002009 04/2040 123
Jaywan 669000 0000000000 04/2040 123
KCP 949022 | 0011669217 04/2040

Paypak 220543 0000003002 04/2040 123
Maestro 675964 9826438453 04/2040 123
mada 446404 | 0000000007 04/2040 123
ELO 451416 | 0000000003 04/2040 123
JCrew 515997 1500000005 04/2040 123
EFTPOS 401795 | 000000000009  04/2040 123
Meeza 507808 3000000002 04/2040 123
UATP 148512 | 345678905 04/2040

Test Cards for Click to Pay Authentication by Unified Checkout

se these test cards to test when you use a Click to Pay card with authentication performed outside
Click to Pay and the consumerAuthentication field is set to true in the capture context.

Replace the X in the card number with 4.

To manage Visa test cards for customer authentication, contact your implementation consultant or
technical account manager.

! Important: These test cards are not valid for testing in production. To test in production,
you must leverage production credentials.

Digital Accept Secure Integration | Introduction to Unified Checkout | 322



Test Card Numbers for Authentication Outside Click to Pay

Flow

Card Card Number Expiration Cvv
Brand Date

Visa 46229431231X2X56 1 12/2026 432

46229431231X232X 1 12/2026 581
Mastercard | 512X35X1XXX64578 | Any future date | Any
512X35X1XXX64552 | Any future date | Any

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Visa and Mastercard Click to Pay Test Cards

Visa Test Cards

These Visa test cards can be added to your Click to Pay wallet.
Replace the X in the card number with 4.

You can manage your Visa Click to Pay test cards and account here:

e Production: https://src.visa.com/login

e Test: https://sandbox.src.visa.com/login

To manage Visa test cards for customer authentication, contact your implementation consultant or
technical account manager.

! Important: These test cards are not valid for testing in production. To test in production,
you must leverage production credentials.
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Visa Test Card Numbers

Card Number Expiration Cvv
Date
x6229x3123123755|12/2029 728
x6229x3123123763 | 12/2029 605
x6229x3123123771|12/2029 694
x6229x3123123789 | 12/2029 881
x6229x3123123797 | 12/2029 678
x6229x3123123805 | 12/2029 084
x6229x3123123813 | 12/2029 127
x6229x3123123821 | 12/2029 218
x6229x3123123839 | 12/2029 114
x6229x31231238x7 | 12/2029 867
x6229x312312385x | 12/2029 301

Mastercard Test Cards
Mastercard test cards can be added to your Click to Pay wallet. You must retrieve Mastercard test
cards from their Click to Pay test page: https://developer.mastercard.com/mastercard-checkout-

solutions/documentation/testing/test_cases/click_to_pay_case/#test-cards

Mastercard has different test cards for retrieving tokenized and non-tokenized data. Cybersource
recommends that you use these test cards as follows:

e Test cards to retrieve PAN data: Use these cards when the customer is completing checkout as a
one-time guest and does not have a Click to Pay account or want to create one.

» Test cards to retrieve token data: Use these cards for tokenized Click to Pay transactions.
You can manage your Mastercard Click to Pay test cards and account here:

e Live: https://src.mastercard.com/profile/enroll

e SBX: https://sandbox.src.mastercard.com/profile /enroll

Mastercard authentication test cards are available on the Mastercard Checkout Solutions page in the
Mastercard Developer Center.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Test Cards for Authentication by Click to Pay
Use these cards when authentication is performed by Click to Pay within the Click to Pay flow.
Replace the X in the card number with 4.

To manage Visa test cards for customer authentication, contact your implementation consultant or
technical account manager.

! Important: These test cards are not valid for testing in production. To test in production,
you must leverage production credentials.

Click to Pay Test Card Numbers for Authentication in Click

to Pay Flow

Card Card Number Expiration Cvv

Brand Date

Visa 43958XXX0449X11X  12/2025 509
439584XXX282X11X  12/2025 693
439584XX91X1XX11  12/2025 676
439584XX9119XX11  12/2025 789

For information about testing authentication, seeTest Authentication (on page 326). For
information about enabling Visa customer authentication, see Set Up Customer Authentication for
Visa Click to Pay (on page 171).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Echeck Test Values

These eCheck test values can be used to process a test eCheck transactions:

e Routing number: Set to 071923284

e Account number: Set to any supported value. For example, 1234567890.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Test Authentication

Use this table to determine how to test your authentication method.

Authentication Testing by Product

Payment Authent Minimum Prerequisites | Test Cards
Method ication Follow-On
Actions
PAN Entry Payer Authorization | The See Testing
Authentication ' and Payer transacting Payer
through Authentication | MID must Authentication
Unified be enabled in the Payer
Checkout for Payer Authentication
Authentication | Developer
and the Guide.
complete
mandate is
used with the
consumerAut
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Details

When the
complete
mandate is not
used, Unified
Checkout does
not initiate
authentication
and you must
perform
authentication
within

your own
environment.
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Authentication Testing by Product (continued)

Payment
Method

Click to Pay

Click to Pay

Authent Minimum
ication Follow-On
Actions
Payer Authorization
Authentication | and Payer
through Authentication
Unified
Checkout
Visa Click to Authorization
Pay and Payer
Authentication
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Prerequisites

hentication
field set to
true.

The
transacting
MID must

be enabled

for Payer
Authentication
and the
complete
mandate is
used with the
consumerAut
hentication
field set to
true.

Authentication
for Click to Pay
must not be
configured.

You must
configure the
authentication
for Click to
Pay. Click to
Pay performs
authentication
only ifitisa
tokenized Visa
card.

Test Cards

See Unified
Checkout Test
Cards (on page
321).

See Test

Cards for
Authentication
by Click to

Pay (on page
325).

Details

When
authentication
is not enabled
for Click to
Pay or Click to
Pay is not able
to perform
authentication
for Click to
Pay, Unified
Checkout
performs
authentication
using Payer
Authentication
when the
complete
mandate is
used with the
consumerAut
hentication
field set to
true.

When
authentication
is enabled for
Click to Pay,
authentication
is attempted
for all Click

to Pay
transactions
for Visa cards
that are stored
in Click to

Pay. For
information
about

setting up
authentication



Authentication Testing by Product (continued)

Payment Authent Minimum Prerequisites ~ Test Cards
Method ication Follow-On
Actions

Google Pay Google Pay Authorization | A Google
device must
be used with

biometric
authentication
for Google
authentication.
Google Pay Payer Authorization | You must
Authentication | and Payer use a device,
through Authentication | such as a
Unified web browser,
Checkout that does not
authenticate

the cardholder
as part of the
authorization
process.
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Details

for Visa Click
to Pay, see Set
Up Customer
Authentication
for Visa Click
to Pay (on
page 171).

A user
authenticates
themselves
on a Google
device with

a tokenized
Google Pay
credential -
the returned
payload from
Google will be
Authenticated

Google will
return an

un-
authenticated
payload

to Unified
Checkout.
Unified
Checkout

will step in
and process
Authentication
via Payer
Authentication
when the
Complete
Mandate
function is
used with
consumerAuth
entication



Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Handle Errors

The Unified Checkout SDK uses a structured error object for all error scenarios. Errors are returned
as exceptions from asynchronous methods and are also returned as events for centralized handling.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

UnifiedCheckoutError

All SDK errors are instances of UnifiedCheckoutError with these properties:

UnifiedCheckoutError Properties

Property Type Description

correlationId | stri The correlation ID from an underlying API call, when applicable.
ng?

details unkno | Additional error-specific information. This is often an array of objects.
wn?

informationL |stri The URL linked to the online documentation for this error.

ink ng?

message string | This property is a human-readable description of the error.

name string | The value is always "UnifiedCheckoutError".

reason string | This property is a machine-readable error code, such as

"CAPTURE_CONTEXT_INVALID".
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Detect Errors

Errors may be serialized through postMessage. Cybersource recommends that you use the name
property instead of instanceof:

try {
const result = await checkout. nount (' #buttons');

} catch (error) {
if (error.name === 'UnifiedCheckoutError"') {
/] Access error.reason, error.message, error.details

You can also write a helper function that can be reused:

function isUnifiedCheckoutError(obj) {

return (
obj == null &&
typeof obj === 'object' &&
obj . name === 'Unifi edCheckoutError' &&
typeof obj.reason === "'string' &&
t ypeof obj.nessage === 'string'
);

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Digital Accept Secure Integration | Introduction to Unified Checkout | 330


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Error Handling Patterns

Try/Catch

try {
const client = await VAS. UnifiedCheckout (sessi onJW);

const checkout = await client.createCheckout ();

const result = await checkout. nount (' #buttons');
} catch (error) {

consol e. error(error.reason, error.nmessage);

Promise .catch()

VAS. Uni fi edCheckout (sessi onJWI)
.then(client => client.createCheckout())
.then(checkout => checkout. mount (' #buttons'))
.catch(error => console.error(error.reason, error.nessage));

Centralized Error Logging via Events

Errors from all integrations are applicable up to the client level. Use client.on('error") for
centralized logging:

const client = await VAS. Unifi edCheckout (sessi onJWI) ;

client.on('error', (err) => {
error Reporter.send({
source: err.source, /1l "checkout", "trigger", "button", or "client"
code: err.code
nessage: err.nmessage
I
I

Cybersource recommends that you do this as it catches errors from all checkouts, triggers, and
buttons created from this client instance.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide

Digital Accept Secure Integration | Introduction to Unified Checkout | 331


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html

API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Error Codes

Initialization Errors

These errors are returned during VAS.UnifiedCheckout(sessionJWT):

Initialization Reason Values

Reason Description

CAPTURE_CONTEXT The supplied JWT has expired. Generate a new session.
_EXPIRED

CAPTURE_CONTEXT The session JWT is not valid. For example, it has a bad signature or is malformed.
_INVALID

UNUSED_TARGET_O One or more targetOrigins in the session do not match the current page origin.
RIGINS The details array lists the unused origins.

Mount Errors

These errors are returned during checkout.mount() or trigger.mount():

Mount Reason Values

Reason Description

CHECKOUT_ALREA The checkout or trigger is already mounted. Call unmount() first, or create a new
DY_MOUNTED instance.

MOUNT_CONTAINE The CSS selector does not match any Document Object Model (DOM) element.
R_SELECTOR Check that the container exists before calling mount ().

MOUNT_ERROR A problem occurred loading the payment iframe.

MOUNT_INVALID_ The supplied container parameter is not a valid CSS selector string or HTMLE1ement.
CONTAINER

MOUNT_PAYMENT_ A payment method timed out during initialization.
TIMEOUT

MOUNT_PAYMENT_  No payment types could be presented to the customer. This may be due to
UNAVAILABLE browser or device support, or errors during checkout initialization.
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Mount Reason Values (continued)

Reason Description

MOUNT_SIDEBAR_ The supplied container parameter is invalid for sidebar mode.
OPTIONS

MOUNT_TOKEN_TI Token creation timed out during mount. This may indicate a network issue.
MEOUT

MOUNT_TOKEN_XH A network error occurred during token creation. Check the customer’s
R_ERROR connectivity.

Complete Errors

These errors are returned during checkout.complete() or trigger.complete():

Complete Reason Values

Reason Description

COMPLETE_AUTHENTICATION | The customer cancelled the 3-D Secure authentication step-up.
_CANCELED

COMPLETE_AUTHENTICATION | The 3-D Secure authentication step-up failed.

_FAILED

COMPLETE_ERROR A general error occurred during transaction completion.

COMPLETE_IN_PROGRESS complete() has already been called and has not yet finished. Wait for
the current call to resolve.

COMPLETE_NOT_ALLOWED Complete is not allowed for this transaction, such as when

autoProcessing is set to true.

COMPLETE_TRANSACTION _CA | The customer cancelled the transaction.
NCELLED

COMPLETE_TRANSACTION_FA | The transaction failed during processing.
ILED

COMPLETE_VALIDATION_ER | The parameters supplied to complete() have a validation error. Check
ROR the details for specifics

Checkout Errors

Checkout Reason Values

Reason Description

CHECKOUT_ERROR A general checkout error occurred.
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Checkout Reason Values (continued)

Reason Description

CHECKOUT_PAYMENT_PARAMETERS | One or more payment parameters have a validation
error.

CHECKOUT_VALIDATION_PARAMS | One or more checkout parameters have a validation
error.

Trigger Errors

Trigger Reason Values
Reason Description

TRIGGER_PAYMENT_TYPE_N | The specified payment type cannot be used with a trigger. Only PANENTRY
OT_SUPPORTED and CLICKTOPAY values are supported.

Payment-Specific Errors

Payment-Specific Reason Values

Reason Description
CLICK_TO_PAY_SDK_LOAD_ERROR The Click to PaySDK failed to load.
ENCRYPT_CARD_FOR_SRC_ENROLMENT_ERROR | Card encryption for Click to Pay enrollment

failed.
GOOGLEPAY_CHECKOUT_ERROR A Google Pay checkout error occurred.
LAUNCH_SRC_CHECKOUT_ERROR Launching the Click to Pay checkout failed.

TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED | The payment type is not supported for triggers.

General Errors

Reason Code Description

UNKNOWN_ERROR | An unknown error has
occurred.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Reason Codes

This section describes the server-side HTTP status codes and reason values that are returned when
you send requests to Unified Checkout. For information about client-side SDK error codes, see
Handle Errors (on page 329).

HTTP Status Codes

C Description
ode

200 | Request processed successfully
201 | Session created

400 | Bad request. The response body contains a reason value with
details

404 | Resource not found

500 | Unexpected server error

Reason Values (HTTP 400)

When the API returns a status code value of 409, the response body includes the reason field. This
section lists all possible values for the reason field:

Initialization Reason Values

Reason Description

CAPTURE_CONTEXT_EXPI | The session JWT is expired. Generate a new session.
RED

CAPTURE_CONTEXT_INVA | The session JWT is not valid. For example, it has a bad signature or is
LID malformed.

INVALID_APIKEY The API key is not valid.

Checkout Reason Values
Reason Description

CHECKOUT_ERROR A general checkout error occurred.
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Checkout Reason Values (continued)

Reason Description
UNIFIED_PAYMENTS_ALREADY_SHOWN The checkout is already displayed.

UNIFIED_PAYMENTS_PAYMENT_PARAMETERS One or more payment parameters have a validation
error.

UNIFIED PAYMENTS VALIDATION FIELDS | One or more fields have a validation error.

UNIFIED_PAYMENTS_VALIDATION_PARAMS | One or more checkout parameters have a validation
error.

Mount Reason Values

Reason Description
SHOW_LOAD_CONTAINER_SELECTOR | The CSS selector does not match any element.
SHOW_LOAD_ERROR A problem occurred loading the payment iframe.
SHOW_LOAD_INVALID_CONTAINER | The container parameter is not valid.

SHOW_LOAD_SIDEBAR_OPTIONS The container parameter is not valid for sidebar

mode.
SHOW_PAYMENT_TIMEOUT A payment method timed out during initialization.
SHOW_PAYMENT_UNAVAILABLE No payment types could be presented to the
customer.
SHOW_TOKEN_TIMEOUT Token creation timed out during mount.
SHOW_TOKEN_XHR_ERROR A network error occurred during token creation.
Complete Reason Values
Reason Description

COMPLETE_AUTHENTICATION CANCE | The customer cancelled 3-D Secure authentication.
LED

COMPLETE_AUTHENTICATION FAILED | 3-D Secure authentication failed.

COMPLETE_ERROR A general error occurred during completion.

COMPLETE_IN_PROGRESS A complete call is already in progress.

COMPLETE_NOT_ALLOWED Complete is not allowed, such as when auto-processing is
enabled.

COMPLETE_TRANSACTION CANCELLED | The customer cancelled the transaction.
COMPLETE_TRANSACTION_FAILED The transaction failed during processing.

COMPLETE_VALIDATION_ERROR Parameters supplied to complete have a validation error.
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Tokenization Reason Values

Reason Description
CREATE_TOKEN_TIMEOUT | Token creation request timed out.

CREATE_TOKEN_XHR_ERROR | A network error occurred during token

creation.
SDK_XHR_ERROR A general SDK network error occurred.
TOKENIZATION_ERROR Tokenization of payment data failed.

Payment-Specific Reason Values

Reason Description
CLICK_TO_PAY_SDK_LOAD_ERROR The Click to PaySDK failed to load.
ENCRYPT_CARD_FOR_SRC_ENROLMENT_ERROR | Card encryption for Click to Pay enrollment

failed.
GOOGLEPAY_CHECKOUT_ERROR A Google Pay checkout error occurred.
LAUNCH_SRC_CHECKOUT_ERROR Launching the Click to Pay checkout failed.

TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED | The payment type is not supported for triggers.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Payment Details API

This section contains the information you need to retrieve the non-sensitive data associated with
a Unified Checkout transient token and the Payment Details API. This API can be used to retrieve
personally identifiable information, such as the cardholder name and billing and shipping details,
without retrieving payment credentials, which helps ease the PCI compliance burden.

There are two methods of authentication, and they are described in the Getting Started with REST
Developer Guide:

e Set Up a JSON Web Token Message

e Set Up HTTP Signature Message

Important:

Cybersource recommends that you dynamically parse the response for the fields that you
are looking for when you integrate with Cybersource APIs. Cybersource may add additional
fields in the future.

You must ensure that your integration can handle new fields that are returned in the
response. Even though the underlying data structures do not change, you must also ensure
that your integration can handle changes to the order in which the data is returned.

Cybersource uses semantic versioning practices, which enables you to retain backwards
compatibility as new fields are introduced in minor version updates.

Endpoint

Production: GET https://api.cybersource.com/flex/v2/payment-details/{jti}

Test: GET https://apitest.cybersource.com/flex/v2/payment-details/{jti}

Production in Saudi Arabia: GET https://api.sa.cybersource.com/flex/v2/payment-details/{jti}
Test in Saudi Arabia: GET https://apitest.sa.cybersource.com/flex/v2/payment-details/{jti}
The {jti} is the ID of the JWT within the transient token that is returned by Unified Checkout.

The transient token is a JWT object that you retrieved as part of a successful capture of payment
information from a cardholder.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
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AP| Reference Sandbox

Business Center Test

Business Center Production

Customer Support

REST Example: Retrieving Transient Token Payment Details

Request

GET https://apitest.cybersource.conm flex/v2/ payment-details/{jti}

Response to Successful Request

"paynent | nformation": {

}
H

"or

}

}

card": {
"expirationYear": "2026",
"nunber": " XOOKXXXXXXX1111",
"expirationMonth": "05",
"type": "001"

derlnformation": {
amount Detai | s": {
“total Anpunt": "21.00",
"currency": "USD'

i1l To": {

"l ast Nane": "Lee",

"country": "US",

"firstNane": "Tanya",

"emai |l ": "tanyal ee@xanpl e. cont
hi pTo": {

"locality": "Small Town",
"country": "US",

"admini strativeArea": "CA",
"addressl1l": "123 Main Street",
"post al Code": "98765"
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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JavaScript API Reference

This reference provides details about the JavaScript API for creating the Unified Checkout v1
payment form.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

VAS.UnifiedCheckout(sessionJWT)

This is a factory function that initializes the SDK. It returns a frozen, immutable client interface.

VAS.UnifiedCheckout(sessionJWT) Parameters
Name Type Required? Description

sessionIWT string Yes Signed JSON Web
Token (JWT) from the
server-side session
endpoint

Returns

Promise<UnifiedCheckoutInterface>
Errors

Returns UnifiedCheckoutError with reason CAPTURE_CONTEXT_INVALID if the JWT
signature is invalid, or UNUSED_TARGET_ORIGINS if the current page origin is not in the
JWT’s targetOrigins list.

Example

const client = await VAS. UnifiedCheckout (sessi onJWI);

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

UnifiedCheckoutinterface

The client object returned by VAS.UnifiedCheckout(). All methods throw an Error if called after
destroy().

client.createCheckout(options?)

client.createCheckout(options?) Parameters

Name Type Required? Description
options CreateCheckoutOptions | No Configuration for the
checkout

CreateCheckoutOptions Properties

Property Type Default Description

autoProcessing boolean Inferred from capture
context. e true: mount()

returns
completed
payment result.
Defaults to
true when
completeMand
ate is included
in the capture
context.

e false: mount()
returns transient
token.

Returns

Promise<Checkout>

Example

const checkout = await client.createCheckout ({ autoProcessing:
false });
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client.createTrigger(paymentType, options?)

client.createTrigger(paymentType, options?) Parameters

Name Type Required? Description
paymentType AllowedPaymentType Yes Only PANENTRY and
CLICKTOPAY are
supported.
options CreateTriggerOptions | No The configuration for
the trigger.

CreateTriggerOptions Properties

Property Type Default Description
autoProcessing boolean Inferred from session | Same as checkout
autoProcessing
Returns
Trigger
Errors

Returns UnifiedCheckoutError with reason TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED when
the payment type cannot be used with a trigger.

Example

const trigger = client.createTrigger (' PANENTRY');

client.createButton(paymentType, options?) (Experimental)

Creates an individual payment method button.

client.createButton(paymentType, options?) Parameters

Name Type Required? Description
paymentType AllowedPaymentType Yes Payment type for the
button. For example,
GOOGLEPAY and APPLEPAY.
options CreateButtonOptions No The configuration for
the button.
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CreateButtonOptions Properties

Property Type Default Description
autoProcessing boolean Inferred from session | Same as checkout
autoProcessing
Returns
PaymentButton
Example

const button = client.createButton(' GOOGLEPAY');

client.on(event, callback)

Subscribes to a client-level event and returns an unsubscribe function.

client.on(event, callback) Parameters

Name Type Required? Description

event string Yes Event name.
Possible values:
o *
e created

e destroyed

® error

callback function Yes Handler function that
receives event-specific
payload.

CreateButtonOptions Properties
Property Type Default Description

autoProcessing boolean Inferred from session | Same as checkout

autoProcessing

Returns

Unsubscribe: A function that removes the handler when called.
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Errors

Returns Error when event is not a valid event name with reason
TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED when the payment type cannot be used with a
trigger.

Example

const unsubscribe = client.on("error', (err) => {
consol e.error(err.source, err.code, err.nessage);

1),

/1 Later
unsubscri be() ;

client.off(event, callback?)

Removes an event handler. This method is permissive — calling it with an unknown event or callback
does not throw.

client.off(event, callback?) Parameters

Name Type Required? Description

event string Yes Event name to
unsubscribe from

callback function No Specific handler to
remove. When this
is not included, all
handlers for the event
are removed.

client.destroy()

Permanently destroys the client. Returns a destroyed event, clears all event listeners, and marks the
instance as destroyed.

You can call destroy() multiple times.

client.isDestroyed()

Returns a value of true if client.destroy() is called.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Checkout

This field is returned by client.createCheckout() and manages the full checkout Ul lifecycle.

checkout.mount(target)

Subscribes to a client-level event and returns an unsubscribe function.

checkout.mount(target) Parameters

Name Type Required? Description
target string or No CSS selector string
CheckoutContainers for sidebar mode,

or an object with
paymentSelection and
paymentScreen for
embedded mode. Omit
for full sidebar

CheckoutContainers Properties
Property Type Default Description

paymentSelection string Yes CSS selector for the
button list container

paymentScreen string No CSS selector for
the payment form
container. If omitted,
payment screens
appear in sidebar
mode

Returns

Promise<string>: This is a transient token JWT when autoProcessing: false or
completed payment result JWT when autoProcessing: true.
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Errors

Returns UnifiedCheckoutError. For information about how to handle mount error
codes, see Handle Errors (on page 329).

Example

/1 Si debar
const result

awai t checkout . nount (' #buttons');

/| Enbedded

const result = await checkout. nount ({
paynent Sel ecti on: '#buttons',
paynment Screen: ' #form

1),

checkout.unmount()

Removes the payment Ul from the page. The checkout is not destroyed — you can call mount () again.

checkout.complete(transientToken)

Manually completes the payment flow. This is only available when autoProcessing is set to false.

checkout.complete(transientToken) Parameters

Name Type Required? Description
transientToken string Yes The transient token
JWT that is returned by
mount ().

CheckoutContainers Properties
Property Type Default Description

paymentSelection string Yes CSS selector for the
button list container

paymentScreen string No CSS selector for
the payment form
container. If omitted,
payment screens
appear in sidebar
mode

Returns
Promise<string>: This is the completed payment result JWT.
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Errors

Returns UnifiedCheckoutError. For information about how to handle mount error
codes, see Handle Errors (on page 329).

Example

const token = await checkout. mount (' #buttons');
const result = await checkout. conpl et e(t oken);

checkout.isMounted()

Returns true when the checkout Ul is mounted.

checkout.isDestroyed()

Returns true when destroy() is called.

checkout.on(event, handler)
Subscribes to a checkout-level event and returns an unsubscribe function.
Valid events:

* mounted

® ready

® unready

e unmounted

e destroyed

® paymentMethodSelected
¢ paymentMethodCancelled
¢ paymentMethodUpdate"

® error

o *
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checkout.off(event, handler?)

Removes a checkout event handler.

checkout.destroy()

Permanently destroys the checkout. This field removes the payment Ul, cleans up iframes, and emits
a destroyed event.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Trigger

The trigger is returned by client.createTrigger() and programmatically launches a specific payment
method.
trigger.mount(target?)

Launches the payment method UL

trigger.mount(target?) Parameters
Name Type Required? Description

target string No CSS selector for
embedded mode. Omit
for sidebar mode.

Returns

Promise<string>: A transient token or completed payment result.

Example

const result = await trigger.nount('#paynent-screen');
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trigger.unmount()

Hides the payment method Ul The trigger is not destroyed.

trigger.complete(transientToken)

Manually completes the payment. Same interface as checkout.complete().

trigger.isMounted()

Returns a boolean value.

trigger.isDestroyed()

Returns a boolean value.

trigger.on(event, handler)

Subscribes to trigger events. Same event names and payloads as checkout events.

trigger.off(event, handler?)

Removes a trigger event handler.

trigger.destroy()

Permanently destroys the trigger.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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PaymentButton

This is returned by client.createButton(). It renders an individual payment method button.

button.mount(container)

Mounts the button into a container.

button.mount(container) Parameters
Name Type Required? Description

container string or HTMLElement | Yes CSS selector string
or Document Object
Model (DOM) element
for the button
container

Returns

Promise<string>: A transient token or completed payment result.

button.unmount()

Removes the button from the page. The button is not destroyed.

button.isMounted()

Returns a boolean value if the button is mounted (true) or not mounted (false).

button.isDestroyed()

Returns a boolean value if the button is destroyed (true) or not destroyed (false).

button.on(event, callback)

Subscribes to button events. Returns void. Use button.off() to remove handlers.

Important: The button event system is under development. Event names and payloads may
change in future releases.
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button.off(event, callback?)

Removes a button event handler.

button.destroy()

Permanently destroys the button. [dempotent.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Events

Unified Checkout provides a type-safe event system for monitoring the payment lifecycle. Events are

emitted at the client and integration levels.

Subscribe to Events

Use on() to subscribe to events. this returns an

unsubscribe function:

const unsubscri be = checkout.on('ready', (data) => {
consol e. | og(' Ready: ', data. avail abl ePaynent Met hods) ;

1

// Later, renpve the handl er
unsubscri be();

You can use off() to remove a specific handler:

function onReady(data) { /* ... */ }

checkout . on(' ready', onReady);
checkout . of f (' ready', onReady);
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Update to Unified Checkout Version 1

The version 1 (v1) SDK simplifies your integration with fewer lines of code, a streamlined API, and
enhancements such as auto-processing and a full event system. The core flow is the same in v1, and
migrating to v1 involves only straightforward method renames.

Summary of Changes

Aspect v0 vl
Initialization new VAS.UnifiedCheckout(session)
Accept(session).unifiedPaymen

ts()
Display the payment Ul up.show(options) checkout.mount(target)
Completing transactions up.complete(token) checkout.complete(token) or

automatic using autoProcessing

Events None Full event system on client and
checkout
Cleanup up.dispose() checkout.destroy() +

client.destroy()

Hide UI up.hide() checkout.unmount ()
Target Origin Multiple non-usable URLs can | If any origins are absent or
be included in the request. mismatched, for example, they

are not presented in Unified
Checkout, the system prevents
Unified Checkout from loading
and displays a client-side error
message.
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Summary of v0 and v1 Changes

Feature

Status

Capture context
endpoint

Capture context
management

Unified Checkout Look
and Feel in Business
Center

Unified Checkout Look
and Feel Using the API

Payment methods

Real-time preview in
Business Center

Three-decimal
currency support

SDK

Payment Details API

Future enhancements

Initialization

Pre V1 Support

/up/vl/capture-conte
xts

API only

API only

Legacy Unified
Payments SDK
supported (link)

/up/vl/payment-detai
1s/{id}

Manual opt-in is
required.

V1 Support

Business Center

/up/vl/sessions

API only or API and
Business Center

API or API and
Business Center

New UC SDK (link)

JTI used in place of
transient token

Automatic when the
clientVersion is

not included in the
Sessions API request.

Description

Business Center
configuration is at the
merchant level.

Business Center
configuration is at the
merchant level.

Configure the look and
feel in a Sessions API
request.

Business Center
configuration is at the
merchant level.

Business Center
configuration is at the
merchant level.

JTI is located in the
transient token

Legacy versions
receive critical updates
only.

Initialization with Unified Checkout v1 is done in a single asynchronous factory call. There is no
intermediate Accept object:
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vO Initialization

const accept = new Accept (sessi onJW) ;
const up = accept. unifiedPaynents();

v1 Initialization

const client = await VAS. Unifi edCheckout (sessi onJWI) ;

Unified Checkout v1 validates the JWT signature and target origins during initialization.

Display the Payment Ul
Unified Checkout v1 passes your Ul payment selectors directly to mount().

When autoProcessing is enabled, mount () returns the completed payment result rather than a
transient token.

vO Display Payment Ul with show()

/| Si debar
const token = await up.show({
cont ai ners: {
payment Sel ecti on: ' #buttons'

}
1),

/1 Enbedded
const token = await up.show({
cont ai ners: {

paynent Sel ecti on: '#buttons',
payment Screen: ' #form

1)

v1 Display Payment Ul with mount()

/| Si debar
const result = await checkout. nount (' #buttons');

/1 Enbedded
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const result = await checkout. mount ({
paynment Sel ecti on: '#buttons',
paynment Screen: ' #form

1)

Completing Transactions

When autoProcessing is enabled in Unified Checkout v1, mount() returns the completed payment
result and you do not need to send a separate complete() request. When autoProcessing is disabled
in Unified Checkout v1, you must complete transactions manually.

v0 Complete Transactions Manually

const token = await up.show({
cont ai ners: {
paynent Sel ecti on: ' #buttons'
}
i

const result = await up.conplete(token);

vl Complete Transactions Manually or Automatically

/1 Automatic (default when conpl eteMandate is in session)

const checkout = await client.createCheckout ({ autoProcessing: true });
const result = await checkout. nmount (' #buttons');

/1l result is the conpleted transaction —no need to call conplete()

/[l Manual - simlar to vO
const checkout = await client.createCheckout ({ autoProcessing: false });

const token = await checkout. mount (' #buttons');
const result = await checkout. conpl et e(t oken);

Events

Unified Checkout v0 does not include an event system, as the integration resolution or rejection from
show() and complete(). v1 includes a full event system as the client and integration levels.
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v1 Full Event System

/1l Cdient-level —centralized error tracking
client.on('error', (err) => {
console.error( " [${err.source}] ${err.code}: ${err.nessage} );

I
/'l Checkout-level —granular |ifecycle events
checkout.on('ready', (data) => {
consol e. |l og(' Avai | abl e net hods: ', data. avai | abl ePaynent Met hods) ;
I
checkout . on(' paynment Met hodSel ected', (data) => {
consol e.l og("' Sel ected:', data.type);
I
checkout.on('error', (err) =>{
consol e. error (' Checkout error:', err.code);
I
Cleanup

Unified Checkout v1 distinguishes between unmount (), which is reversible, and destroy(), which is
permanent. Before a cleanup, client.destroy() sends a destroyed event.

v0 Cleanup

up. hi de(); /1 Hi de U
up. di spose(); // Clean up resources

v1 Cleanup

checkout . unnount () ;
checkout . destroy():

client.destroy():

Handle Errors

/1 Renpbve U from page (can renount |ater)
/1 Per manent cl eanup

/1 Destroy client and clear all event listeners

The unifiedCheckoutError class and its reason codes are the same in vO and v1:
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v0 Error Handling

try {
const token = await up.show {

containers: {
paynent Sel ecti on: ' #buttons'
}
1)
} catch (err) {
consol e.error(err.reason, err.nessage);

v1 Error Handling

/1 Sanme error class, sane properties

try {
const result = await checkout. nount (' #buttons');

} catch (err) {
consol e.error(err.reason, err.nessage);

Migrate Triggers
If your Unified Checkout v0 integration uses triggers, the migration is similar to checkout. In v1,

triggers are created from the client.createTrigger, not from UnifiedPayments as in v0. In v1, show()
is renamed to mount().

vO Triggers

const trigger = up.createTrigger (' CLI CKTOPAY', ({
contai ners: { paynentScreen: '#screen' }

1)

const token = await trigger.show();

v1 Triggers

const trigger = client.createTrigger (' CLI CKTOPAY');
const result = await trigger.nount (' #screen');
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Update Reason Codes

Some reason codes were renamed in v1. This table shows the v0 reason code name and the
corresponding name in the v1 client-side SDK:

v0 Reason Code
SHOW_LOAD_CONTAINER_SELECTOR
SHOW_LOAD_ERROR
SHOW_LOAD_INVALID CONTAINER
SHOW_LOAD_SIDEBAR_OPTIONS
SHOW_PAYMENT_TIMEOUT
SHOW_PAYMENT_UNAVAILABLE
SHOW_TOKEN_TIMEOUT
SHOW_TOKEN_XHR_ERROR
UNIFIED PAYMENTS_ALREADY_SHOWN
UNIFIED PAYMENTS_ PAYMENT PARAMETERS

UNIFIED_PAYMENTS_VALIDATION_PARAMS

v1 Reason Code
MOUNT_CONTAINER_SELECTOR
MOUNT_ERROR
MOUNT_INVALID CONTAINER
MOUNT_SIDEBAR_OPTIONS
MOUNT_PAYMENT_TIMEOUT
MOUNT_PAYMENT_UNAVAILABLE
MOUNT_TOKEN_TIMEOUT
MOUNT_TOKEN_XHR_ERROR
CHECKOUT_ALREADY_MOUNTED
CHECKOUT_PAYMENT_PARAMETERS

CHECKOUT_VALIDATION_PARAMS

Important: The server-side API continues to return these v0 reason codes. The v1 reason

codes listed here are used only in the client-side SDK. For all v1 client-side error codes, see

Handle Errors (on page 329).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Version 1 Update Checklist

You must complete these tasks before you can complete your migration from Unified Checkout v0 to
vl:

e Replace new Accept(session).unifiedPayments() with await VAS.UnifiedCheckout(session).

» Replace up.show(options) with checkout = await client.createCheckout();
checkout.mount(target).

e Update container options: { containers: { paymentSelection, paymentScreen } } becomes
direct arguments to mount().

» Replace up.complete(token) with checkout.complete(token) or use autoProcessing: true to
complete transactions automatically

e Replace up.hide() with checkout.unmount().
e Replace up.dispose() with checkout.destroy() and client.destroy().

e Add event listeners for observability. For example, client.on('error') and
checkout.on('ready").

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Appendix

This section contains supplementary information for Unified Checkout.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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JSON Web Tokens

JSON Web Tokens (JWTs) are digitally signed JSON objects based on the open standard RFC 7519.
These tokens provide a compact, self-contained method for securely transmitting information
between parties. These tokens are signed with an RSA-encoded public/private key pair. The
signature is calculated using the header and body, which enables the receiver to validate that the

content has not been tampered with.

A JWT takes the form of a string, and consists of three parts separated by dots:

<Header >. <Payl| oad>. <Si gnat ur e>

The header and payload is Base64-encoded JSON and contains these claims:

e Header: The algorithm and token type. For example:

{
n ki dll: "Zu",
"al g": "RS256"
}

e Payload: The claims of what the token represents. For example:

{
"sub": "1234567890",
"nane": "John Doe",
"fat": 1516239022

}

e Signature: The signature is computed from the header and payload using a secret or private
key.

Important: When working with JWTs, Cybersource recommends that you use a well-
maintained JWT library to ensure proper decoding and parsing of the JWT.

Important: When parsing the JWT’s JSON payload, you must ensure that you implement
a robust solution for transversing JSON. Additional elements can be added to the JSON

in future releases. Follow JSON parsing best practices to ensure that you can handle the
addition of new data elements in the future.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Supported Countries for Digital Payments

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Supported Countries for Digital Payments A-D

Supported Countries (A through D)

Country Apple Pay Click to Pay eCheck Google Pay
Afghanistan [ ] ([ ] ([ ] (]
Albania (] (] (x ] (]
Algeria (] (] (x ] (]
Andorra (] o (x ] (]
Angola [ x) [ x] () (]
et | © © © °
Argentina (/) (/) [ x) (]
Armenia (] (] (x ] (]
Australia (/) (/) (x] (]
Austria (] (] (x ] (]
Azerbaijan (] ([ ] ([ ] (]
Bahamas [ x] [ x] (x) (/)
Bahrain (] (] (x ] (]
Bangladesh (] ([ ] (x ] (]
Barbados [ ] ([ ] ([ ] (]
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Supported Countries (A through D) (continued)

Country Apple Pay Click to Pay eCheck Google Pay

Belarus

Belgium

Brazil

Belize

Benin

Bhutan

Bolivia

Bosnia and
Herzegovina

Botswana

Brunei Dar
ussalam

Bulgaria

Burkina Faso

Burundi

Cambodia

Cameroon

Canada

Cape Verde

Central African
Republic

Chad

Chile

China

Colombia
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Supported Countries (A through D) (continued)

Country Apple Pay Click to Pay eCheck Google Pay

Comoros

Costa Rica

Cote d'lvoire

o o o @

& @ ® @

[ O o @

Croatia Q ° ° Q

Cyprus Q ° ° Q

Czech Republic Q Q ° Q

Democratic ° ° ° Q
Republic

of the Congo

Denmark Q Q ° Q

Djibouti (] [ x ) () o

Dominica ° ° ° Q

Dominican ° Q ° Q
Republic

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Supported Countries for Digital Payments E-K

Supported Countries (E through K)

Country Apple Pay Click to Pay Google Pay

Ecuador ° Q Q
Egypt (] (] (]
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Supported Countries (E through K) (continued)

Country Apple Pay Click to Pay Google Pay

El Salvador

Equatorial Guinea

Eritrea

Estonia

Eswatini

Ethiopia

Faroe Islands

Fiji

Finland

France

Gabon

Gambia

Georgia

Germany

Ghana

Gibraltar

Greece

Greenland

Guernsey

Grenada

Guatemala

Guinea

Guinea-Bissau
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Supported Countries (E through K) (continued)

Country Apple Pay Click to Pay Google Pay
Guyana (] [ x ] (]
Haiti (] (] (]
Honduras (V] (] (]
Hong Kong (V] (] (]
Hungary (] (] (]
Iceland (] (] o
Indonesia (] (] (]
Iraq o o @
Ireland (V] (] (]
Isle of Man o ([ ] ([ ]
Israel (/) [ x) (/)
Italy (] (] (]
Jamaica ° ° Q
japan © © ©
jersy © o o
Jordan (] (] (]
Kazakhstan (V] (] (]
Kenya (] ([ ] (]
Kiribati (] ([ ] (]
Kuwait (] (] (]
Kyrgyzstan (] (] (]
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Supported Countries for Digital Payments L-R

Supported Countries (L through R)

Country Apple Pay Click to Pay Google Pay
Laos (] [ x ) o
Latvia (V] [ x ) ()
Lebanon (] [ x ) o
Lesotho (] [ x ) o
Liberia (] (% o
Libya (] [ x ) ()
Liechtenstein o ([ ] (/]
Lithuania o [ x ) o
Luxembourg (] © (]
Macau (V] [ x ) ()
Madagascar ([ ] ([ ] o
Malawi (] [ x ) o
Malaysia (] (V] o
Maldives (] (% o
Mali (] [ x ) ()
Malta (V] [ x ) o
Marshall Islands (] [ x ) o
Mauritania (] © (]
Mauritius (] [ x ) ()
Mexico (V] o ()
g/i;ig(;n;fsia, Federated (] ([ ] (/]
Moldova o [ x ) o
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Supported Countries (L through R) (continued)

Country Apple Pay Click to Pay Google Pay

Monaco

Mongolia

Montenegro

Morocco

Mozambique

Myanmar

Namibia

Nauru

Nepal

Netherlands

New Zealand

Nicaragua

Niger

Nigeria

North Macedonia

Norway

Oman

Pakistan

Palau

Palestinian Territories

Panama

Papua New Guinea

Paraguay
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Supported Countries (L through R) (continued)

Country Apple Pay Click to Pay Google Pay
@ @ @
Philippines (] (] (]
Poland (/] (/) (/)
Portugal (] ([ ] (]
Qutr @ @ @
Republic of the Congo (] (] o
Romania (] (] (]
Rwanda (] o (]

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Supported Countries for Digital Payments S-Z

Supported Countries (S through Z)

Country Apple Pay Click to Pay eCheck Google Pay Paze

Saint Kitts ° ° Q

and Nevis

Saint Lucia

Saint Vin
cent and the
Grenadines

Samoa

San Marino

Sao Tome and
Principe

Saudi Arabia

Senegal

Serbia

Seychelles

Sierra Leone

Singapore

Slovakia

Slovenia

Solomon
Islands

Somalia

South Africa

Korea,
Republic
of (South)

South Sudan
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Supported Countries (S through Z) (continued)

Country Apple Pay Click to Pay eCheck Google Pay Paze

Spain

Sri Lanka

Sudan

Suriname

Sweden

Switzerland

Switzerland
-Italian

Taiwan

Tajikistan

Tanzania

Thailand

Timor-Leste

Togo

Tonga

Trinidad
and Tobago

Tunisia

Turkey

Turkmenistan

Tuvalu

Uganda

Ukraine

United Arab
Emirates
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Supported Countries (S through Z) (continued)

Country Apple Pay Click to Pay eCheck Google Pay Paze
United Q Q ° Q °
Kingdom
United States Q Q Q Q Q
Uruguay ° Q ° Q °
Uzbekistan ° ° ° g °
Vanuatu ° ° ° Q °
Vatican City Q ° ° Q °
(Holy See)
Venezuela ° ° ° Q °
Vietnam a a ° g °
Yemen ° ° ° Q °
Zambia ° ° ° Q °
Zimbabwe ° ° ° Q °

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Supported Locales
The locale field within the capture context request consists of an ISO 639 language code, an
underscore (_), and an ISO 3166 region code. Set the locale field in your session request to display

the checkout Ul in the customer's language.

Unified Checkout supports these locales:

Supported Locales

Locale ISO Language ISO Region
ar_AE Arabic United Arab Emirates
bg_BG Bulgarian Bulgaria
ca_ES Catalan Spain
cs_CZ Czech Czechia
da_DK Danish Denmark
de AT German Austria
de_DE German Germany
el GR Greek Greece
en_AU English Australia
en_CA English Canada
en_GB English United Kingdom
en_IE English [reland
en_NZ English New Zealand
en_PK English Pakistan
en_US English United States
es_AR Spanish Argentina
es_CL Spanish Chile
es_CO Spanish Colombia
es_ES Spanish Spain
es_MX Spanish Mexico
es_PE Spanish Peru
es_US Spanish United States
fi FI Finnish Finland
fr_CA French Canada
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Supported Locales (continued)

fr_FR
he TL
hr_HR
hu_HU
id_ID
it _IT
ja_3JP
km_KH
ko KR
lo LA
ms_MY
nb_NO
nl NL
pl PL
pt_BR
ro_RO
ru_RU
sk_SK
sl SI
sv_SE
th_TH
t1 _PH
tr_TR
uk_UA
ur_PK
vi_VN
zh_CN
zh_HK

zh_MO

Locale

ISO Language
French
Hebrew
Croatian
Hungarian
Indonesian
Italian
Japanese
Khmer
Korean
Lao
Malay
Norwegian Bokmal
Dutch
Polish
Portuguese
Romanian
Russian
Slovak
Slovenian
Swedish
Thai
Tagalog
Turkish
Ukrainian
Urdu
Vietnamese
Chinese
Chinese

Chinese
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ISO Region
France
[srael
Croatia
Hungary
Indonesia
[taly
Japan
Cambodia
South Korea
Laos
Malaysia
Norway
Netherlands
Poland
Brazil
Romania
Russia
Slovakia
Slovenia
Sweden
Thailand
Philippines
Tiirkiye
Ukraine
Pakistan
Vietnam
China
Hong Kong

Macao



Supported Locales (continued)
Locale

zh_SG

zh_TW

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Security Recommendations

ISO Language
Chinese

Chinese

ISO Region
Singapore

Taiwan

Unified Checkout is compliant with Payment Card Industry (PCI) Self-Assessment Questionnaire A
(SAQ-A). Cybersource recommends that you consider these security policies so you can maintain a

secure integration.

Content Security Policy

Implement a Content Security Policy (CSP) to mitigate cross-site scripting (XSS) attacks. Add these

directives for Unified Checkout:

CSP Directives
Directive Test

connect-src | https://apitest.cybersource.

com

frame-src | https://apitest.cybersource.
com

child-src | https://apitest.cybersource.

com

script-src
com

https://apitest.cybersource.

Production

https://api.cybersource.
com

https://api.cybersource.
com

https://api.cybersource.
com

https://api.cybersource.
com

These directives enable the SDK to load secure iframes and communicate with Cybersource services.
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Important: When you use additional payment methods such as Google Pay or PayPal, you
must also add their respective domains to your CSP directives.

Iframe Isolation

Unified Checkout renders all payment Ul inside cross-origin iframes hosted by Cybersource. This
architecture provides several security benefits:

 Data isolation: Your page cannot access payment data within the iframe due to the browser’s
same-origin policy.

» Reduced attack surface: Attackers cannot extract card data from the isolated iframe if your
merchant page is compromised.

e Origin verification: The SDK validates that the hosting page origin matches the targetorigins
that is declared in the session before displaying any UI.

Do not attempt to access or manipulate the contents of the payment iframes. The browser blocks
cross-origin access by design.

Token Security

A session is a signed JWT with a short lifespan. Cybersource recommends that you follow these
practices:

e Generate a new session for each checkout. Do not reuse sessions across checkouts or
customers.

 Keep the session server-side until needed. Pass it to the client only when the customer is ready
to pay.

e Set targetOrigins to only the domains that host the SDK. Do not use wildcard origins or include
domains that do not need access.

The transient token returned by mount() or complete() expires after 15 minutes. Cybersource
recommends that you follow these practices:

« Send the transient token to your server immediately after receiving it.

« Verify the token signature using the public key from the session before authorizing the
payment. For verification details, see Transient Tokens (on page 313).

* Do not store transient tokens in browser storage (localStorage, sessionStorage, or cookies).
Process them server-side and discard.
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Immutable API

The client interface that is returned by VAS.UnifiedCheckout() is frozen with object.freeze(). This
prevents runtime tampering, which means that no properties can be added, removed, or modified on
the client, checkout, trigger, or button objects. Do not attempt to modify or extend the SDK objects. If
you need custom behavior, use the event system to react to SDK state changes.

Cleanup

You must always call destroy() on the client when the payment flow is complete or the customer
navigates away. This removes all iframes and clears internal state:

checkout . destroy();
client.destroy():

If you do not destroy the client, you could leave payment iframes in the page after they are no longer
needed.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

PCIl Compliance

The least burdensome level of Payment Card Industry (PCI) compliance is Self-Assessment
Questionnaire A (SAQ-A). To be compliant with SAQ-A, you must securely capture sensitive payment
data with a validated payment provider. Unified Checkout meets this requirement by rendering
secure iframes hosted by Cybersource. Payment data is submitted directly to Cybersource and never
touches your systems.

Security Architecture

Unified Checkout uses many layers of protection to be compliant with PCI SAQ-A guidelines:
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e Iframe isolation: All payment Ul renders inside cross-origin iframes hosted by Cybersource.
Your page cannot access payment data within the iframe due to the browser’s same-origin

policy.

e Origin verification: The SDK validates that the hosting page origin matches the targetorigins
declared in the session.

e Immutable API: The client interface returned by VAS.uUnifiedCheckout() is frozen with
Object.freeze(). This prevents runtime tampering.

 Closure-based privacy: The internal SDK state is not accessible from outside the SDK. There
are no public properties that expose session data or credentials.

« Short-lived tokens: The session and transient tokens expire after a short period, limiting the
window for misuse

Because Unified Checkout handles payment data capture within secure iframes, your page never
receives, processes, or stores cardholder data. This means that you qualify for SAQ-A over the more
burdensome SAQ A-EP or SAQ D and your PCI audit scope is significantly reduced compared to direct
API integrations.

Even with all that Unified Checkout handles, you must still do the following to remain SAQ-A
compliant:

« All pages that load the SDK must use Transport Layer Security (TLS).

¢ You must restrict which domains can load scripts and frames. For information about the
required directives, see Security Recommendations (on page 378).

* You must generate a new session for each checkout and restrict targetOorigins to only your
domains.

e You must send transient tokens to your server over HTTPS and verify their signatures before
authorizing payments.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Client Version History

Below is a list of client versions and the features that are included in each version.
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! Important: Cybersource recommends that you use the most recent client version in your
integration.

0.23

Accepts these card networks in the allowedCardNetworks field for manual card
entry:

e Carnet

e Cartes Bancaires

e China UnionPay with card verification value (CVV)
e EFTPOS

« ELO

¢ JCrew PLCC

* mada

e Meeza

Ordering controls for the allowedPaymentTypes button.

De-coupling of PANENTRY from other payment types in the allowedPaymentTypes
field.

0.24

Support for enabling combo cards in the capture context.
Support for eight-digit BINs.
Support for enabling card save in the capture context.

0.25
Addition of SKip Verification next time in the Click to Pay payment flow.

Support for CPF in the capture context.

0.26

Support for auto-lookup in Click to Pay when an email is included in the capture
context.

Inclusion of the cardDetails field object in the transient token response.

Support for the cardholderAuthenticationStatus field object in the transient token
response.
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Support for the complete mandate.

0.28

Complete mandate enhancement to support Payer Authentication for manual card
entry for Visa, Mastercard, American Express, Discover, JCB, Cartes Bancaires, China
UnionPay, and ELO card brands.

Support for Afterpay as an allowedPaymentType.

Support for PayPak as an allowedCardNetwork.
Auto-enrollment for Click to Pay in supported markets.

Removal of the confirm or continue screen for specific use cases.
Static button for Click to Pay flows.

0.30
Support for iDeal, Multibanco, and Przelewy24|P24.

Complete mandate enhancement to support Payer Authentication for Google Pay and
Click to Pay.

Support for Pakistan locales (en_PK and ur_PK).
New look and feel of Unified Checkout in line with EMVCO best practices.

0.31

Addition of the data object of the orderInformation field object and pass-through
fields.

Support for tokenCreate in the complete mandate.

Support of pass-through fields, including challenge codes and data only, for Payer
Authentication.

Support for Jaywan as an allowedCardNetwork.

Updated the payment details response to return detected card types. Multiple card
types are shown when more than one card type is detected.

Support for Bancontact, Dragonpay, MyBank, and Tink Pay By Bank.

0.32
Support for KCP and UATP in the allowedCardNetwork field.

Support for Konbini as a post-pay reference payment method.
A radio button in the Ul for Cartes Bancaires dual-branded cards.

0.33
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Support for mobile as identity for Click to Pay accounts.
Japanese language translation updates.

UX captures billing and shipping information when they are not included in the
capture context.

0.34
Iframes are used instead of pop-ups to reduce pop-up blocking and streamlining
mobile deployment.

Additional BIN range for Jaywan card types.

0.35
Look and feel customization.
1.0

Configure payment options.

Configure customer data and payment flow.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Introduction to the Click to Pay Drop-In Ul

Click to Pay Drop-In UI powered by Unified Checkout provides an interface for easy acceptance of
Click to Pay payments from Visa, Mastercard, and American Express cards. The Click to Pay Drop-
In Ul handles manual card entry for the non-Click to Pay payment schemes called out in this guide.
Throughout this guide we refer to both Click to Pay Drop-In UI and Unified Checkout.

Click to Pay Drop-In Ul consists of a set of server-side APIs and a client-side JavaScript library.

The server-side APIs authenticate your merchant identity, instruct the system to act within your
payment environment, and provide a way to retrieve the payment data following a successful Click to
Pay Drop-In Ul interaction.

The provided JavaScript library enables you to place a payment application within your e-commerce
environment. This embedded component offers Click to Pay and card entry to your customers.

Whether a customer uses a stored Click to Pay card or enters their payment information manually,
the Click to Pay Drop-In Ul handles all user interactions and provides a response to your e-commerce
system. All Ul / UX must follow the UI/UX guidelines. For information about configuring your UI/UX,
see Click to Pay Ul Examples (on page 499).

The Click to Pay Drop-In Ul enables a portfolio to receive an encrypted payload and send a request
to the API to retrieve the payment details. The format of the decrypted payment details are
determined by the transaction type. The details are either a network token and cryptogram or the

PAN, expiration details, and card verification value (CVV).

The figures below shows the Click to Pay Drop-In Ul for a recognized user.
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Unified Checkout Ul with Card Payment Button

9:41 all T @
Your basket X
Unisex Cotton
Hoodie
Navy / Large
Your checkout | -1 + £55.00
page’'s UX
Subtotal: £55.00
Shipping: FREE
VAT (20%): £11.00
Total: £66.00
Click to Pay E@ Checkout with card
Drop-In Ul
visa @ BB (3

Unified Checkout Ul without Card Payment Button

[ J < > I S = ]
usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

Your basket

Order summary
Unisex Cotton Hoodie
Black / Large Subtotal: $ 80.00
1+ $55.00 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00
£ Grey / Medium
~ -1+ $ 25.00

example@email.com
+44 7412 112233

> ee@emailcom  switch 1o
BB visa - ssss
Visa ... 5678

| p— |
[ Google Pay }
[ Apple Pay }
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Important: Each request that you send to Cybersource requires header information. For
information about constructing the headers for your request, see the Getting Started with
REST Developer Guide.

Browser Support
Unified Checkout supports these browser versions:

e Firefox 121
¢ GoogleChrome/Chium-based browsers 118
e MicrosoftEdge 118

e Safarilé

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Click to Pay Customer Workflows

This section provides an overview of the Click to Pay Drop-In Ul user experience. The Click to Pay
Drop-In Ul is designed to provide customers with a friction-free payment experience across many
payment experiences. The user experience has been optimized for mobile use and performs equally
well on mobile and desktop devices. Click to Pay recognizes customers as follows:

e The customer is a recognized Click to Pay customer.
e The customer is not recognized but is a Click to Pay customer.

e The customer is a guest at checkout.
These workflows show you the pages a customer encounters based on their status:

» Recognized Click to Pay Customer (on page 388)
e Unrecognized Click to Pay Customer (on page 389)

¢ Guest Customer (on page 390)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Recognized Click to Pay Customer

This section provides an overview of the Click to Pay Drop-In Ul recognized experience. This
interaction occurs when a customer’s device is recognized by the Click to Pay Drop-In Ul

A customer's device is recognized under these conditions:

» When the customer has used Click to Pay on their device through any Click to Pay channel.

e If the customer chose to have their device remembered during a previous transaction or when
they enter their one-time password (OTP).

The cardholder is presented with their stored Click to Pay cards in the Ul when they are
on a recognized device:
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Recognized Click to Pay Customer Ul

PAYMENT DETAILS:

C» Qeeven e@email.com Switch ID

{- VISA ... 5555

“ 9 wvisa ....5678

% Reward points with this card

Enter card manually

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Unrecognized Click to Pay Customer

This section provides an overview of the Click to Pay Drop-In UI unrecognized experience. This
interaction occurs when a customer's device is not recognized by the Click to Pay Drop-In Ul This
condition occurs when the customer has a Click to Pay account but has not opted to have their details
stored on the device. In this flow, the customer receives an OTP on their registered mobile device

or their email address. The OTP can be received from any of the supported card networks, but will
return cards that are stored in Click to Pay across all of the user's supported card networks. A Visa
cardholder will receive an OTP to their registered email address and phone number to authenticate
their identity. A Mastercard cardholder will receive an OTP on their registered phone number. After
the user's identity is authenticated, their stored Click to Pay credentials are shown:
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Unrecognized Click to Pay Customer on a Recognized Device Ul

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test

Business Center Production

Customer Support

Guest Customer

Click to Pay has found your linked

cards

To access your cards, enter the code

SeNnt to +44 «ooe voee 233 and
(SRR e@email.com

123456

Resend cod

Skip verification next time </

Verify and continue

To access a different set of linked cards

Switch ID

This section provides an overview of the Click to Pay Drop-In Ul guest experience. This interaction
occurs when the customer has not previously created a Click to Pay account, or their issuer has not

provisioned their card into Click to Pay.

In the guest experience, Click to Pay Drop-In Ul captures the PAN details and the cardholder chooses
to create a Click to Pay account or to check out as a guest. In both cases, the payment credentials are
available for processing transactions using your payment gateway.

The cardholder can make a one-time payment or complete the payment and choose to create a Click
to Pay account for future use using their chosen email address and phone number combination. A
user can select Switch ID or Edit within the contact details tab in order to look up new payment

details:
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Guest Ul

CONTACT DETAILS

m
~

example@email.com

+44 7412 112233

PAYMENT DETAILS:

Fard number

k )
Fxpiry MM/YY . FVV .
k J1 J
First name Last name

{ ) 1

Click to Pay didn't find linked cards for
example@email.com

Switch ID

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Click to Pay Drop-In Ul Flow

To integrate Click to Pay Drop-In Ul into your platform, you must follow several integration steps.
This section gives a high-level overview of how to integrate and launch Click to Pay Drop-In Ul on
your webpage and process a transaction. You can find the detailed specifications of the APIs later in
this document.
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1. You send a server-to-server API request for a capture context. This request is fully
authenticated and returns a JSON Web Token (JWT) that is necessary to invoke the frontend
JavaScript library. For information on setting up the server side, see Server-Side Set Up (on

page 404).

2. You invoke the Unified Checkout JavaScript library using the JWT response from the capture
context request. For information on setting up the client side, see Client-Side Set Up (on page
407).

3. You use the response from the Click to Pay Drop-In Ul to retrieve payment credentials for
payment processing or other steps.

This figure illustrates the system's payment flow.
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Click to Pay Payment Flow

Y 8 = & B

Customer Merchant Merchant Unified Payment
Website Backend Checkout Gateway
Merchant Generates Capture Context )
Customer enters ; Get authentication
checkout page " capturecontext -
Juc/vl/sessions —— Generate capture context (parameters) ——>
&——— Response (capture context) ————
; | Validate the capture context signature
&— Capture context —
J

Initiate Unified Checkout JavaScript SDK A

(:l Load the Unified Checkout js using path contained in capture context

Initiate ACCEPT (capture context) ————>

&——— Response (accept object) ——— Unified Checkout

button listis displayed
—— Initiate VAS.UnifiedCheckout (sessionJWT) —> oﬁ meréha:nt \Ilvzbggte

.

&—— Response (Unified Checkout object)

checkout.mount (Div Arguments) >
client.createCheckout({ autoProcessing: true})
Customer
completes > >

payment form

Capture Payment Response )

&— Response (payment orchestration response) —

N

Merchant page handles the payment response
(:l andinforms customer of payment status

For more information on the specific APIs referenced, see these topics:
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» Sessions API - Capture Context (on page 414)
e Payment Details API (on page 451)

e Payment Credentials API (on page 454)
Related information
Getting Started with REST
Response Codes
API Field Reference Guide
API| Reference Sandbox
Business Center Test

Business Center Production
Customer Support

Add Click to Pay to a Merchant Account

Follow these steps to add Click to Pay to an organization:

1. In the left navigation panel, click Portfolio Management.
2. Under Merchants, click Manage Merchants. The Manage Merchants page appears.
3. Click + Add Merchant.
4. Select where you want to board your merchant:
> Select Board a new merchant account to create a new merchant account.

> Select Add to an existing account to add a transacting merchant to an existing merchant
organization.

Click Next.

5. If you are adding a transacting organization to an existing merchant account, search for the
merchant account in the Boarding Presets section.

6. If you have more than one boarding package, choose a boarding package from the drop-down
menu, or enter text in the search field to find one. Click Next. If you have only one boarding
package, the Boarding Package section does not display.

7. Click Start in the Merchant Account Information section to enter account information. For
more information, see Add Merchant Account Information (on page ).

8. Optional: click SKip in the Hierarchy Details section to skip the hierarchy step.
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unique_253

9. Click Start in the Transacting Organization and Products section to set up a transacting
organization and configure products for it. The Transacting Organization and Products page
appears.

10. Under Transacting Organization Details, enter the transacting organization name and the
organization ID.

11. Under Product Enablement, find Unified Checkout and select Enabled under the Enablement
drop-down menu.

12. Click Configure to configure Unified Checkout.
13. Under Payment methods, select Click to Pay.

14. Under Card Brands, select the card brands you want to enable in Unified Checkout. These card
brands are supported by Click to Pay:

° American Express
o Mastercard
° Visa

You can select Allow All to enable all card brands for your merchants. When you select Allow
All, future additions to supported card brands are automatically available.

¢« Important: You must select at least one card brand to support.

15. Under Integrated services, select Retrieve Sensitive Information at Portfolio Level.

16. Click Apply to save your configuration.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Enable Click to Pay

To enable Click to Pay on Unified Checkout, you must first register Click to Pay. This process sends
the appropriate information to the digital payment systems and registers your page with each
system.

Follow these steps to enable Click to Pay for Unified Checkout using the API or in the Business Center.
You must follow these steps for each transacting merchant for which you want to enable Click to Pay.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Enabling Click to Pay Drop-In Ul Using the API

This section shows you how to enable Click to Pay Drop-In Ul using the Boarding Registration Service
(BRS) APLI.

To enable Click to Pay 3DS authentication, you must include these fields in your request:

e productinformation.selectedProducts.payments.unifiedCheckout.
configurationInformation.configurations.features.clickToPay.enrollmentData.acquirerBIN

e productinformation.selectedProducts.payments.unifiedCheckout.
configurationInformation.configurations.features.clickToPay.enrollmentData.acquirerName

For information about enabling Click to Pay authentication, see Enable Click to Pay Customer
Authentication Using the API (on page 481).

Endpoint

Production: POST https://api.cybersource.com/boarding/vl/registrations

Test: POST https://apitest.cybersource.com/boarding/vl/registrations

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
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API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Required Fields for Enabling Click to Pay Drop-In Ul
organizationInformation.businessInformation.merchantCategoryCode
organizationInformation.businessInformation.name
organizationInformation.businessInformation.websiteUrl
organizationInformation.organizationld
productinformation.selectedProducts.payments.unifiedCheckout.configurationInformation.
configurations.features.clickToPay.enrollmentData.merchantName

Required if the enrollmentData object is included in the request.

productinformation.selectedProducts.payments.unifiedCheckout.configurationInformation.
configurations.features.clickToPay.enrollmentData.merchantURL

Required if the enrollmentData object is included in the request.

productinformation.selectedProducts.payments.unifiedCheckout.configurationInformation.
configurations.features.portfolioAccessofSensitiveData.merchantAccessofSensitiveData

Set to false.
productinformation.selectedProducts.payments.unifiedCheckout.subscriptionInformation.enabled
Required to enable Unified Checkout.

productinformation.selectedProducts.payments.unifiedCheckout.subscriptionInformation.
features.clickToPay.enabled

Set to true.

productinformation.selectedProducts.payments.unifiedCheckout.subscriptionInformation.
features.portfolioAccessofSensitiveData.enabled

Set to true.

Related Information

e API Field Reference for the REST API

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Optional Fields for Enabling Click to Pay Drop-In Ul
organizationInformation.businessInformation.address
organizationInformation.businessInformation.address.address1
organizationInformation.businessInformation.address.administrativeArea
organizationInformation.businessInformation.address.country
organizationInformation.businessInformation.address.locality
organizationInformation.businessInformation.address.postalCode
organizationInformation.configurable

organizationInformation.parentOrganizationld

This value is dependent on your organization hierarchy rules.
organizationInformation.status
organizationInformation.type
productinformation.selectedProducts.payments.unifiedCheckout.
configurationInformation.configurations.features.clickToPay.enrollmentData.acquirerBIN

Required when you want to enroll in 3-D Secure.

productinformation.selectedProducts.payments.unifiedCheckout.
configurationInformation.configurations.features.clickToPay.enrollmentData.acquirerName

Required when you want to enroll in 3-D Secure.

registrationInformation.boardingFlow
registrationInformation.boardingPackageld

registrationInformation.mode

Related Information

e API Field Reference for the REST API

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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REST Example: Enabling Click to Pay Drop-In Ul

Enable Click to Pay Drop-In Ul

"registrationlnformation": {
"boar di ngFl ow': "ENTERPRI SE",
"mode": " COVPLETE",

"boar di ngPackagel d": "74921204027"

1

"organi zati onl nformation": {

"organi zationld": "testucctp001"
"status": "TEST",
"busi nessl nformation": {
"nanme": "testucctp",
"websiteUrl": "https://ww.test.cont,
"mer chant Cat egor yCode": "0742",
"address": {
"country": "US",
"addressl": "Test Dr",
"post al Code": "78641",
"admini strativeArea": "TX'
"locality": "Austin"
}
1
"parent Organi zationld": "testucctp"
"type": "TRANSACTI NG',
"configurable": false
1
"product | nformation": {
"sel ect edProducts": {
"paynents": {
"uni fi edCheckout ": {
"subscriptionlnformation": {
“enabl ed": true,
"features": {
"clickToPay": {
"enabl ed": true
1
"portfolioAccessof SensitiveData ": ({
"enabl ed": true

}
H

"configurationlnformation": ({
"configurations": {
"features": {
"clickToPay": {
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"enrol | rentData": {
"mer chant Name": "testucctp",
"merchant URL": "https://ww.test.cont,
"acquirerBIN': "123456",
"acqui rer Name": " Exanpl eAcquirer"
}
(¥

"portfolioAccessof SensitiveData ": ({
" merchant Accessof SensitiveData ": false

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Enabling Click to Pay in the Business Center

To begin your integration, you must first enable Click to Pay. Click to Pay is a digital payment solution
that allows customers to pay with their preferred card network and issuer without entering their
card details on every website. Customers can use Visa, Mastercard, and American Express cards to
streamline their purchase experience. Click to Pay provides a fast, secure, and consistent checkout
experience across devices and browsers.

Follow these steps to enable in Click to Pay on Unified Checkout:

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout. The Unified Checkout customer experience page appears:

Unified Checkout Customer Experience

Payment Configuration

Unified Checkout: My customer experience

Payment Options

Manage your card brands and alternative digital payments.

E Manage

Look & Feel

Customize the look and feel of your customer checkout experience

% Configure

Customer data and payment flow

Choose what information and steps are needed for your business

Manage

3. In the Payment Options section, click Manage. The Payment Options page appears.
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4. Click Manage next to Click to Pay. The Click to Pay configuration page appears.

5. Enter your business name and website URL.

6. Click Submit.

¢« Important: Click to Pay uses network tokenization for transactions. These network

tokens are stored in the vault of the token requestor ID (TRID) for the card scheme.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Server-Side Set Up

This section contains the information you need to set up your server. Initializing Click to Pay
Drop-In UI within your webpage begins with a server-to-server call to the sessions API. This step
authenticates your merchant credentials, and establishes how the frontend components will
function. The sessions API request contains parameters that define how the Click to Pay Drop-In Ul
performs.

The server-side component provides this information:

* A transaction-specific public key that is used by the customer's browser to protect the
transaction.

e An authenticated context description package that manages the payment experience on the
client side. It includes available payment options such as card networks, payment interface
styling, and interaction methods.

The functions are compiled in a JSON Web Token (JWT) object referred to as the capture context. For
information JSON Web Tokens, see JSON Web Tokens (on page 522).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Capture Context Using the Sessions API

This section contains the information you need to set up your server. Initializing Unified Checkout
within your webpage begins with a server-to-server call to the Sessions API. This step authenticates
your merchant credentials, and establishes how the frontend components will function. The Sessions
API request contains parameters that define how Unified Checkout performs.

The server-side component provides this information:

« A transaction-specific public key is used by the customer's browser to protect the transaction.

e An authenticated context description package that manages the payment experience on the
client side. It includes available payment options such as card networks, payment interface
styling, and payment methods.

The functions are compiled in a JSON Web Token (JWT) object referred to as the capture context.
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For information on JWTs see JSON Web Tokens (on page 362).

The capture context request is a signed JSON Web Token (JWT) that includes all of the merchant-
specific parameters. This request tells the frontend JavaScript library how to behave within your
payment experience. The request provides authentication, one-time keys, the target origin to the
Unified Checkout integration in addition to allowed card networks and payment types. The capture
context request includes these elements:

¢ allowedCardNetworks
« allowedPaymentTypes
e clientVersion

e targetOrigin

Use the targetOrigins and the allowedPaymentTypes fields to define the target origin and the
accepted digital payment methods in your capture context.

When you configure the merchant settings using the Merchant Experience section of the Business
Center, your request to the sessions API must include these required fields. All other values are
determined from the settings that are configured in the Business Center:

{
"targetOrigins": ["https://merchant.coni, "https://reseller.com 8443"],
"l ocal e": "en_US",
"country": "US",
"data": {
“orderInformation": ({
"anmount Det ai | s": {
“total Anpunt": "21.00",
"currency": "USD'
}
}
}
}

When you use only the sessions API to generate the capture context, your request must include these
required fields:

"targetOrigins": [

"https://your Checkout Page. cont'
Il
"al | onedCar dNet wor ks": [

"VI SA",

" MASTERCARD" ,

" AVEX"
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1

"al | onedPaynent Types": [
" CLI CKTCOPAY"

1

"country": "US",

"l ocal e": "en_ US",

"captureMandat e": ({
"billingType": "FULL",
"request Emai |l ": true,
"request Phone": true,

"request Shi ppi ng": true,

"shi pToCountries": [
1.

"showAccept edNet wor kl cons":

}
"data": {
"orderInformation": {
"anmount Detai | s": {
"total Anpunt": "21.00",
"currency": "USD'
}
}
}

true

For information about requesting the capture context using the sessions API, see the API Reference

in the Cybersource Developer Center.

For more information on requesting the capture context, see Sessions API - Capture Context (on page

414).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Client-Side Set Up

This section contains the information you need to set up the client side. You use the Unified Checkout
JavaScript library to integrate with your e-commerce website. It has two primary components:

» The button widget, which presents Click to Pay to the customer. There are different options
available to display this to your customers. See these topics: XXX

e The payment acceptance page, which captures payment information from the cardholder. You
can embed the payment acceptance page within your webpage or add it as a sidebar.

The Unified Checkout JavaScript library supports Click to Pay and manual card entry payment
methods.

Follow these steps to set up the client:

1. Load the JavaScript library.

2. Initialize the accept object the capture context JWT. For information JSON Web Tokens, see
JSON Web Tokens (on page 522).

3. Initialize the unified payment object with optional parameters.

4. Show the button list or payment acceptance page or both.

The response to these interactions is a transient token that you use to retrieve the payment
information captured by the UI.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Loading the JavaScript Library and Invoking the Accept Function

Use the client library asset path and client library integrity value that is returned by the capture
context response to invoke Unified Checkout on your page.

You can retrieve these values from the clientLibrary and clientLibraryIntegrity fields that are

returned in the JWT from POST https://api.cybersource.com/uc/vl/sessions. You can use these
values to create your script tags.
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You must perform this process for each transaction, as these values may be unique for each
transaction. You must avoid hard-coding values for the clientLibrary and clientLibraryIntegrity
fields to prevent client-side errors.

For example, a response from https://apitest.cybersource.com/uc/vl/sessions would include:

"data": {
“clientLibrary":"[ EXTRACT clientLibrary VALUE from here]",
“clientLibrarylntegrity": "[EXTRACT clientlLibrarylntegrity VALUE from here]"

Below is an example script tag:

<script src="[INSERT clientLibrary VALUE HERE]"
integrity="[INSERT clientLibrarylntegrity VALUE HERE]"”
crossori gi n="anonynous” ></ scri pt >

Important: Use the clientLibrary and clientLibrarylntegrity parameter values in the
capture context response to obtain the Unified Checkout JavaScript library URL and the
integrity value. This ensures that you are always using the most up-to-date library and
protects against fraud. Do not hard-code the Unified Checkout JavaScript library URL or
integrity value.

When you load the library, the capture context from your initial server-side request is used to invoke
the accept function.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Initializing the SDK

async function | aunchCheckout () {

try {
const client = await VAS. UnifiedCheckout (sessi onJW);
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const checkout = await client.createCheckout ({ autoProcessing: false });
const token = await checkout. mount (' #buttons');
/1 result contains the Transient Token
/1 Send result to your server for retrieval of payment information
sendToSer ver (t oken);
} catch (error) {

if (error.name === 'UnifiedCheckoutError') {
handl eError (error.reason, error.mnmessage);
}
} finally {

checkout . destroy() ;
client.destroy();

| aunchCheckout () ;

In this example, sessionJWT refers to the capture context JWT.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Displaying the Button List

After you initialize the Unified Checkout object, you can add the payment application and payment
acceptance pages to your webpage. You can attach the embedded Unified Checkout tool and payment
acceptance pages to any named element within your HTML. Typically, they are attached to explicit
named components that are replaced with Unified Checkout’s iframes.

/| Si debar
const result = await checkout. nount (' #buttons');

/| Enbedded

const result = await checkout. nount ({
paynent Sel ecti on: '#buttons',
paynment Screen: ' #form

1),
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Client-Defined Trigger for Click to Pay or PAN Entry

When you display CLICKTOPAY or PANENTRY as allowed payment types, you can load the Ul without
displaying the Unified Checkout checkout button. You can do this by creating a trigger that defines
what event loads the Ul.

You can create a trigger only for CLICKTOPAY or PANENTRY payment methods:

/1 PAN Entry
const trigger = client.createTrigger (' PANENTRY');
//Cick to Pay

const trigger = client.createTrigger (' CLI CKTOPAY');

Important: When you use the client.createTrigger() method for Click to Pay, you must
create a custom Ul to trigger Click to Pay. See Click to Pay Ul Examples (on page 499).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Adding the Payment Application and Payment Acceptance

After you initialize the Unified Checkout object, you can add the payment application and payment
acceptance pages to your webpage. You can attach the Unified Checkout embedded tool and payment
acceptance pages to any named element within your HTML. Typically, they are attached to explicit
named <div> components that are replaced with Click to Pay Drop-In Ul iframes.

Important: If you do not specify a location for the payment acceptance page, it is placed in
the sidebar.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Setting Up with Full Sidebar

<ht m >
<head>
<scri pt
src="[ 1 NSERT clientLibrary VALUE HERE]"
integrity="[1NSERT clientLibrarylntegrity VALUE HERE]’
crossori gi n="anonynous"
></script>

</ head>
<body>
<h1>Uni fi ed Checkout | ntegration</hl>
<i nput
t ype="hi dden"

name="sessi onJW™"
val ue="[ | NSERT sessi onJWI' HERE] "
/>
<script type="text/javascript">
const sessi onJWI = docunent . get El ement Byl d( " sessi onJW™) . val ue;

async function | aunchCheckout () {
try {
const client = await VAS. UnifiedCheckout (sessi onJW);
const checkout = await client.createCheckout();
const result = await checkout. nount (' #paynment-buttons');
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/] result contains the conpleted paynent result JWI
/1 Send result to your server for verification
sendToServer(result);
} catch (error) {
if (error.name === 'UnifiedCheckoutError"') {
handl eError (error.reason, error.message);
}

} finally {
checkout . destroy() ;

client.destroy();

| aunchCheckout () ;
</script>
</ body>
</htm >

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

JavaScript Example: Setting Up with the Embedded Component

The main difference between using an embedded component and the sidebar is that the
VAS.UnifiedCheckout(sessionJWT) object is set to false, and the location of the payment screen is
passed in the containers argument.

Important: If you do not specify a location for the payment acceptance page, it is placed in
the side bar.

<ht m >
<head>
<scri pt
src="[I NSERT clientLibrary VALUE HERE]"
integrity="[INSERT clientLibrarylntegrity VALUE HERE]"
crossori gi n="anonynous"
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></script>

</ head>
<body>
<h1>Uni fi ed Checkout |ntegration</hl>
<i nput
t ype="hi dden"

i d="sessi onJWI"
name="sessi onJW™"
val ue="[ | NSERT sessi onJWI HERE] "
/>
<script type="text/javascript">
const sessi onJWI = docunent . get El emrent Byl d( " sessi onJW™) . val ue;

async function | aunchCheckout () {
let client;
| et checkout;

try {
client = await VAS. Unifi edCheckout (sessi onJWI);

checkout = await client.createCheckout();
const result = await checkout. nount (' #paynment-buttons');

/1 result contains the conpleted paynent result JW
/1 Send result to your server for verification
sendToServer(result);

} catch (error) {

if (error.name === 'UnifiedCheckoutError"') {
handl eError (error.reason, error.message);
}
} finally {

i f (checkout) {
checkout . destroy();

if (client) {
client.destroy();

| aunchCheckout () ;
</script>
</ body>
</ htm >
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Sessions API - Capture Context

This section contains the information you need to request the capture context using the sessions APIL.

The capture context request contains all of the merchant-specific parameters that tell the frontend
JavaScript library how to behave within your payment experience.

The capture context is a signed JSON Web Token (JWT) containing this information:

e Merchant-specific parameters that dictate the customer payment experience for the current
payment transaction.

e A one-time public key that secures the information flow during the current payment
transaction.

The capture context request includes these elements:

« allowedCardNetworks
« allowedPaymentTypes
* clientVersion
e targetOrigins
For information on JSON Web Tokens, see JSON Web Tokens (on page 522).
Target Origin

The target origin is defined by the scheme (protocol), hostname (domain) and port
number (if used).

You must use the https:// protocol. Sub domains must also be included in the target
origin.

Any valid top-level domains, such as .com, .co.uk, and .gov.br, are supported. Wildcards
are not supported.
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For example, if you are launching Click to Pay on example.com, the target origin could
be any of the following:

e https://example.com
e https://subdomain.example.com

e https://example.com:8080

You can supply up to seven origins within the targetOrigins field for nested iframes.
To do this, you must do the following:

e Compare the list of origins in the vi/sessions targetOrigins field against the
location.ancestorOrigins of the browser.

e Ensure that the count of origins and their content matches in the targetOrigins
field against the location.ancestorOrigins of the browser. If any origins are
missing or mismatched, the system prevents Unified Checkout from loading and
displays a client-side error message.

You must::

Allowed Card Networks

Use the allowedCardNetworks field to define the card types. Click to Pay supports
American Express, Mastercard, and Visa. The Click to Pay Drop-In Ul manually
captures the other card types that are listed in the capture context request. This
enables you to process the payment through the chosen gateway but the cardholder is
not able to enroll these cards in Click to Pay.

These card networks are available for card entry:

e American Express
e Carnet

e Cartes Bancaires
¢ China UnionPay

e Diners Club

e Discover

« EFTPOS

« ELO

e Jaywan

«JCB
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» KCP

e mada

e Maestro

e Mastercard
e Meeza

e PayPak

o UATP

e Visa

To support dual-branded or co-badged cards, you must list your supported card types
values for the allowedCardNetworks field based on your preference for processing
card numbers. For example, if a card is dual-branded as Visa and EFTPOS and EFTPOS
is listed first, the card type is set to EFTPOS after the card number is entered in your
Unified Checkout card collection form. For information on dual-branded or co-badged
cards, see Dual-Branded Cards (on page 450).

When a Cartes Bancaires dual-branded card is entered in the Click to Pay Drop-In Ul,
the Click to Pay Drop-In Ul provides a radio selector button to enable the cardholder
to select which scheme they want to use to process the payment. The radio selector
defaults to the card scheme that appears first in the allowedCardNetworks field.

Cartes Bancaires is not supported for Click to Pay. If a cardholder selects to process a
payment with Cartes Bancaires it is processed as a one-time guest checkout and the
user is not enrolled in Click to Pay. If a cardholder chooses to process with Visa or
Mastercard instead of Cartest Bancaires, they are given the option to enroll their card
in Click to Pay.

Important: Some card types, such as KCP and UATP, do not have security
codes (CVV or CVN). If you include only card types that do not have security
codes in the allowedCardNetworks field, Unified Checkout does not display
the security code field in the UL

If you include card types that do not have security codes and cards types that
do have security codes in the allowedCardNetworks field, Unified Checkout
displays the security code field in the UI. The field is disabled in the Ul when
the cardholder enters a card number for a card type with no security code.

Include Card Prefix

You can control the length of the card number prefix to be received in the response to
the capture context /sessions request:
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* 6 digits
« 8 digits

* no prefix at all

¢« Important: When you request the card number prefix for a Click to Pay
tokenized credential, 6 digits are returned. Click to Pay does not return 8
digits.

To specify your preferred card number prefix length, include or exclude the
transientTokenResponseOptions.includeCardPrefix field in the capture context /
sessions request.

If you want to receive a 6-digit card number prefix in the response

¢ Do not include the transientTokenResponseOptions.includeCardPrefix field
in the capture context /sessions request.

 This example shows how a 6-digit card number prefix 411111 is returned in the
transient token response:

"maskedVal ue" : " XOKKXXXXXXX1111",
"bin" : "411111"

If you want to receive an 8-digit card number prefix in the response

e Include the transientTokenResponseOptions.includeCardPrefix field in the
capture context request, and set the value to true.

¢ Important: Per PCI DSS requirements, this requirement applies only to
card numbers longer than 15 digits and for Discover, JCB, Mastercard,
UnionPay, and Visa brands.

o If the card type entered is not part of these brands, a 6-digit card
number prefix is returned instead.

o If the card type entered is not part of these brands but is co-
branded with these brands, an 8-digit card number prefix is
returned.
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* This example shows how an 8-digit card prefix 41111102 is returned in the
transient token response:

"maskedVal ue" : " XXOOOOKXXXXX1111",
"prefix" : "41111102"

If you do not want to receive a card number prefix in the response

¢ Include the transientTokenResponseOptions.includeCardPrefix field in the
capture context request, and set the value to false.

e This example shows how a card number is returned without a card number
prefix in the transient token response:

"maskedVal ue" : " XOKXXKXXXXX1111"

Best practice: If your application does not require card number prefix information
for routing or identification purposes, Cybersource recommends that you include the
transientTokenResponseOptions.includeCardPrefix field in the capture context
request and set its value to false. Doing so limits the exposure of payment data to only
what is necessary for your processing needs.

For more information about PCI DSS, see Frequently Asked Questions on the PCI
Security Standards Council site.

Allowed Payment Types

You can specify the type of Unified Checkout digital payment methods that you want to
accept in the capture context.

Use the allowedPaymentTypes field to define the payment type. The Click to Pay
Drop-In Ul accepts these payment types:

e CLICKTOPAY

e PANENTRY

Important: When you include CLICKTOPAY, it supports both Click to Pay and
PANENTRY in the UL
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Important: When integrating with Cybersource APIs, Cybersource insists that you
dynamically parse the response for the fields that you are looking for. Additional fields may
be added in the future.

You must ensure that your integration can handle new fields that are returned in the
response. While the underlying data structures will not change, you must also ensure that
your integration can handle changes to the order in which the data is returned.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Features

This section includes information on the features that are supported in Click to Pay.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Allowed Card Networks
Use the allowedCardNetworks field to define the card types.
These card networks are available for card entry:

e American Express (supported on Click to Pay)
e Cartes Bancaires

e Carnet
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e China UnionPay
e Diners Club

e Discover

* EFTPOS

« ELO

e Jaywan

« JCB

¢ JCrew

e KCP

* mada

e Maestro

e Mastercard (supported on Click to Pay)

e Meeza
e PayPak

e UATP

e Visa (supported on Click to Pay)

To support dual-branded or co-badged cards, you must list your supported card type values for the
allowedCardNetworks field based on your preference for processing card numbers. For example, if
a card is dual-branded as Visa and Cartes Bancaires, and Cartes Bancaires is listed first, the card type
is set to Cartes Bancaires after the card number is entered in your Unified Checkout card collection
form. For information on dual-branded or co-badged cards, see Dual-Branded Cards (on page 450).

Important:

Some card types, such as KCP and UATP, do not have security codes (CVV or CVN). If you
include only card types that do not have security codes in the allowedCardNetworks field,
Unified Checkout does not display the security code field in the UL

If you include card types that do not have security codes and cards types that do have
security codes in the allowedCardNetworks field, Unified Checkout displays the security
code field in the UL The field is disabled in the Ul when the cardholder enters a card number
for a card type with no security code
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Target Origins
The target origin is defined by the scheme (protocol), hostname (domain), and port number (if used).
You must use the https:// protocol. Sub domains must also be included in the target origin.

Any valid top-level domains, such as .com, .co.uk, and .gov.br, are supported. Wildcards are not
supported.

For example, if you are launching Unified Checkout on example.com, the target origin could be any of
the following:

* https://example.com
« https://subdomain.example.com

* https://example.com:8080

When you use Unified Checkout in an iframe, you must include the domain for the URL that loads the
iframe and the iframe URL in the targetOrigins field.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Allowed Payment Types

You can specify the type of Unified Checkout digital payment methods that you want to accept in the
capture context.
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Use the allowedPaymentTypes field to define the payment type:

e CLICKTOPAY

® PANENTRY

Important: Click to Pay accepts American Express, Mastercard, and Visa for saved cards.
Visa and Mastercard tokenize payment credentials using network tokenization for all Click
to Pay requests. Click to Pay uses Click to Pay Token Requester IDs (TRIDs) rather than your
existing TRIDs to generate network tokens.

For more information on enabling and managing Click to Pay, see Enabling Click to Pay in the
Business Center (on page 170).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Auto-check Enrollment

You can have the Click to Pay box pre-checked when a user is manually entering their card details
and Click to Pay is enabled. The customer can uncheck the box if necessary, which means the request
is processed as a one-time manual PAN transaction. This is available when you set the billingType
field to PARTIAL or FULL in the capture context. This ensures that the customer's billing country can be
validated in the UI.

Click to Pay enrollment pre-check is available in these countries:

e Argentina
e Brazil

e Chile

e Colombia
e Kuwait

e Mexico
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e Peru

e Qatar

e Saudi Arabia
« South Africa
e Ukraine

e United Arab Emirates

"paynment Confi gurations": {
" CLI CKTOPAY": {
"aut oCheckEnrol | nent": true

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Button Type

When Unified Checkout loads, the payment buttons displayed are based on what you include in the
allowedPaymentTypes object in the capture context. Unified Checkout enables you to customize the
text on the payment buttons. You can do this by setting the buttonType field object in the capture
context to one of these values:

e ADD_CARD

e CARD_PAYMENT

e CHECKOUT_AND_CONTINUE
e DEBIT_CREDIT

* DONATE
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e PAY
e PAY_WITH_CARD

 SUBSCRIBE_WITH_CARD

If you do not include the buttonType field in your request, the payment button text defaults to
Checkout with card. For example:

‘ E@ Checkout with card ’

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Customize Button Text

Use the buttonType field to customize the text on payment buttons:

Button Text Options
buttonType Value | Button Display Text

ADD_CARD Add card
CARD_PAYMENT Card payment

CHECKOUT_AND_CONTINUE A Checkout and

continue
DEBIT_CREDIT Debit or credit
DONATE Donate
PAY Pay
PAY_WITH_CARD Pay with card

SUBSCRIBE_WITH CARD | Subscribe with card

When you do not include this field in your request, the default button text is “Checkout with card.”
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Capture Mandate

The capture mandate enables you to define which fields are captured within Unified Checkout. You
must include the fields and set the values in the capture context based on the information that you
want Unified Checkout to collect. This enables the cardholder to review and edit their details where
the Ul includes these fields. When the Ul is used to capture cardholder information, all captured
information is available within the payment details API response. When you want the cardholder to
review existing address data, you can include the known customer data in the capture context and
this information is pre-filled in the Unified Checkout Ul For information about the payment details
API, see Payment Details API (on page 451).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.comboCard

A combo card is a single card in Brazil that functions as both a debit and a credit card. Unified
Checkout enables the cardholder to choose whether to pay for a transaction using a debit or credit
card. The cardholder can choose the card that they want to use when they enter their card details or
when they choose a stored Visa card from their Click to Pay wallet during checkout. While in the card
details section of the payment form, the cardholder is prompted for a debit or credit card. Credit is
the default option.

To enable combo cards during checkout, you must include the comboCard field in your capture
context request and set the field value to true. When the comboCard field value is set to true, the
option to use a debit or credit card appears for all Visa cards that are entered in Unified Checkout
and for all cards that are already stored in Click to Pay. If you do not want to offer a combo card at
checkout, do not include the comboCard field in your capture context request:
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"captureMandat e" : {
"“conmboCard": true

Important: This feature is available only in Brazil.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.CPF

The Cadastro de Pessoas Fisicas (CPF) Brazilian tax ID feature is for customers in Brazil and provides
your customers with a way to include their Consumer National Identifier when it is requested at
checkout. Include this field in the capture context to display this field within the flow for manual card
entry and Click to Pay transactions:

"captureMandate" : {
"CPF": {
"required": true

Important: This feature is available only in Brazil.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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captureMandate.requestSaveCredentials

This feature enables you to display a consent option in the Unified Checkout Ul for the cardholder to
save their payment details for future use.

When you use this field without using the complete mandate, the transient token payload includes
the consumerPreference.saveCard field with the value set to true when the cardholder has checked
to save the payment information for future purchases:

"captureMandat e" : {
"request SaveCredential s": true

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.showConfirmationStep

When showConfirmstionStep is set to false, you can remove the final summary confirmation
screens from the checkout experience. When the Ul displays cardholder data, the cardholder can
review and, if necessary, edit their payment details before checkout is complete.

"capt ureMandat e": {
"showConfirmati onStep": false

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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captureMandate.billingType

PARTIAL: Only the billing postal code and billing country are collected in the UI. Set to this value when
you use relaxed address verification services (AVS). This includes markets where postal code and
billing country are enough for successful payment processing.

NONE: No fields are shown in the Ul to capture cardholder billing details. If you are using the
Complete Mandate, you must provide billing details in the capture context. All information that is
collected from these fields is tokenized in the transient token and sent for payment processing. For
information about which fields are required for payment processing, see the Payments Developer
Guide.

FULL: These fields are shown in the Ul to capture cardholder billing details. When you include the
billing details in the capture context, these details are pre-filled in the Unified Checkout UI. All
information that is collected from these fields are tokenized in the transient token and sent for
payment processing where the Complete Mandate is used.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.requestEmail

false: No email address is shown in the Ul If you are using Click to Pay, this email address is used to
find the cardholder's Click to Pay account and it appears in the Ul when requestEmail is set to false.

true: The email address is shown and captured in the UL If you are using Click to Pay, this email
address is used to find the cardholder's Click to Pay account.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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captureMandate.requestPhone
false: No phone number is shown or captured in the Ul

true: The phone number is shown and captured in the UL

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.requestShipping

false: No shipping information is captured in the Ul. When shipping details are required for payment
processing and are used for follow on services such as Decision Manager, you can include these fields
in the capture context. These details are tokenized and passed through.

true: Shipping fields are shown in the Ul and are collected by Unified Checkout. When you include
the shipping details in the capture context, the information appears prefilled in the Ul

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

captureMandate.shipToCountries

When the requestShipping field is set to true, only the countries that are included in this field can
be selected by the cardholder for their shipping address.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Include Card Prefix

You can control the length of the card number prefix to be received in the response to the capture
context /sessions request:

« Six digits

e Eight digits

¢ No prefix
To specify your preferred card number prefix length, include or exclude the
transientTokenResponseOptions.includeCardPrefix field in the capture context /sessions
request.

To receive a six-digit card number prefix in the response, follow this step:

Do not include the transientTokenResponseOptions.includeCardPrefix field in the capture
context /sessions request.

This example shows how a six-digit card number prefix 411111 is returned in the transient token
response:

"maskedVal ue" : " XXOOKXXXXXXX1111",
"bin" : "411111"
To receive an eight-digit card number prefix in the response, follow this step:

Include the transientTokenResponseOptions.includeCardPrefix field in the capture context
request, and set the value to true.

Important: This PCI DSS requirement applies only to card numbers longer than 15 digits
and only for Discover, JCB, Mastercard, UnionPay, and Visa brands.

e If the card type entered is not part of these brands, a six-digit card number prefix is
returned instead.

e If the card type entered is not part of these brands but is co-branded with these brands,
an eight-digit card number prefix is returned.
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This example shows how an eight-digit card prefix 41111102 is returned in the transient token
response:

"“maskedVal ue” : " XXOOOKXXXXX1111”,
"prefix" : "41111102"

To not receive a card number prefix in the response, follow this step:

Include the transientTokenResponseOptions.includeCardPrefix field in the capture context
request, and set the value to false.

This example shows how a card number is returned without a card number prefix in the transient
token response:

"maskedVal ue" : " XXOOOKKKKKKL111"

Best practice: If your application does not require card number prefix information

for routing or identification, Cybersource recommends that you include the
transientTokenResponseOptions.includeCardPrefix field in the capture context request and set
its value to false. Doing so limits the exposure of payment data to only what is necessary for your
processing needs.

For more information about PCI DSS, see Frequently Asked Questions on the PCI Security Standards
Council site.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Email Autolookup

When you include Click to Pay as an allowedPaymentType, an automatic email lookup occurs when
an email address is included in the capture context request in the data.billTo.email field.. If the
user has a Click to Pay account but is not on a recognized device, a one-time password (OTP) screen
appears and the user is prompted to enter their OTP. If the user does not have a Click to Pay account,
the user must enter their card information manually. They will have the option to create a Click to
Pay account.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Mobile as Identity for Click to Pay

Click to Pay supports mobile numbers as way to identify a user. This enables cardholders to use
their mobile number instead of their email address in certain markets for Visa and Mastercard
transactions.

When the requestEmail field is set to false and the requestPhone field is set to true, the cardholder
is identified using the provided mobile number. When the requestEmail field is set to true and the
requestPhone field is set to false, the cardholder is identified using the provided email address.
When the requestEmail field is set to true and the requestPhone field is also set to true, the
cardholder is identified using the provided email address first and then the mobile number if there is
no match.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Ul/UX Customization Look and Feel

UI/UX Customization Look and Feel

Click to Pay Drop-In Ul supports appearance customization using the appearance field object.

You can customize the theme, button configuration, color styling, input states, and typography. All
customization fields are optional and can be configured in the API in the appearance.variables field
object. For a complete list of customizable fields, see Customization Matrix (on page 516).

This is an example JSON configuration:
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"appearance": {

"thenme": "LICGHT",

"buttonType": "CHECKOUT",

"variabl es": {
"backgroundCol or": "#FFFFFF",
"text Col or": "#000000",
"header Background": "#1A237E",
"header For eground": " #FFFFFF",
"i nput Background": "#FAFAFA",
"but t onBackground": "#EOEOEQO",
"but t onFor eground": "#333333",
"fontFam | y": "Roboto Slab, serif"

This is an example sessions capture context request with Ul/UX customization:

"targetOrigins": [
"https://your Checkout Page. cont'
IF
"al | onedCar dNet wor ks": [
"VI SA",
" MASTERCARD" ,
IF
"al | onedPaynent Types": [
" CLI CKTOPAY"
IF
"appearance": {
"vari abl es": {
"backgroundCol or": "#FFFFFF",
"textCol or": "#1A1A1lA",
"header Background": "#0A3450",
"header For eground": " #FFFFFF",
"header Avat ar Backgr oundCol or": "#EGEEF8",
"header Avat ar For egr oundCol or ": "#0A2540",
i nput Backgr ound": "#FFFFFF",
“i nput Col or": "#1A1AlA",
“i nput Pl acehol der Col or": "#6B7280",
i nput Bor der Col or": "#D1D5DB",
i nput Border Style": "solid",
i nput Bor der Radi us": "6px",
i nput Hover Backgr ound": "#FFFFFF",
"i nput Hover Col or": "#111827",
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nput Hover Pl acehol der Col or": "#6B7280",
nput Hover Bor der Col or": "#9CA3AF",

nput Hover Bor der Styl e": "solid",

nput FocusedBackgr ound": "#FFFFFF",
nput FocusedCol or": "#111827",

nput FocusedPl acehol der Col or": "#6B7280",
nput FocusedBor der Col or": "#2563EB",
nput FocusedBor der Styl e": "solid",

nput Act i veBackgr ound": "#FFFFFF",

nput Acti veCol or": "#111827",

nput Acti vePl acehol der Col or": "#6B7280",
nput Acti veBor der Col or": "#2563EB",
nput Acti veBorder Styl e": "solid",

nput PressedBackground": "#F9FAFB",
nput PressedCol or": "#111827",

nput PressedPl acehol der Col or": "#9CA3AF",
nput PressedBor der Col or": "#2563EB",
nput PressedBor der Styl e": "solid",

nput Er r or Backgr ound": "#FEF2F2",

nput Error Col or": "#991B1B",

nput Er r or Pl acehol der Col or": "#B91C1C",
nput Er r or Bor der Col or": "#DC2626",

nput Err or Bor der Styl e": "solid",

nput Val i dBackgr ound": "#FOFDF4",

nput Val i dCol or": "#065F46",

nput Val i dPl acehol der Col or": "#047857",
nput Val i dBor der Col or": "#16A34A",

nput Val i dBor der Styl e": "solid",

"but t onBackground": "#2563EB",

"but t onFor eground": " #FFFFFF",

"but t onShape": "rect",

"but t onBor der Col or": "#2563EB",

"butt onBorder Styl e": "solid",

"but t onBor der Radi us": "8px",

"but t onHover Background": "#1D4ED8",

"but t onHover For egr ound": " #FFFFFF",

"but t onHover Bor der Col or": "#1D4ED8",
"but t onHover Border Styl e": "solid",

"but t onFocusBackgr ound": "#1E40AF",

"but t onFocusFor eground": " #FFFFFF",

"but t onFocusBor der Col or": "#1E40AF",
"but t onAct i veBackground": "#1E3A8A",
"but t onAct i veFor eground": "#FFFFFF",
"butt onActi veBorder Col or": "#1E3A8A",
"butt onActi veBorder Style": "solid",

"but t onDi sabl edBackground": "#ESE7EB",
"but t onDi sabl edFor eground": "#9CA3AF",
"but t onDi sabl edBor der Col or": "#ESE7EB",
“fontFam ly": "Inter, Arial, sans-serif",
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"bor der Radi us": "8px",
"paynment Sel ecti onBackground": "#F9FAFB"

}
H
“country": "US",
"l ocal e": "en_US",

"capt ureMandat e": {
"billingType": "FULL",
"request Emai | ": true,
"request Phone": true,
"request Shi ppi ng": true,
"shi pToCountries": [

"US"
" GB"
Il
"showAccept edNet wor kl cons": true
(¥
"data": {
"“order | nformtion": ({
"amount Detai | s": {
"total Anpunt": "21.00",
“currency": "USD'
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Requesting the Capture Context Using the Sessions API

This section shows you how to request the capture context.

Endpoint

Production: POST https://api.cybersource.com/uc/vl/sessions

Test: POST https://apitest.cybersource.com/uc/vl/sessions

Production in Saudi Arabia: POST https://api.sa.cybersource.com/uc/vl/sessions

Test in Saudi Arabia: POST https://apitest.sa.cybersource.com/uc/vl/sessions

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Required Fields for Requesting the Capture Context

Use these required fields to request the capture context:

Required Fields for Requesting the Capture Context

Your capture context request must include these fields:
allowedPaymentTypes
Set to CLICKTOPAY.

country
data.orderInformation.amountDetails.currency
data.orderInformation.amountDetails.totalAmount
locale

targetOrigins

The URL in this field value must contain https.
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Related Information

 API field reference guide for the REST API

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

REST Example: Requesting the Capture Context

Request

"targetOrigins": [
"https://unified-paynents. appspot . cont

1,

"al | onedCar dNet wor ks": [
"Vl SA",
" MASTERCARD" ,

1,

"al | onedPaynent Types": [
" CLI CKTOPAY"

1,

"country": "US",

"l ocale": "en_US",

"captureMandat e": {
"billingType": "FULL",
"request Emai |l ": true,
"request Phone": true,
"request Shi ppi ng": true,
"shi pToCountries": [

"US",
" UK®

1,

"showAccept edNet wor kl cons": true

)i -
"data": {
"order|nformation": {
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"anmount Detai | s": {
"total Anmpunt": "21.00",
“currency": "USD'

(¥
"bill To": {
"address1": "1111 Park Street",
"address2": "Apartnment 24B",
"adm nistrati veArea": "NY",
"country": "US",
"district": "district",
"l ocality": "New York",
"post al Code": "00000",
"conmpany": {
"nane": "Visa Inc",
"address1": "900 Metro Center BIvd",
"adm nistrativeArea": "CA",
"bui | di ngNurmber ": "1",
"country": "US",
"district": "district",
"locality": "Foster City",
"post al Code": "94404"
(¥
"email": "maya.tran@onpany. cont,
"firstName": "Mya",
"l ast Nane": "Tran",
"m ddl eNane": "S",
"title": "M",
"phoneNunber": "1234567890",
"phoneType": "phoneType"
(¥
"shi pTo": {
"address1": "Visa",
"address2": "123 Main Street",
"address3": "Apartnment 102",
"adm nistrativeArea": "CA",
"bui | di ngNuber": "string",
“country": "US",
"locality": "Springfield",
"post al Code": "99999",
"firstName": "Joe",
"l ast Nane": " Soap"
}
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Successful Encrypted JWT Response to Request

eyJraWQiOi]6dSIsImFsZyl611]JTMjU2In0.eyJmbHgiOnsicGF0aCl61i9mbGV4L3YyL3RvaZVucylsImNvbXBsZXRIU(
vVKrasZtxHFGQUz-3F16j8y85p2fNEIUwzl1s12dbPaA6lgsvZ47k2QGBmYcVq7aBAb9ia4zhORqHPb8B_gWuZoa
vEOaepZT]UcjH4g8DX1aOlwO0h8bHQTpLnjvHGyBUOItNdePR-FoPUn0ZjnE22H-
MgOvncpE1V2qymtBMEXIESZjrz1SbYx3Wp1oYhCOvnikyxs4yH1e]PqrIRUw7eyPyRGjjecTe1S3a0A

Decrypted Capture Context Header

"kid": "zu",
"al g": "RS256"
}

Decrypted Capture Context Body with Selected Fields

{
"flx" |
/1 filled with token netadata
}l
"ctx": [
{
/1 filled with data related to your capture context request paraneters
"data": {
"clientLibrary": // taken dynamically fromresponse |,
"clientLibrarylntegrity": //taken dynanically fromresponse:
"sha256- cQlt 6GQNSEl 4m 1H10eaSV+TuS/ hFrybl LLI 9s/ xj Y="
}l
“type": "gda-0.10.0"
}

]l
"iss": "Flex API",

"exp": 1765827144,
"iat": 1765826244,
"fti": "k7o0y3rhyKnLr44pf"

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Validating the Capture Context

The capture context that you generate is a JSON Web Token (JWT) data object. The JWT is digitally
signed using a public key and confirms the validity of the JWT and that it comes from Cybersource.
When you do not have a key in the JWT header, Cybersource recommends that you follow
cryptography best practices and validate the capture context signature.

To validate a JWT, you must obtain its public key. This public RSA key is in JSON Web Key (JWK)
format. The public key is associated with the capture context on the Cybersource domain.

To get the public key of a capture context from the header of the capture context itself, you must
retrieve the key ID associated with the public key and then pass the key ID to the /flex/v2/public-
keys endpoint:

1. From the header of the capture context, get the key ID (kid):

"kid": "3g",
"al g": "RS256"

2. Send a GET request to the /flex/v2/public-keys endpoint and include the key ID. For example:
o Test: GET https://apitest.cybersource.com/flex/v2/public-keys/{3g}
> Production: GET https://api.cybersource.com/flex/v2/public-keys/{3g}

> Production in Saudi Arabia:GET https://api.sa.cybersource.com/flex/v2/public-keys/
{3g}

> Test in Saudi Arabia:GET https://apitest.sa.cybersource.com/flex/v2/public-keys/
{3g}

Depending on the cryptographic method you use to validate the public key, you might need to
convert the key to privacy-enhanced mail (PEM) format.

3. The resource returns the public key:

eyJmbHgi Onsi cGF0aCl 61 i 9nbGV4AL3YyL3Rva2Vucyl sl mRhdGEi O | 2bUFLNTNPNVpGTUK5Y3Rob
WZmd2do QUFFRGNgNUSQYzcxel Er bnBr e DN6WSt LOTVWRc5bThmns4czl TRXBt T21z MrVhbEx5Nk
hHZ290QOJEW VI N3ZUSGB YTR5a2t NRDI NVHhqK3ZoWKVDUMRDaDhVY1dwWUNZW Znb TELUXVFMKE
i LCIvem naWli G JodHRwezovL3Rl c3RmbGVALMSYmyc291cmNl LniNvbSI sI np3ayl 6eyJr dHki
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O JSWOEI LCJI 1'j oi QVFBQ | sl nVzZSI 61 myuYyl sl mdi O JyQmZzwdDRj ed ke VZwTOpnVTI JQXewJ
1JCNUZgNOxMzj AAUOROVMNy Uj | aaj A2bEYWTVc1aUpZb3F6R3RCINBI MhFZbFN6LVRs SDdy bVNTUE
ZI eTFI@BBf 20l 3e U} nJORVWNEanpLeVNZSTVCV] NsNHh6Qk5CNz RIdnB2Snt qcnd3QvZv VUAWMLR
aT3FVcOpf Sy1j TOxpYzVXVOZhQTEy OUt hWFZr ZFd3N3c3LVBLdNMMnpj eGay VO5STUI zTS1ZQOXxO
b3FCdkdCSk50Yy1uMLl BNUShaz B2NDdi YUsWYWIHQXRf WVEZ0Zd t Zk phVUVUTVWEWIVOT QrRhVmB0d
1 Ng UFNa OHFMOGKk z WJd me np 2 MURDTUMRWURZRz | mX0t qNzJj Ti 1CaGBRURWII Zy TUt | Z3Qy RDI wMk
J1d2gzZl Nf S3VRcl FWI'VdPel RnT3AzT2s3UVFGZ1Ei LCIr aWQ G | WOEJhWKMKbj dKTUhj SDhlbkc
XC1INDUVAXxN2WeWQLZy J9f Swi Y3R4I j pbeyJkYXRhI j p71 nRhendl dEQyaWpbnM O si aHROcHVB
Ly93d3cudGvzdC5j b20i XSwi bWwZPcm naWli G JodHRwczovL3Rl c3RbGVALMN5Ynyc291cniNl L
nM\vbSJ9LCI0eXBl | j oi bWYt MCAxM54AW n1dLCIpc3M G JGbGV4l EFQSSI s| nivacCl 6MTYXN ¢30T
AS5VBwW aWFOI j oxNj E2Nzc4MTkxLCIqdCki G J6SGLt Z25uaTVoN3pt dGYOI n0. GvBzyweJKI 3b2Pz
t Hb9r ZXawx2T817nYqubgoxpedPsj qBY1qeTol9R- CP_DkJXov9hdJZgdl zI NnRY6yoi zi SZnGldp
nZ- pCgl | C06qr pJVEDob30 ef ROLO3Gz7F5JI LA TXS 6nWwWC5nRI cP032yt PDEX5TM 9YOhnBadJ
YnhEMMONn_paMBwih2v6r f TkaBqd8n6r PvCNr WMOMoMIoTeFxku-

Use this public RSA key to validate the capture context.

4. Parse the JWT capture context to get the Kid from its header:

"kid": "3g",
"al g": "RS256"

5. Send a GET request to retrieve the public key from /flex/v2/public-keys/3g:

{

"kty":"RSA",

"use":"enc",

"kid":"3g9",

"n":"ir7N 1Bj 8@3r xr 3co5v_JLKkP309UXXZRX1LI ZFZeckguEf 7Gdt 5kG-Ff TsynKBesnBPe
801hwf kq7KmJZEZSuDbi JSZvFBZycK2pEeBj ycahwdCqOne M7 aKG2F_bhwWHr Y4YdKsp
_cSJe_ZMXFUqYnj k7D0p7cl X6CnR1IQYM 41Aj b7NH 23uONL7Pyf JQMPLX8HdunE6ZwWK
DNcavgxONBVuWsnf sGvt ygKQxj eHr | - gpy MXFOe PeVpUl QOKVj mb5- em Vd2SbyPNre
NADGI GCnECYMyL5hEvnTuy Ay bwgVwuMRanyf Fgl bRer Al zcl T4j QBeZFwkz Zf QF7MJA6QQ' ,
"e": " AQAB"

}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
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Business Center Test
Business Center Production
Customer Support

Session Validation

The session JWT is digitally signed using RS256. You must confirm that it was issued by Cybersource
and has not been tampered with. Follow these steps to validate the signature:

1. Parse the session JWT header to extract the key ID (kid):

{
"kid": "3g",
"al g": "RS256"
}

2. Retrieve the public key by sending a request to the /flex/v2/public-keys/{kid} endpoint:
o Test: GET apitest.cybersource.comflex/v2/public-keys/{kid}
> Production: GET api.cybersource.comflex/v2/public-keys/{kid}

3. Use the returned RSA public key in JSON Web Key format to verify the JWT signature.

! Important: Depending on the cryptographic library that tou use, you may need to
convert the key to Privacy-Enhanced Mail (PEM) format.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Transient Tokens

The response to a successful customer interaction with Unified Checkout is a transient token. This

is returned in the response from the checkout.mount() function. The transient token is a reference
to the payment data collected on your behalf. Transient tokens allow secure card payments to occur
without risk of exposure to sensitive payment information. The transient token is a short-term token
that expires after 15 minutes. This reduces your PCI burden/responsibility and ensures that sensitive
information is not exposed to your back-end systems.

Transient tokens can be included requests sent to the Payment Details API for the customer payment
data that is collected.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Transient Token Format

The transient token is issued as a JSON Web Token (JWT) (RFC 7519). The payload portion of the
token is a Base64URL-encoded JSON string and contains various claims. For more information, see
JSON Web Tokens (on page 522).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Example: Transient Token Format

Encrypted Transient Token JWT

eyJraWQ O | wvivEl INWIDT2NI NVpPW FNYI dskt odzFZeFFj SkVI ZSI sl nFszyl 61 1 JTM U21 n0. eyJt ZX
RhZGFOYSI 6eyJzZXF1ZWsj ZU51bWII ci | 61 j Ei LCYj YXJka®sZGvy QXV0aGvudd j YXRpb25TdG-0dXM
OnZhbHNI LCIWYXI t ZWhOVH WZSI 61 | NSQO1BULRFUKNBUKQ f Swi aXNzl j oi Rmxl eC8WMCI sl nBheWL| bn
RDcnmivkZWs0aWFsc1J1 Zmvy ZWsj ZSI 6eyJ1Y19hZ25vc3RpY19wh3J0ZmBsaVef dnFsaWQd G J XaWly M2 NB
S3RGbl FI SXpgeDRFUXgi f Swi ZXhwi j oxNzY1ODg1MDcyLCJ0eXBl | j oi Z2ZRhLTAUMIAUMCI sl m hdCl 6 MI
c2NTg4NDE3Mywi anRpl j oi MUQMV k4QO9FQURYS1k5Vj RHTj RNUDJ OSVNIWj NQVILd SUUNEVOVZNDJI HUj NB
Rzl zTUl 3W Y5NDEONDKkwQk| 1VSI s| mi\vbnRI bnQ Onsi ZGv2aWNl SWenb3Jt YXRpb24i Onsi Zml uZ2VycH
JpbnRTZXNzaVWBuSWQ Ont 9f Swi cHIVY2Vzc2l uz0l uZmdybWrO0aWul j p71 nBheWLl bnRTb2x1dd vbi | 6
eyJ2YWk1ZSI 61 j AyNyJ9f Swi b3JkZXJJbnZvcmilhdd vbi | 6eyJi aWwksV@&Bi Onsi Y291bnRyeSI| 6e30sI m
Xhc3ROYWLI | j p7f Swi Zm yc3ROYWLI | j p7f Swi c GhvbnvOdWLi ZXI i Ont 9LCIhZGRyZXNz MSI 6e30s| nBv
c3RhbENvZGUI Ont 9LCIsb2Nhbd 0eSl 6e30s| mFkbW uaXNOcnmFO0aXxXzl QXJI YSI 6e30s! mvt YW s| j p7f X
Osl nFt b3VUdERI dGFpbHM Onsi d@0YW«BbVW1bnQ Ont 9LCIj dXJyZWhj eSl 6e319LCIzad wWGBi Onsi
Zm yc3ROYWLI | j p7f Swi Y291bnRyeSI 6e30s| mkhc3ROYWLI | j p7f Swi YWRkcmVzczEi Ont 9LCIwb3NOYW
XDb2RI | j p7f Swi b&j YWkpdHki Ont 9LCIhZGlpbm zdHIhdd 2ZUFyZWEi Ont 9f X0s| nBheWLl bnRIbnizv
cmlhdd vbi | 6eyJj YXJIkIj p7l mV4cd yYXRpb25ZZWFyl j p71 nZhbHVI | j oi M AyNyJOLCJudWLi zZXI i On
si bWFza2VkVnFsdWUi OF J YWFhYWFh YWFhYWFg5OTA4L i wi Y ul j oi NTE4AN) A nOs| mv4c@ yYXRpb25N
b250aCl 6eyJ2YWk1ZSI 61 j Azl nOs| nR5cGUi Onsi dnFsdWJi O | wWDI i f Swi dH wZVNI bGVj dd vbkl uzG
I j YXRvci | 6eyJ2YWk1ZSI 61 j Ei f X19f Swi Xyl 61 kwr Ynl QL2FI RnhEUDRPc ONGNFI 5Rkhj bEl kZk FXR0g4
VKF3NGdt aONubGRy Zz BWDdnR1hse UZRTWWHaUSKW Bz SI Nh Tl FOTz M6 RHVCVWWAWL Se C9z RUJ J S2VQY X
FVvRVRoWDZpRj Fr WA$ 1Zkxj WDRqU1gv Tnt zb1UObGQz UORNTnJ He S8y bDRoMDI aTj d1WEVON1g5az ASK3Fa
RFNaWk 3S1dzaVJXe XNwe HoFZE5uQy 9ORGYX Y1ZgNUIHZTZnN3Jj ckt OTHYyT1Vz YUl yb3hi ¢ VKkwL2VuUF
YANOJHak M Uk 9l SnFYa3VGen ORDVr QOpaZHdoYnor RSt RVt nej dBVTZnNG5pa0ds WDFNUK| ke XVVNnY4
Q JsWHA2ZEF3c252TWspZ3Yvc05NUE4ZzVOhSaUhZWHZub Tdr anivOd2k 2 YWLEbkd TSz Vq Y3RFMMI PWDZUUO
RMAGERSEOQ 1e VhW FAMRHZXx a0VQOVZz MeNBNmh Th Tl Zc HFaaXRSSj Z50ON MSGFNensydmTW hUV1JQU210
UkZ2TWIcdTAWMRRCATAWMRQ f Q MLt t oaMyKz9N Q7nYf hGgrt 7GgalYvUph8FH4- 0aVo8t NbZi | EqF4AN
QHKFj NQavJ5 EKB 4cDayuwa7xyZzr z2WNXSI RS97EJYf vFAYza8cq2SpvH R1DvJdMiYsyui - f Zaf dkxq
TudsAUUYJEr ezl | WOovOw2gi 18hb3bS3V_evt 8zznRdgbwd7QLBgSnQagnl DI - HAwdZMBy MopGlz C8Uj bv
yPB50QUQXOTC j nbsi AquSl _8LFJoasRUK9t xVj ezO49E DX1Cl ETbnzui Ul J6MzBI TNAt dbx GB5ELj uf 8-
SSj 40j | ZZTMMR | skZsx_ DUt qLBUINXKpPKEJt zg

Decoded Transient Token JWT - Visa PAN

{
"met adata": {
"sequenceNumber": "1",
"ccdti": "onNpuEB7Tn( cga2",

"car dhol der Aut hent i cati onStatus": fal se,
"payment Type": " PANENTRY"

b

"iss": "Flex/08",

"paynent Credent i al sRef erence": ({
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"na_partner_ctp2": "P6RXHH8Lc790T1DKS1 Rs"

}

"exp": 1778665181,
"type": "uc-1.0.0",
"iat": 1778664281,

"jtit: " 1E3QZQB5MKI WESEUBQUT4AVC2Y4J0Z8ZEQAC7 QDKZ28171QG12DD6A0446DD7118"

"content": ({

"clientReferencel nformation": {

"appl i cati onVersion"

"applicationUser": {},

"code": {},

"appl i cati onNanme": {}
}

"devi cel nformation": {

"fingerprintSessionld":

}
"orderInformation": {
"bill To": {

"country": {},
"l ast Nane": {},
"firstName": {},
"phoneNunber": {},
"address2": {},
"addressl": {},
"post al Code": {},
"locality": {},

"bui | di ngNunber": {},
"adm ni strati veAr ea"

"email": {}

H

"anmount Detai | s": {
"total Anmount": {},
"currency": {}

H

"shi pTo": {
"firstName": {},
"l ast Nane": {},
"country": {},
"addressl": {},
"post al Code": {},
"locality": {},

"bui | di ngNunber": {},
"adm ni strati veAr ea"

}
"paynent | nformation": {
"card": {
"expirationYear": {
"val ue": "2029"

{}.

{}

{}.

{}
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H

"nunber": {
"maskedVal ue": " XXOXXXXXXXX1111",
"bin": "411111"

H

"securityCode": {},

"expirati onMonth": {

"val ue": "12"

}

"typeSel ectionlndicator": {
n Val uell : n 1II

}

Iltypell: {
"val ue": "001"

}

Decoded Transient Token JWT - Visa Network Token

{
"nmetadata": {
"sequenceNumber": "1",
"t okeni zedCard": {
"card": {
"expirationYear": "2033"

"maskedVal ue": " XXXXXXXXXXXX2700"
"prefix": "462294",
"expirationMonth": "08"
}
s
"ccJti": "9M2E00ZC767DNhvC!
"car dhol der Aut henti cati onStatus": fal se
"paynent Type": " SRCVI SA"
s
"iss": "Flex/08",
"paynent Credenti al sRef erence": ({
"na_partner_ctp2": "U3l OLFl ysif cQMAW.zchn"
s
"exp": 1778665930,
"type": "uc-1.0.0",
"iat": 1778665030,
"jti": "1EOTOCPF4S96D8P30Y891 D69U51VWRHRWCTWB96BX7K75R0OSI 6 TM/6A0449CA2D1B"
"content": {
“clientReferencel nformation": {
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"applicationVersion": {},
"applicationUser": {},
"code": {},
"appl i cati onNanme": {}

}

"devi cel nformation": {
"fingerprintSessionld": {}

}

"processingl nformation": {
"paynent Sol ution": {

"val ue": "027"

}
"orderInformation": {
"bill To": {
"l ast Nane": {},
"country": {},
"firstName": {},
"phoneNunber": {},
"address2": {},
"addressl": {},
"post al Code": {},
"locality": {},
"bui | di ngNunber": {},
"admi ni strativeArea": {},
"email": {}
}
"anmount Detai | s": {
"total Anmount": {},
"currency": {}
}
"shi pTo": {
"country": {},
"firstName": {},
"l ast Nane": {},
"addressl1l": {},
"post al Code": {},
"locality": {},
"bui | di ngNunber": {},
"admini strativeArea": {}

H
"paynent | nformation": {

"t okeni zedCard": {
"expirationYear": {
"val ue": "2033"

H
"transactionType": {},
"nunber": {
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"maskedVal ue": " XXXXXXXXXXXX3278" ,
"bin": "432312"

I
"expirati onMonth": {
"val ue": "08"
I
Iltypell: {
"val ue": "001"
I
"cryptogrant: {}
I
"card": {
"typeSel ectionlndicator": ({
n Val ue" : n 1II
I
"useAs": {
"val ue": "D'
}
}

Authentication Status in metadata Object

The cardholderAuthenticationStatus object is included in the metadata and enables you to determine
if the payload is fully authenticated. When cardholderAuthenticationStatus is set to true, the payload
is fully authenticated. When cardholderAuthenticationStatus is set to false, the transaction is not
authenticated.

"met adata": {
"cardhol der Aut henti cati onStatus": "true"

}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Token Verification

When you receive the transient token, you should cryptographically verify its integrity using the
public key embedded within the capture context. Doing so verifies that Cybersource issued the token
and that the data has not been tampered with in transit. Verifying the transient token JWT involves
verifying the signature and various claims within the token. Programming languages each have their
own specific libraries to assist. For an example in Java, see: Java Example in Github.

PAN BIN in metadata Object

The cardDetails object, including the PAN BIN, is included in the transient token metadata when a
Click to Pay network token is used as a payment method. This allows you to display information
about the card on invoices and see the BIN details that are linked to the underlying card.

"nmetadata": {
"cardDetail s": {
"suffix": "9876",
"prefix": "123456",
"expirati onMonth": "M,
"expirationYear": "YYYY"

The cardholderAuthenticationStatus object is included in the metadata and enables you to determine
if the payload is fully authenticated. When cardholderAuthenticationStatus is set to true, the payload
is fully authenticated. When cardholderAuthenticationStatus is set to false, the transaction is not
authenticated.

"nmetadata": {
"car dhol der Aut henti cati onStatus": "true"

}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Dual-Branded Cards

Unified Checkout accepts dual-branded cards. To use this feature, you must include the card
networks that have overlapping BIN ranges in the capture context request. For example:

"al  onedCar dNet wor ks": [" VI SA", "MASTERCARD', "AMEX", " CARTESBANCAI RES"]

When a card number within an overlapping BIN range is entered, the network that is listed first in
the value array for the allowedCardNetworks field is used. Based on the previous example, if the
card number 403550XXXXXXXXXX is entered, the payment network for payment processing is Visa.

During the transaction, the card type is populated with the first network in the list, and the
detectedCardTypes field returned in the transient token includes all of the detected card types in
the transient token.

The detectedCardTypes field is returned in the transient token response only when more than one
card type is detected.

If you include Cartes Bancaires as a supported dual-branded card type, Unified Checkout displays
aradio button with Visa and Mastercard options at checkout. This enables the customer to select
which payment scheme they want to use to process the payment. The radio button defaults to the
card type that you specify in the capture context request, but the payment is processed using the

option that the customer selects during checkout.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Payment Details API

This section contains the information you need to retrieve the non-sensitive data associated with
a Unified Checkout transient token and the payment details API. This API can be used to retrieve
personally identifiable information, such as the cardholder name and billing and shipping details,
without retrieving payment credentials, which helps ease the PCI compliance burden.

There are two methods of authentication, and they are described in the Getting Started with REST
Developer Guide:

e Set Up a JSON Web Token Message

e Set Up HTTP Signature Message

Important:

Cybersource recommends that you dynamically parse the response for the fields that you
are looking for when you integrate with Cybersource APIs. Cybersource may add additional
fields in the future.

You must ensure that your integration can handle new fields that are returned in the
response. Even though the underlying data structures do not change, you must also ensure
that your integration can handle changes to the order in which the data is returned.

Cybersource uses semantic versioning practices, which enables you to retain backwards
compatibility as new fields are introduced in minor version updates.

Endpoint

Production: GET https://api.cybersource.com/flex/v2/payment-details/{jti}

Test: GET https://apitest.cybersource.com/flex/v2/payment-details/{jti}

Production in Saudi Arabia: GET https://api.sa.cybersource.com/flex/v2/payment-details/{jti}
Test in Saudi Arabia: GET https://apitest.sa.cybersource.com/flex/v2/payment-details/{jti}
The {jti} is the ID of the JWT within the transient token that is returned by Unified Checkout.

The transient token is a JWT object that you retrieved as part of a successful capture of payment
information from a cardholder.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
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API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Required Field for Retrieving Transient Token Payment Details

Your payment details request must include this field:
id

The {id} is the full JWT received from Unified Checkout as the result of capturing
payment information.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

REST Example: Retrieving Transient Token Payment Details

Request

GET https://apitest.cybersource.conf flex/v2/ paynent-details/{jti}

Response to Successful Request

{
"paynent | nformation": {
"card": {
"expirationYear": "2026",
"nunber": " XOOOXXXXXXX1111",
"expirati onMonth": "05",
"type": "001"
}
H

"order|nformation": {
"anmount Detai | s": {
"total AvDunt": "21.00",
"currency": "USD'
}
"bill To": {
"l ast Nane": "Lee",
"country": "US",
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"firstNanme": "Tanya",

"email ": "tanyal ee@xanpl e. cont
(¥
"shi pTo": {
"locality": "Small Town",
"country": "US",
"admi ni strativeArea": "CA",
"address1": "123 Main Street",
"post al Code": "98765"
}

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Payment Credentials API

This section contains the information you need to retrieve the full payment credentials collected by
Click to Pay Drop-In Ul using the payment credentials API. The payment information is returned in a
redundantly signed and encrypted payment object. It uses the JSON Web Tokens (JWTs) as the data
standard for communicating this sensitive data.

Important: Payment information returned by the payment-credentials endpoint will contain
Personal Identifiable Information (PII). Retrieving this sensitive information requires

your system to comply with PCI security standards. For more information on PCI security
standards, see: https://www.pcisecuritystandards.org/

The response is returned using a JWE data object that is encrypted with your public key created
during the Unified Checkout tool's integration. For more information, see Upload Your Encryption
Key (on page 470).

To decrypt the JWE response, use your private key created during the Unified Checkout tool's

integration. The decrypted content is a JWS data object containing a JSON payload. This payload can
be validated with the Unified Checkout public signature key.
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Important:

Cybersource recommends that you dynamically parse the response for the fields that you
are looking for when you integrate with Cybersource APIs. Cybersource may add additional
fields in the future.

You must ensure that your integration can handle new fields that are returned in the
response. Even though the underlying data structures do not change, you must also ensure
that your integration can handle changes to the order in which the data is returned.

Returned Credentials

A payment account number (PAN) or network token is returned on your request depending on your
payment method and Click to Pay account status:

Payment Credentials Returned by Card Type and Click to Pay Account Status

Click to Pay Acc American Express Mastercard Visa
ount Status

New card not saved in | PAN PAN PAN
Click to Pay

New card saved in PAN Network Token Network Token
Click to Pay

Existing card stored in | PAN Network Token Network Token
Click to Pay

When you retrieve PAN information from the Payment Credentials API, the response includes the
PAN, card expiration date, and the card verification value (CVV). When you retrieve network token
information, the response includes the network token and network token cryptogram.

! Important: Visa and Mastercard always attempt to provision a network token. A PAN is
returned when a network token is not provisioned before checkout or when the cardholder
did not request to enroll the card in Click to Pay.

Network tokens are generated in the wallet of the Click to Pay token requestor ID (TRID). When
tokenization is successful, Visa and Mastercard can also complete authentication during the Click to
Pay experience to acquire a fully authenticated response. For information on authentication, see Click
to Pay Customer Authentication (on page 476).
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Endpoint

Production: GET https://api.cybersource.com/flex/v2/payment-
credentials/{paymentCredentialsReference}

Test: GET https://apitest.cybersource.com/flex/v2/payment-
credentials/{paymentCredentialsReference}

Production in Saudi Arabia: GET https://api.sa.cybersource.com/flex/v2/payment-
credentials/{paymentCredentialsReference}

Test in Saudi Arabia: GET https://apitest.sa.cybersource.com/flex/v2/payment-
credentials/{paymentCredentialsReference}

The {paymentcCredentialsReference} is the reference ID returned in the id field when you created the

payment credentials.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Digital Accept Secure Integration | Introduction to the Click to Pay Drop-In Ul | 456


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

Required Field for Retrieving Payment Credentials

Your payment credentials request must include this field:

ReferencelD

The reference ID that is returned in the paymentCredentialsReference.[organizationID]
field of the transient token data object after a successful Click to Pay interaction. This is
an example paymentCredentialsReference.[organizationID] field in the transient token
response payload:

"paynent Credenti al sRef erence": ({
"na_partner_ctp2": "gl Xuf LdFr U_TI | ye497LN'

oo

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

REST Example: Retrieving Payment Credentials

Request

https://api.cybersource. coni fl ex/v2/ paynent-credential s/E-firgl Lk7G zi QuXXAsq

Encrypted Response to Successful Request

eyJhdWQ O Jwec3Ai LCIzdW i O Jwel190cGEi LCIraWg O | yMDI zMDUxNC1kcnFnd Clwe 3At ZW6j cnl wdC
I sl

nN\OeSI 61 kpXVCl sl mVuYyl 61 kEyNTZHQOO0i LCJI eHAI G E2ODQXNDk2N 51 nFFsZyl 61 | JTQS1PQUVAQLTI

IN

| sl mpOasSl 61 ] AONDUWNWNI LTMLZDYt NDU2ZS050TBI LWRkZj QaYzIl 5Nzl hNCJ9. enhUf ZJG bMX- wZPI Cb
1zj

8sFZi i x6JSIJyNw2i 9QU4k_hd7l y _UMyvOrs- X1FIw HOl QxM bl SV8XgMegl OrbdYBYdgouUf C8zg4Zm d
sMo

Tp3mdT6z- A _eJ8MzaxqTHSF 2vW XB- EM ww2e CXPy VTBKI 10dmyl X- s85vsqYpW s0Thl CKad 7B4_r JKN
a’m
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Decrypted Response Payment Credentials JWE - Visa PAN

"aud": "na_partner_ctp2",

"sub": "0404_testctpdiui 001",

"clientReferencelnformation": {
"applicationVersion": "1.4.0",
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"applicationUser": "UC',
"code": "1778664244584",
"appl i cati onNane": "unifiedCheckout"
(¥
"devi cel nformation": {
"fingerprintSessionld': "eabf708f-0a77-4623-bdf 8-62bb656c4alf"
(¥
"order|nformation": {
"bill To": {
"firstName": "firstNanme",
"l ast Nane": "I astNane",
"country": "GB",
"phoneNunber": "07514573636", a
"address2": "test addressl",
"addressl": "test addressl",
"post al Code": "W26TT",
"locality": "London",
"bui | di ngNunber": "",
"admini strativeArea": "",
"emai | ": "mal achi euk@nail . cont’
(¥
"anmount Detai | s": {
"total Anpunt": "100.00",
“currency": "GBP"
(¥
"shi pTo": {
"country": "GB",
"last Nane": "l astNane",
"firstName": "firstName",
"addressl": "test addressl",
"post al Code": "W26TT",
"locality": "London",
"bui | di ngNunber": "",
"admi ni strativeArea":
}
(¥
"paynent | nformation": {
"card": {
"expirationYear": "2029",
"nunber": "FOURONE11111111111111",
"securityCode": "123",
“expirati onMonth": "12",
"type": "001",
"typeSel ectionl ndi cator": "1"
}
(¥
"exp": 1778664881,
"jti": "P6RXHH8LCc790T1DKS1 Rs"
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Decrypted Response Payment Credentials JWE - Visa Network Token

"aud": "na_partner_ctp2",
"sub": "0404_testctpdiui 001",
"clientReferencel nformation": {
"applicationVersion": "1.4.0",
"applicationUser": "UC',
"code": "1778664940677",
"applicationNane": "unifiedCheckout"
1
"devi cel nformation": {
"fingerprintSessionld': "e8cc0b02-7eb3-476b-8253-055b39cdch62"
1
"processingl nformation": {
"paynent Sol ution": "027"

s
"orderInformtion": ({
"bill To": {
"firstNane": "David",
"country": "GB",
"l ast Nane": "Pentl and",
"phoneNunber": "44 7514573636",
"address2": "test addressl",
"address1": "17 Marius Avenue",
"post al Code": "NE15 OEB",
"locality": "Newcastle Upon Tyne",
"bui | di ngNumber": "",
"admini strativeArea": "",
"emai | ": "mal achi euk@nuil . con’
s
"amount Detai | s": {
"total Anpunt": "100. 00",
"currency": "GBP"
s
"shi pTo": {
"l ast Nane": "Il astNanme",
"firstNanme": "firstNanme",
"country": "GB",
"address1": "test addressl",
"post al Code": "W26TT",
"locality": "London",
"bui | di ngNumber": "",
"admi ni strativeArea":
}
s

"paynent | nformation": {
"t okeni zedCard": {
"transacti onType": "1",
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"expirationYear": "2033",
"nunber": "FOURTHREE23126880583278",
"expirationMonth": "08",
"type": "001",
"cryptogrant: "AxOAAGY Gv6nK5QDVK6WI UxYeg="
}
"card": {
"typeSel ectionlndicator": "1",
"useAs": "D'
}

I
"exp": 1778665630,

"jti": "U3l OLFl ys1f cQmMW.zchn"

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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JavaScript API Reference

This reference provides details about the JavaScript API for creating the Click to Pay Drop-In Ul
payment form.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

VAS.UnifiedCheckout(sessionJWT)

This is a factory function that initializes the SDK. It returns a frozen, immutable client interface.

VAS.UnifiedCheckout(sessionJWT) Parameters
Name Type Required? Description

sessionIWT string Yes Signed JSON Web
Token (JWT) from the
server-side session
endpoint

Returns

Promise<UnifiedCheckoutInterface>
Errors

Returns UnifiedCheckoutError with reason CAPTURE_CONTEXT_INVALID if the JWT
signature is invalid, or UNUSED_TARGET_ORIGINS if the current page origin is not in the
JWT’s targetOrigins list.

Example

const client = await VAS. UnifiedCheckout (sessi onJWI);

UnifiedCheckoutinterface

The client object returned by VAS.UnifiedCheckout (). All methods throw an Error if called after
destroy().
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client.createCheckout(options?)

client.createCheckout(options?) Parameters

Name Type Required? Description
options CreateCheckoutOptions | No Configuration for the
checkout

CreateCheckoutOptions Properties

Property Type Default Description
autoProcessing boolean Inferred from capture | false: mount() returns
context. transient token.
Returns
Promise<Checkout>
Example

const checkout = await client.createCheckout ({ autoProcessing:
false });

client.createTrigger(paymentType, options?)

client.createTrigger(paymentType, options?) Parameters

Name Type Required? Description
paymentType AllowedPaymentType Yes Support trigger of the
Ul from client- driven
button.
options CreateTriggerOptions | No The configuration for
the trigger.
Returns
Trigger
Example

const trigger = client.createTrigger (CLI CKTOPAY) ;
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client.on(event, callback)

Subscribes to a client-level event and returns an unsubscribe function.

client.on(event, callback) Parameters
Name Type Required? Description

event string Yes Event name.

Possible values:

e created
e destroyed

® error

callback function Yes Handler function that
receives event-specific
payload.

Returns

Unsubscribe: A function that removes the handler when called.
Errors

Returns Error when event is not a valid event name with reason
TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED when the payment type cannot be used with a
trigger.

Example

const unsubscribe = client.on("error', (err) => {
consol e.error(err.source, err.code, err.nessage);

1)

/1 Later
unsubscri be();

client.off(event, callback?)

Removes an event handler. This method is permissive — calling it with an unknown event or callback
does not throw.
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client.off(event, callback?) Parameters

Name Type Required? Description

event string Yes Event name to
unsubscribe from

callback function No Specific handler to
remove. When this
is not included, all
handlers for the event
are removed.

client.destroy()

Permanently destroys the client. Returns a destroyed event, clears all event listeners, and marks the
instance as destroyed.

You can call destroy() multiple times.

client.isDestroyed()

Returns a value of true if client.destroy() is called.

Checkout

This field is returned by client.createCheckout() and manages the full checkout Ul lifecycle.

checkout.mount(target)

Subscribes to a client-level event and returns an unsubscribe function.

checkout.mount(target) Parameters

Name Type Required? Description
target string or No CSS selector string
CheckoutContainers for sidebar mode,

or an object with
paymentSelection and
paymentScreen for
embedded mode. Omit
for full sidebar
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CheckoutContainers Properties

Property Type Default Description

paymentSelection string Yes CSS selector for the
button list container

paymentScreen string No CSS selector for
the payment form
container. If omitted,
payment screens
appear in sidebar
mode

Returns

Promise<string>: This is a transient token JWT when autoProcessing: false.
Errors

Returns UnifiedCheckoutError. For information about how to handle mount error
codes, see Handle Errors (on page 509).

Example

/| Si debar
const result = await checkout. nount (' #buttons');

/| Enbedded

const result = await checkout. nount ({
paynent Sel ecti on: '#buttons',
paynment Screen: ' #form

1),

checkout.unmount()

Removes the payment Ul from the page. The checkout is not destroyed — you can call mount () again.

checkout.isMounted()

Returns true when the checkout Ul is mounted.

checkout.isDestroyed()

Returns true when destroy() is called.
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checkout.on(event, handler)

Valid events:

® mounted

® ready

® unready

® unmounted

e destroyed

® paymentMethodSelected
e paymentMethodCancelled

e paymentMethodUpdate"

® error

e *

checkout.off(event, handler?)

Removes a checkout event handler.

checkout.destroy()

Subscribes to a checkout-level event and returns an unsubscribe function.

Permanently destroys the checkout. This field removes the payment U], cleans up iframes, and emits

a destroyed event.

Trigger

The trigger is returned by client.createTrigger() and programmatically launches a specific payment

method.

trigger.mount(target?)

Launches the payment method UL

Digital Accept Secure Integration | Introduction to the Click to Pay Drop-In Ul | 467



trigger.mount(target?) Parameters

Name Type Required? Description

target string No CSS selector for
embedded mode. Omit
for sidebar mode.

Returns

Promise<string>: A transient token or completed payment result.

Example

const result = await trigger. nmount (' #paynent-screen');

trigger.unmount()

Hides the payment method Ul The trigger is not destroyed.

trigger.isMounted()

Returns a boolean value.

trigger.isDestroyed()

Returns a boolean value.

trigger.on(event, handler)

Subscribes to trigger events. Same event names and payloads as checkout events.

trigger.off(event, handler?)

Removes a trigger event handler.

trigger.destroy()

Permanently destroys the trigger.
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Events

Click to Pay provides a type-safe event system for monitoring the payment lifecycle. Events are
emitted at the client and integration levels.

Subscribe to Events

Use on() to subscribe to events. this returns an unsubscribe function:

const unsubscri be = checkout.on('ready', (data) => {
consol e. |l og(' Ready: ', data. avail abl ePaynent Met hods) ;

1),

/] Later, renpve the handl er
unsubscri be() ;

You can use off() to remove a specific handler:

function onReady(data) { /* ... */ }

checkout . on(' ready', onReady);
checkout . of f (' ready', onReady);

Unified Checkout Configuration
This section contains information necessary to configure Unified Checkout in the Business Center:

e Upload Your Encryption Key (on page 470)
 Enable Click to Pay (on page 396)

e Manage Permissions (on page 273)

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Upload Your Encryption Key

Payment information can be retrieved from the Unified Checkout platform by invoking the Payment
Credentials API. This API retrieves all of the data captured by Unified Checkout. This information

is transmitted in an encrypted format to ensure the security of the payment information while in
transit.

You can retrieve payment information from the Click to Pay Drop-In Ul platform from the checkout
response payloads. This information is transmitted in an encrypted format to ensure that sensitive
data is secure. To retrieve and decrypt this information, you must set up message-level encryption.
For information about enabling MLE, see How to Set up REST in the Getting Started with REST
Developer Guide and follow the steps based on your integration method.

You must generate an encryption key pair to retrieve this encrypted payment information, and the
public encryption key must uploaded to the Unified Checkout system.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Generate a Public Private Key Pair

You must generate a public-private key pair to upload to the Unified Checkout system. The public key
is uploaded to the Unified Checkout platform and is used to encrypt sensitive information in transit.
The private key is used to decrypt the sensitive payment information on your server. Only the private
key can properly decrypt the payment information.

Important: You must secure your private decryption key. This key must never be exposed to
any external systems or it will risk the integrity of the secure channel.

Unified Checkout accepts only keys that meet these requirements:
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 Only RSA keys are supported. Elliptical curves are not supported.

e The minimum accepted RSA key size is 2048 bits.
¢ RSA keys must be in JWK format. More information on JWK format is available here:

https://datatracker.ietf.org/doc/html/rfc7517.

e The key ID must be a valid UUID.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Uploading Your Key Pair

When you have generated your encryption key pairs, you can upload your key to the Unified
Checkout platform. Keys can be loaded at any hierarchy that is enabled for them and are used for all
child entities that do not have keys loaded. You can upload a key at parent and child levels, but child
keys override parent keys.

Follow these steps to upload your key pair:

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Key Management. The Key Management page appears.

3. Click +Generate key. The Create Key page appears.
4. On the Create Key page, select Token Management MLE.
5. Click Generate key.

6. Enter your MLE public key value in JWK format.
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7. Click Create key.

8. On the Key Management page, search for your key and select it.

9. Click Activate. Your key is now active.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Manage Permissions

Portfolio administrators can set permissions for new or existing Business Center user roles for
Unified Checkout. Administrators retain full read and write permissions. They enable you to regulate
access to specific pages and specify who can access, view, or amend digital products within Unified
Checkout.

Portfolio administrators must apply the appropriate user role permission for any existing or newly
created Business Center user roles for Unified Checkout. For information on managing permissions
as a portfolio administrator, see Managing Permissions as a Portfolio Administrator (on page 275).

If you are a transacting merchant, you might find that your permissions are restricted. If your
permissions are restricted, a message appears indicating that you do not have access, or buttons
might appear gray. To make changes to your digital products within Unified Checkout that have
restricted permissions, contact your portfolio administrator's customer support representative. For
more information, see Managing Permissions as a Direct Merchant (on page 274).

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Managing Permissions as a Direct Merchant

Follow these steps to configure and manage user permissions in the Business Center for Unified
Checkout as a direct merchant:

1. On the left navigation panel, navigate to Account Management.
2. Click Roles to display a list of your user roles.

3. Click the pencil icon next to the user role that you want to update.
4. Click Payment Configuration Permission.

5. Select the relevant permission for the specific user role you are editing. You can select from
these Unified Checkout permissions:

o Unified Checkout View

o Unified Checkout Manage

Important:

If you are a transacting merchant without view permissions, Unified Checkout will still
appear on the navigation bar, however, a no access message appears when you access
Unified Checkout.

If you are a transacting merchant with view permissions but not management
permissions, you can access the Unified Checkout screens and view the different
payment methods configurations, however, you cannot edit or enroll new products.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Managing Permissions as a Portfolio Administrator

Follow these steps to configure and manage user permissions in the Business Center for Unified
Checkout as a portfolio administrator:

1. On the left navigation panel, navigate to Account Management.
2. Click Roles to see a list of your user roles.

3. Click the pencil icon next to the user role that you want to update.
4. Click Payment Configuration Permission.

5. Select the relevant permission for the specific user role you are editing. You can choose from
these Unified Checkout permissions:

> Unified Checkout View
o Unified Checkout Manage
o Unified Checkout Portfolio View (available for portfolio users only)

o Unified Checkout Portfolio Manage (available for portfolio users only)

Important:

If all permissions are left unselected, the user has restricted permission. A no access
message appears when the user tries to access the Unified Checkout digital product
enablement pages. The user is advised to contact a customer representative.

If a portfolio user has view permissions and does not have a management role, they
can access the Unified Checkout pages, but they cannot modify toggles for different
digital payments.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Click to Pay Customer Authentication

When you enable customer authentication through Click to Pay, you give Cybersource permission
to request that Visa and Mastercard provide an authenticated payload for each transaction.
Authentication takes place within the authentication service of each card type. You must inspect the
payload that is returned to you to determine if the transaction is authenticated.

For information about enabling customer authentication through Click to Pay, see these topics:

 Enable Click to Pay Customer Authentication Using the API (on page 481)

 Enable Click to Pay Customer Authentication Using the Business Center (on page 486)

When the customer completes a transaction using a Visa or Mastercard Click to Pay credentials,
authentication is managed within Click to Pay. When the customer checks out using manual card
entry and does not save their card to Click to Pay, the transaction is not processed through Click to
Pay and you must complete authentication based on your existing authentication method.

Important: American Express cards cannot be authenticated through Click to Pay customer
authentication. You must use another authentication method for this card type.

Authentication Flow

This image shows the Click to Pay authentication flow:
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Include Click to Pay as an allowed payment type in the capture context

!

Complete the fields APl Howareyouenabling Business Center Complete the fields in
inthe API € Click to Pay customer > | theBusiness Center
authentication?

| |
|

[ Authentication is attempted on each Visa or Mastercard Click to Pay transaction ]

l

-

Does the
Transaction authentication YES transient token have the NO Transaction has not
has liability shift. €——  cardholderAuthenticationStatus ~— been authenticated
Proceed to authorization field set to true? with Click To Pay

l

Use the authentication values that are provided in
the authorization message thatis included in the
decrypted Payment Credentials API response.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Set Up Customer Authentication for Click to Pay

Follow these steps to use the Business Center to enable customer authentication through Click to
Pay. Authentication methods differ in each region and are dependent on the issuer, the cardholder
device, and the Click to Pay configuration. These authentication methods are available:
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e 3-D Secure
e Payment Passkey
e Card verification value (CVV)

¢ One-time password (OTP)

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.

2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout.
You must have Click to Pay enabled as a digital payment method in order to use this method of
authentication. Click Manage to view the digital payment methods that you have enabled.

Payment Configuration

Unified Checkout

Digital Payment Solutions ENABLED

You have set up and enabled one or more digital payment solutions. You can
manage your payment solution enablement here. Set up additional services or
modify existing payment solutions configuration. These payment solutions are
available through the integrated Unified Checkout product. Easily enable digital
payment options for acceptance within your webpage.

» GPay

Manage

If Click to Pay is not enabled, click On next to Click to Pay.
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Payment Configuration

Unified Checkout

Digital Payment Solutions ENABLED

You have set up and enabled one or more digital payment solutions. You can
manage your payment solution enablement here. Set up additional services or
modify existing payment solutions configuration. These payment solutions are
available through the integrated Unified Checkout product. Easily enable digital
payment options for acceptance within your webpage.

O»

Manage

3. Click Set up under Value Added Solutions. The Value Added Solutions page appears.
Payment Configuration / Unified Checkout

Value Added Solutions

Available Solutions

Enable additional value-added services within the Unified Checkout product. These
services enhance transactions and provide extra capabilities to the payment
acceptance process.

A= 3DS
@ NOT SET UP

Enable 305 and biometric authentication within your

Click to Pay experience.

4. Click Set up to set up 3-D Secure. The 3DS page appears.

5. Enter the required information in the Merchant Details section. You must enter the information
that is provided to you by your acquirer or processor.

Digital Accept Secure Integration | Introduction to the Click to Pay Drop-In Ul | 479



Payment Configuration / Unified Checkout / Value Added Solutions

3DS

Merchant Details

Fields marked with a * are required.

Acquirer Merchant ID as assigned to you by your acquiring entity.

Acquirer Merchant ID *

Merchant Name as registered by your acquirer.

Merchant Name *

Acquirer Bank ldentification Number[BIN) *

MNote: Enablement of this process may result in additional costs associated with invoking 3DS.

This completes the authentication setup for the entered acquirer merchant ID and BIN.
If you do not know what these values are, you must contact your acquirer. Completing
this information enables Cybersource to send Visa the information that is required for
authentication.

¢ Important: Charges for 3-D Secure may apply. You must speak with your acquirer for
more information about the charges associated with 3-D Secure.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
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API| Reference Sandbox
Business Center Test
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Enable Click to Pay Customer Authentication Using the API

This section shows you how to enable Click to Pay Authentication using the Boarding Registration

Service (BRS) API.

Endpoint

Production: POST https://api.cybersource.com/boarding/vl/registrations

Test: POST https://apitest.cybersource.com/boarding/vl/registrations

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Required Fields for Enabling Click to Pay Authentication
organizationInformation.businessInformation.merchantCategoryCode
organizationInformation.businessInformation.name
organizationInformation.businessInformation.websiteUrl
organizationInformation.organizationld
productinformation.selectedProducts.payments.unifiedCheckout.configurationInformation.
configurations.features.clickToPay.enrollmentData.merchantName

Required if the enrollmentData object is included in the request.

productinformation.selectedProducts.payments.unifiedCheckout.configurationInformation.
configurations.features.clickToPay.enrollmentData.merchantURL

Required if the enrollmentData object is included in the request.

productinformation.selectedProducts.payments.unifiedCheckout.configurationInformation.
configurations.features.portfolioAccessofSensitiveData.merchantAccessofSensitiveData

Set to false.
productinformation.selectedProducts.payments.unifiedCheckout.subscriptionInformation.enabled
Required to enable Unified Checkout.

productinformation.selectedProducts.payments.unifiedCheckout.subscriptionInformation.
features.clickToPay.enabled

Set to true.

productinformation.selectedProducts.payments.unifiedCheckout.subscriptionInformation.
features.portfolioAccessofSensitiveData.enabled

Set to true.

productinformation.selectedProducts.payments.unifiedCheckout.
configurationInformation.configurations.features.clickToPay.enrollmentData.acquirerBIN

Required for authentication with Click to Pay 3DS authentication.

productinformation.selectedProducts.payments.unifiedCheckout.
configurationInformation.configurations.features.clickToPay.enrollmentData.acquirerName

Required for authentication with Click to Pay 3DS authentication.

Related Information

e API Field Reference for the REST API
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Optional Fields for Enabling Click to Pay Authentication
organizationInformation.businessInformation.address
organizationInformation.businessInformation.address.address1
organizationInformation.businessInformation.address.administrativeArea
organizationInformation.businessInformation.address.country
organizationInformation.businessInformation.address.locality
organizationInformation.businessInformation.address.postalCode
organizationInformation.configurable

organizationInformation.parentOrganizationld
This value is dependent on your organization hierarchy rules.

organizationInformation.status
organizationInformation.type
registrationInformation.boardingFlow
registrationInformation.boardingPackageld

registrationInformation.mode

Related Information

e API Field Reference for the REST API

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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REST Example: Enabling Click to Pay Authentication

Enable Click to Pay Drop-In Ul

"registrationlnformation": {
"boar di ngFl ow': "ENTERPRI SE",
"mode": " COVPLETE",

"boar di ngPackagel d": "74921204027"

1

"organi zati onl nformation": {

"organi zationld": "testucctp001"
"status": "TEST",
"busi nessl nformation": {
"nanme": "testucctp",
"websiteUrl": "https://ww.test.cont,
"mer chant Cat egor yCode": "0742",
"address": {
"country": "US",
"addressl": "Test Dr",
"post al Code": "78641",
"admini strativeArea": "TX'
"locality": "Austin"
}
1
"parent Organi zationld": "testucctp"
"type": "TRANSACTI NG',
"configurable": false
1
"product | nformation": {
"sel ect edProducts": {
"paynents": {
"uni fi edCheckout ": {
"subscriptionlnformation": {
“enabl ed": true,
"features": {
"clickToPay": {
"enabl ed": true
1
"portfolioAccessof SensitiveData ": ({
"enabl ed": true

}
H

"configurationlnformation": ({
"configurations": {
"features": {
"clickToPay": {
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"enrol | rentData": {
"mer chant Name": "testucctp",
"merchant URL": "https://ww.test.cont,
"acquirerBIN': "123456",
"acqui rer Name": " Exanpl eAcquirer"

},
"portfolioAccessof SensitiveData ": ({
" merchant Accessof SensitiveData ": false

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Enable Click to Pay Customer Authentication Using the Business Center

Follow these steps to use the Business Center to enable customer authentication through Click to
Pay. Authentication methods differ in each region and are dependent on the issuer, the cardholder
device, and the Click to Pay configuration. These authentication methods are available:

e 3-D Secure
e Payment Passkey
e Card verification value (CVV)

¢ One-time password (OTP)

1. Log in to the Business Center:
Test URL: https://businesscentertest.cybersource.com/ebc2
Production URL: https://businesscenter.cybersource.com
If you are unable to access this page, contact your sales representative.
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2. In the Business Center, go to the left navigation panel and choose Payment Configuration >
Unified Checkout.
You must have Click to Pay enabled as a digital payment method in order to use this method of
authentication. Click Manage to view the digital payment methods that you have enabled.

Payment Configuration

Unified Checkout

Digital Payment Solutions ENABLED

You have set up and enabled one or more digital payment solutions. You can
manage your payment solution enablement here. Set up additional services or
modify existing payment solutions configuration. These payment solutions are
available through the integrated Unified Checkout product. Easily enable digital
payment options for acceptance within your webpage.

» GPay

Manage

If Click to Pay is not enabled, click On next to Click to Pay.

Payment Configuration

Unified Checkout

Digital Payment Solutions ENABLED

You have set up and enabled one or more digital payment solutions. You can
manage your payment solution enablement here. Set up additional services or
modify existing payment solutions configuration. These payment solutions are
available through the integrated Unified Checkout product. Easily enable digital
payment options for acceptance within your webpage.

O»

Manage

3. Click Set up under Value Added Solutions. The Value Added Solutions page appears.
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Payment Configuration / Unified Checkout

Value Added Solutions

Available Solutions

Enable additional value-added services within the Unified Checkout product. These
services enhance transactions and provide extra capabilities to the payment
acceptance process.

A= 3DS
@ NOT SET UP

Enable 3D5 and biometric authentication within your
Click to Pay experience.

4. Click Set up to set up 3-D Secure. The 3DS page appears.

5. Enter the required information in the Merchant Details section. You must enter the information
that is provided to you by your acquirer or processor.
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Payment Configuration / Unified Checkout / Value Added Solutions

3DS

Merchant Details

Fields marked with a * are required.

Acquirer Merchant ID as assigned to you by your acquiring entity.

Acquirer Merchant ID *

Merchant Name as registered by your acquirer.

Merchant Name *

Acquirer Bank ldentification Number[BIN) *

MNote: Enablement of this process may result in additional costs associated with invoking 3DS.

This completes the authentication setup for the entered acquirer merchant ID and BIN. If

you do not know what these values are, you must contact your acquirer. Completing this
information enables Cybersource to send Visa and Mastercard the information that is required
for authentication.

¢ Important: Charges for 3-D Secure may apply. You must speak with your acquirer for
more information about the charges associated with 3-D Secure.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
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API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Update to Click to Pay Drop-In Ul Version 1

The version 1 (v1) SDK simplifies your integration with fewer lines of code, a streamlined API, and
enhancements such as auto-processing and a full event system. The core flow is the same in v1, and
migrating to v1 involves only straightforward method renames.

Summary of Changes
Aspect
Initialization
Display the payment Ul
Events

Cleanup

Hide UI
Target Origin

Summary of v0 and v1 Changes

Feature

Status

Capture context

endpoint xts

Pre V1 Support

/up/vl/capture-conte

v0

new
Accept(session).unifiedPaymen

ts()
up.show(options)

None
up.dispose()
up.hide()

Multiple non-usable URLs can
be included in the request.

Business Center
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V1 Support

/up/vl/sessions

vl

VAS.UnifiedCheckout(session)

checkout.mount(target)

Full event system on client and
checkout

checkout.destroy() +
client.destroy()

checkout.unmount()

If any origins are absent or
mismatched, for example, they
are not presented in Click to
Pay Drop-In U], the system
prevents Click to Pay Drop-In
UI from loading and displays a
client-side error message.

Description
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Summary of v0 and v1 Changes (continued)

Feature

Capture context
management

Unified Checkout Look
and Feel in Business
Center

Unified Checkout Look
and Feel Using the API

Click to Pay
Configuration

Real-time preview in
Business Center

Three-decimal
currency support

SDK

Payment Details API

Future enhancements

Initialization

Pre V1 Support
API only

API only

Legacy Unified
Payments SDK
supported

/up/vl/payment-detai

1s/{id}

Manual opt-in is
required.

V1 Support

API only or API and
Business Center

API or API and
Business Center

New UC SDK

JTI used in place of
transient token

Automatic when the
clientVersion is
not included in the

Sessions API request.

Description

Business Center
configuration is at the
merchant level.

Business Center
configuration is at the
merchant level.

Configure the look and
feel in a Sessions API
request.

Business Center
configuration is at the
merchant level.

Business Center
configuration is at the
merchant level.

JTIis located in the
transient token

Legacy versions
receive critical updates
only.

Initialization with Click to Pay Drop-In Ul v1 is done in a single asynchronous factory call. There is no
intermediate Accept object:

vO Initialization

const accept = new Accept (sessi onJW) ;

const up = accept. unifiedPaynents();
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v1 Initialization

const client = await VAS. UnifiedCheckout (sessi onJW);

Unified Checkout v1 validates the JWT signature and target origins during initialization.

Display the Payment Ul

Unified Checkout v1 passes your Ul payment selectors directly to mount().

vO Display Payment Ul with show()

/| Si debar
const token = await up.show({
cont ai ners: {
payment Sel ecti on: ' #buttons'
}
1)

/| Enbedded
const token = await up.show({
cont ai ners: {
paynment Sel ecti on: '#buttons',
payment Screen: ' #form

1)

v1 Display Payment Ul with mount()

/| Si debar
const result = await checkout. nount (' #buttons');

/| Enmbedded

const result = await checkout. nount ({
paynment Sel ecti on: '#buttons',
payment Screen: ' #form

1)
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Events

Unified Checkout v0 does not include an event system, as the integration resolution or rejection from
show() and complete(). vl includes a full event system as the client and integration levels.

v1 Full Event System

/1l Client-level —centralized error tracking
client.on("error', (err) => {
consol e.error (" [${err.source}] ${err.code}: ${err.nessage} );

1)
/| Checkout-level —granular |ifecycle events
checkout.on('ready', (data) => {
consol e. |l og(' Avai | abl e net hods: ', data. avai | abl ePaynent Met hods) ;
1)
checkout . on(' paynment Met hodSel ected', (data) => {
consol e.l og(' Sel ected:', data.type);
1)
checkout.on('error', (err) => {
consol e. error (' Checkout error:', err.code);
1)
Cleanup

Unified Checkout v1 distinguishes between unmount (), which is reversible, and destroy(), which is
permanent. Before a cleanup, client.destroy() sends a destroyed event.

v0 Cleanup

up. hi de(); // Hide U
up. di spose(); // Clean up resources

v1 Cleanup
checkout . unnount () ; /1 Renove U from page (can renmount | ater)
checkout . destroy(); /1 Permanent cleanup
client.destroy(); /] Destroy client and clear all event |isteners
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Handle Errors

The unifiedCheckoutError class and its reason codes are the same in vO and v1:

vO Error Handling

try {
const token = await up.show {

contai ners: {
payment Sel ecti on: ' #buttons'
}
1)
} catch (err) {
consol e.error(err.reason, err.nessage);

v1 Error Handling

/1 Sane error class, sane properties

try {
const result = await checkout. nount (' #buttons');

} catch (err) {
consol e.error(err.reason, err.nessage);

Migrate Triggers

If your Unified Checkout v0 integration uses triggers, the migration is similar to checkout. In v1,
triggers are created from the client.createTrigger, not from UnifiedPayments as in v0. In v1, show()
is renamed to mount().

vO Triggers

const trigger = up.createTrigger (' CLI CKTOPAY', {
contai ners: { paynentScreen: '#screen' }

1),

const token = await trigger.show);
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v1 Triggers

const trigger = client.createTrigger(' CLI CKTOPAY');
const result = await trigger.nmount (' #screen');

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Update Reason Codes

Some reason codes were renamed in v1. This table shows the v0 reason code name and the
corresponding name in the v1 client-side SDK:

v0 Reason Code vl Reason Code
SHOW_LOAD_CONTAINER_SELECTOR MOUNT_CONTAINER_SELECTOR
SHOW_LOAD_ERROR MOUNT_ERROR
SHOW_LOAD_INVALID_ CONTAINER MOUNT_INVALID CONTAINER
SHOW_LOAD_SIDEBAR_OPTIONS MOUNT_SIDEBAR_OPTIONS
SHOW_PAYMENT_TIMEOUT MOUNT_PAYMENT_TIMEOUT
SHOW_PAYMENT_UNAVAILABLE MOUNT_PAYMENT_UNAVAILABLE
SHOW_TOKEN_TIMEOUT MOUNT_TOKEN_TIMEOUT
SHOW_TOKEN_XHR_ERROR MOUNT_TOKEN_XHR_ERROR
UNIFIED_PAYMENTS_ALREADY_SHOWN CHECKOUT_ALREADY_MOUNTED

UNIFIED_PAYMENTS_PAYMENT_PARAMETERS | CHECKOUT_PAYMENT_PARAMETERS

UNIFIED_PAYMENTS_VALIDATION_PARAMS | CHECKOUT_VALIDATION_PARAMS

Important: The server-side API continues to return these v0 reason codes. The v1 reason
codes listed here are used only in the client-side SDK. For all v1 client-side error codes, see
Handle Errors (on page 509).
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Version 1 Update Checklist

You must complete these tasks before you can complete your migration from Unified Checkout vO to
vl:

» Replace new Accept(session).unifiedPayments() with await VAS.UnifiedCheckout(session).

 Replace up. show(options) with checkout = await client.createCheckout();
checkout.mount(target).

e Update container options: { containers: { paymentSelection, paymentScreen } } becomes
direct arguments to mount().

 Replace up. complete(token) with checkout.complete(token) or use autoProcessing: true to
complete transactions automatically

 Replace up.hide() with checkout.unmount().
 Replace up.dispose() with checkout.destroy() and client.destroy().

» Add event listeners for observability. For example, client.on('error') and
checkout.on('ready").

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Click to Pay Ul Guidelines
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The Ul that is built in Unified Checkout for Click to Pay is built based on the EMV Click to Pay XC
Guidelines V1.1. Unified Checkout has simplified the integration of the UI. The only UI work that you
must complete is the placement of the payment option.

! Important: You must include Click to Pay as one of the presented payment methods and not
as a separate payment method.

Unified Checkout captures all card details that are manually entered by the cardholder. This enables
the cardholder to enroll in Click to Pay and removes the requirement for the cardholder to manually
enter their card details the next time they check out.

Unified Checkout provides a standard payment label in the Unified Checkout JavaScript that is loaded
in your checkout page. One of these scenarios occurs when the cardholder selects the button:

e The cardholder is recognized.
e The cardholder is not recognized but has a Click to Pay account.

e The cardholder does not have a Click to Pay account.

You can also trigger the Unified Checkout flow using a custom button. If you are using your

own custom button, your payment button or widget must display the Click to Pay image for the
cardholder. For information about a custom button, see JavaScript Example: Client-Defined Trigger
for Click to Pay or PAN Entry (on page 410).

¢ Important: Your implementation consultant will ask you for a mock-up of your payment
flow for confirmation that it is compliant with the Click to Pay Ul design standards.

Recognized Click to Pay Customer

The cardholder is presented with their stored Click to Pay cards in the Ul when they are on a
recognized device:

Recognized Click to Pay Customer Ul

C» Qeeren e@email.com Switch ID
- VISA ... 5555
“= 1 visA ....5678

% Reward points with this card

Enter card manually
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Unrecognized Click to Pay Customer

When the cardholder has a Click to Pay account but is not on a registered device, they receive a one-
time password to their registered email address and phone number to authenticate their identity

before their stored Click to Pay credentials are shown:

Unrecognized Click to Pay Customer on a Recognized Device Ul

Click to Pay has found your linked
cards

To access your cards, enter the code
sent to +44 «ceee cone 233 and
[SEITREeS e@email.com

123456

Resend cod

Skip verification next time v/

Verify and continue

To access a different set of linked cards
Switch ID

No Click to Pay Account

When the cardholder does not have a Click to Pay account, they can provide a new email address to
perform a new lookup or they can choose to enter their card details manually. The cardholder can
make a one-time payment or complete the payment and choose to create a Click to Pay account for

future use:
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No Click to Pay Account Ul

CONTACT DETAILS

m
~

example@email.com

+44 7412 112233

PAYMENT DETAILS:

Card number

{ )
Expiry MM/YY cw

{ J )
First name Last name

{ ) J

Click to Pay didn't find linked cards for
example@email.com

Switch ID

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Click to Pay Ul Examples

This section contains Ul examples of how you should display Click to Pay on your payment page. For
information about how to display the Ul, see JavaScript API Reference (on page 462).

Click to Pay Replaces PAN Capture

Click to Pay is the card entry payment option within your payment page.
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Click to Pay Replaces PAN Capture Ul Example 1

® < > im] O w z ]

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O v

Your basket

Order summary
Unisex Cotton Hoodie

Black / Large Subtotal: $80.00
-1 + $55.00 Shipping: FREE
Tax: $16.00
. Classic Baseball Cap Total: $ 96.00
E' Grey / Medium
| -1+ $25.00 .
The Click to Pay button
< replaces PAN capture
[ E® carapayment } option, becoming the sole
. PAN capture model.
G Pay
visa @ BB
Click to Pay Replaces PAN Capture Ul Example 2
® <> M x @ a

Sign Out

STEP30OF3
Choose how to pay

Your payment is encrypted and you can change how
you pay anytime

Secure for peace of mind.
Cancel easily online.

End-to-end encryption

Gift Code > 0

e B ? The Click to Pay button
= ) replaces PAN capture
CO cronmncen > option, becoming the sole
PAN capture model.
visA @

For information about how to configure this U], see Loading the JavaScript Library and Invoking the
Accept Function (on page 407).
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Click to Pay as Radio Button

Click to Pay is a radio button for the card entry payment option within your payment page. When the
cardholder selects this option, the Click to Pay payment flow is loaded.

Click to Pay Radio Button Example Ul

B <|>p @ O %4 (2 m]

usom FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O W

Your basket

Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $80.00
-1 + $55.00 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00 0

ooy The Click to Pay button
replaces PAN capture

} option, becoming the sole

} PAN capture model.

-1 + $25.00

{ 0] E@ Card payment
{ O Google Pay
{ O Apple Pay }

visa @ B

Click to Pay Icon on Radio Button

You can host the radio selection option for card payment with the Click to Pay icon displayed on
the payment label. The Unified Checkout flow loads when the cardholder selects this option. For
information about customizing how to trigger Unified Checkout, see JavaScript Example: Client-
Defined Trigger for Click to Pay or PAN Entry (on page 410).
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Click to Pay Icon on Radio Button Example Ul

® < > 1m] O Ad z a

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O v

Your basket
Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $80.00
-1 + $ 5500 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00 Q

Grey / Medium
! The Click to Pay button
replaces PAN capture
} option, becoming the sole
PAN capture model.

o

-1+ $25.00

{O E@ visa @

{ O Google Pay }
{ O Apple Pay }

visA @ BB

Load Click to Pay Automatically From Trigger

You can load the Unified Checkout JavaScript flow within your own payment button without
requiring the cardholder to select a card payment option. This example shows a recognized user
payment flow where the cardholder's information is shown automatically next to the other payment
methods hosted within your payment page. For information about customizing how to trigger
Unified Checkout, see JavaScript Example: Client-Defined Trigger for Click to Pay or PAN Entry (on
page 410).
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Click to Pay Loaded Automatically From Trigger Ul

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

~

Your basket

Order summary

Unisex Cotton Hoodie
Black / Large Subtotal: $ 80.00
— 1+ $55.00 Shipping: FREE

Tax: $16.00

Classic Baseball Cap Total: $ 96.00

£ Grey / Meaum
~ -1+ $ 25.00

example@email.com
+44 7412 112233

[ Google Pay }

[ Apple Pay }

Card Payment Options with Click to Pay in Ul

Do not present the Unified Checkout payment button as a separate payment method from the card
payment button. If you do this, the cardholder is not prompted with their Click to Pay cards and must

manually enter their payment details. They will also not have the option to store their card within
Click to Pay for future use.

These examples show multiple card payment options and Click to Pay in a Ul:
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Multiple Card Payment Options in Ul Example 1

D <|> D A g a

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

Your basket

Order summary
Unisex Cotton Hoodie

Black / Large Subtotal: $80.00
-1 + $ 5500 Shipping: FREE
Tax: $16.00
Classic Baseball Cap Total: $ 96.00
5 Grey / Medium
[ -1 + $25.00 Express checkout e
[ E@® corapayment } Inserting the Click to
e PAN capme
Y the PAN capture
Wl
GPay
redundant capture
vsa @ 6B methods, potentially
confusing users and
Choose payment method reducing the
o Cicktopay
implementation.
Multiple Card Payment Options in Ul Example 2
® <> M O ®* © O

Sign Out

STEP30OF3
Choose how to pay

Your payment is encrypted and you can change how
you pay anytime

Secure for peace of mind.

Cancel easily online.
End-to-end encryption e

Creditor DebitCard  Visa @0 W8 > Inserting the Click to Pay button
alongside the PAN capture
paypal B > options creates redundant
capture methods, potentially
Gift Code > confusing users and reducing the
effectiveness of your Click to Pay
E@® creceovmincara > implementation.
visa @
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Multiple Card Payment Options in Ul Example 3

Bl <|> QD@ O W g a

usp FREE SHIPPING & RETURNS  NEED HELP?  SIGN IN

FASHION NEW CLOTHING SHOES WATCHES WALLETS LUGGAGE o O w

Your basket

Order summary

Unisex Cotton Hoodie o
Black / Large Subtotal: $80.00
-1 + $ 5500 Shipping: FREE
Tax: $16.00
Classic Baseball Cap if Total: $ 96.00

[ Grey / Medium
€ -1 + $ 2500 Express checkout

Inserting the Click to
Pay button alongside

{O visa @ BB

o Google Pay the PAN capture
options creates
redundant capture

methods, potentially
confusing users and
reducing the
effectiveness of your
Click to Pay
implementation.

O E@ VISA @

{ O Apple Pay

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Test Your Click to Pay Configuration

This section contains information about testing your Click to Pay configuration.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Test Payment Details
Use these test card numbers to test your Click to Pay configuration.

Combine the BIN with the card number when sending to Click to Pay.

Visa Click to Pay Test Cards

These Visa test cards can be added to your Click to Pay wallet.
Replace the X in the card number with 4.

You can manage your Visa Click to Pay test cards and account here:

e Production: https://src.visa.com/login

e Test: https://sandbox.src.visa.com/login

To manage Visa test cards for customer authentication, contact your implementation consultant or
technical account manager.

Important: These test cards are not valid for testing in production. To test in production,
you must leverage production credentials.
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Visa Test Card Numbers

Card Number Expiration Cvv
Date
x6229x3123123755|12/2029 728
x6229x3123123763 | 12/2029 605
x6229x3123123771|12/2029 694
x6229x3123123789 | 12/2029 881
x6229x3123123797 | 12/2029 678
x6229x3123123805 | 12/2029 084
x6229x3123123813 | 12/2029 127
x6229x3123123821 | 12/2029 218
x6229x3123123839 | 12/2029 114
x6229x31231238x7 | 12/2029 867
x6229x312312385x | 12/2029 301

To manage Visa test cards for customer authentication, contact your implementation consultant or
technical account manager.

! Important: These test cards are not valid for testing in production. To test in production,
you must leverage production credentials.

These Visa test card numbers can be used to test ECIO5 frictionless authentication. Replace the X in
the card number with 4.

ECIO5 Authentication Test Card Numbers

Card Number Expiration Cvv
Date

X6229X3123113723 | 12/2027 929

X6229X3123113731 | 12/2027 217

These Visa test card numbers can be used to enroll in Passkey Service. Replace the X in the card
number with 4.
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Passkey Enrollment Test Card Numbers

Card Number Expiration Cvv
Date

X3958X0327800110 | 12/2027 832

X3958X0328300110 | 12/2027 474

Mastercard Test Cards

Mastercard test cards can be added to your Click to Pay wallet. You must retrieve Mastercard test
cards from their Click to Pay test page: https://developer.mastercard.com/mastercard-checkout-
solutions/documentation/testing/test_cases/click_to_pay_case/#test-cards

Mastercard has different test cards for retrieving tokenized and non-tokenized data. Cybersource
recommends that you use these test cards as follows:

« Test cards to retrieve PAN data: Use these cards when the customer is completing checkout as a
one-time guest and does not have a Click to Pay account or want to create one.

» Test cards to retrieve token data: Use these cards for tokenized Click to Pay transactions.
You can manage your Mastercard Click to Pay test cards and account here:

e Live: https://src.mastercard.com/profile/enroll

e SBX: https://sandbox.src.mastercard.com/profile /enroll

Mastercard authentication test cards are available on the Mastercard Checkout Solutions page in the
Mastercard Developer Center.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Handle Errors

The Unified Checkout SDK uses a structured error object for all error scenarios. Errors are returned
as exceptions from asynchronous methods and are also returned as events for centralized handling.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

UnifiedCheckoutError

All SDK errors are instances of UnifiedCheckoutError with these properties:

UnifiedCheckoutError Properties

Property Type Description

correlationId | stri The correlation ID from an underlying API call, when applicable.
ng?

details unkno | Additional error-specific information. This is often an array of objects.
wn?

informationL |stri The URL linked to the online documentation for this error.

ink ng?

message string | This property is a human-readable description of the error.

name string | The value is always "UnifiedCheckoutError".

reason string | This property is a machine-readable error code, such as

"CAPTURE_CONTEXT_INVALID".

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Detect Errors

Errors may be serialized through postMessage. Cybersource recommends that you use the name
property instead of instanceof:

try {
const result = await checkout. nount (' #buttons');

} catch (error) {
if (error.na === "Uni fiedCheckout Error') ({
/1l Access error.reason, error.message, error.details

You can also write a helper function that can be reused:

function isUnifiedCheckoutError(obj) {

return (
obj !'== null &&
typeof obj === 'object' &&
obj . nane === ' Uni fi edCheckoutError' &&
typeof obj.reason === 'string &&
t ypeof obj.nmessage === 'string'
ik

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Error Handling Patterns

Try/Catch

try {
const client = await VAS. Unifi edCheckout (sessi onJWI) ;

const checkout = await client.createCheckout ();
const result = await checkout. nount (' #buttons');
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} catch (error) {
consol e. error(error.reason, error.nessage);

Promise .catch()

VAS. Uni fi edCheckout (sessi onJWI)
.then(client => client.createCheckout())
.then(checkout => checkout. mount (' #buttons'))
.catch(error => console.error(error.reason, error.nessage));

Centralized Error Logging via Events

Errors from all integrations are applicable up to the client level. Use client.on('error') for
centralized logging:

const client = await VAS. UnifiedCheckout (sessi onJW);

client.on('error', (err) => {
error Reporter. send({
source: err.source, /1 "checkout", "trigger", "button", or "client"
code: err.code
nessage: err.message

1),
1)

Cybersource recommends that you do this as it catches errors from all checkouts, triggers, and
buttons created from this client instance.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Error Codes

Initialization Errors

These errors are returned during VAS.UnifiedCheckout(sessionJWT):

Initialization Reason Values

Reason

Description

CAPTURE_CONTEXT | The supplied JWT has expired. Generate a new session.

_EXPIRED

CAPTURE_CONTEXT | The session JWT is not valid. For example, it has a bad signature or is malformed.

_INVALID

UNUSED_TARGET_O One or more targetOrigins in the session do not match the current page origin.

RIGINS

Mount Errors

The details array lists the unused origins.

These errors are returned during checkout.mount() or trigger.mount():

Mount Reason Values

Reason

CHECKOUT_ALREA
DY_MOUNTED

MOUNT_CONTAINE
R_SELECTOR

MOUNT_ERROR

MOUNT_INVALID_
CONTAINER

MOUNT_PAYMENT _
TIMEOUT

MOUNT_PAYMENT _
UNAVAILABLE

MOUNT_SIDEBAR_
OPTIONS

MOUNT_TOKEN_TI
MEOUT

MOUNT_TOKEN_XH
R_ERROR

Description

The checkout or trigger is already mounted. Call unmount () first, or create a new
instance.

The CSS selector does not match any Document Object Model (DOM) element.
Check that the container exists before calling mount().

A problem occurred loading the payment iframe.

The supplied container parameter is not a valid CSS selector string or HTMLElement.
A payment method timed out during initialization.

No payment types could be presented to the customer. This may be due to
browser or device support, or errors during checkout initialization.

The supplied container parameter is invalid for sidebar mode.

Token creation timed out during mount. This may indicate a network issue.

A network error occurred during token creation. Check the customer’s
connectivity.
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Checkout Errors

Checkout Reason Values

Reason Description
CHECKOUT_ERROR A general checkout error occurred.

CHECKOUT_PAYMENT_PARAMETERS | One or more payment parameters have a validation
error.

CHECKOUT_VALIDATION_PARAMS | One or more checkout parameters have a validation
error.

Trigger Errors

Trigger Reason Values

Reason Description

TRIGGER_PAYMENT_TYPE_N | The specified payment type cannot be used with a trigger. Only PANENTRY
OT_SUPPORTED and CLICKTOPAY values are supported.

Payment-Specific Errors

Payment-Specific Reason Values

Reason Description
CLICK_TO_PAY_SDK_LOAD_ERROR The Click to PaySDK failed to load.
ENCRYPT_CARD_FOR_SRC_ENROLMENT_ERROR | Card encryption for Click to Pay enrollment

failed.
GOOGLEPAY_CHECKOUT_ERROR A Google Pay checkout error occurred.
LAUNCH_SRC_CHECKOUT_ERROR Launching the Click to Pay checkout failed.

TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED | The payment type is not supported for triggers.

General Errors

Reason Code Description

UNKNOWN_ERROR | An unknown error has
occurred.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Appendix

Client Version History

Below is a list of client versions and the features that are included in each version.

! Important: Cybersource recommends that you use the most recent client version in your
integration.

0.23

Accepts these card networks in the allowedCardNetworks field for manual card
entry:

e Carnet

e Cartes Bancaires

e China UnionPay with card verification value (CVV)
* EFTPOS

* ELO

* mada

e Meeza

Ordering controls for the allowedPaymentTypes button.

De-coupling of PANENTRY from other payment types in the allowedPaymentTypes
field.

0.24
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Support for enabling combo cards in the capture context.
Support for eight-digit BINs.
Support for enabling card save in the capture context.

0.25
Addition of SKip Verification next time in the Click to Pay payment flow.

Support for CPF in the capture context.

0.26

Support for auto-lookup in Click to Pay when an email is included in the capture
context.

Inclusion of the cardDetails field object in the transient token response.

0.28
Support for PayPak as an allowedCardNetwork.

Auto-enrollment for Click to Pay in supported markets.
Removal of the confirm or continue screen for specific use cases.
Static button for Click to Pay flows.

0.30
Support for Pakistan locales (en_PK and ur_PK).

New look and feel of Unified Checkout in line with EMVCO best practices.

0.31

Addition of the data object of the orderInformation field object and pass-through
fields.

Support for Jaywan as an allowedCardNetwork.

Updated the payment details response to return detected card types. Multiple card
types are shown when more than one card type is detected.

0.32
Support for KCP and UATP in the allowedCardNetwork field.

A radio button in the UI for Cartes Bancaires dual-branded cards.

0.33
Support for Mobile as Identity Click to Pay lookup.
0.34
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Additional BIN range for Jaywan card types.
1.0

Configure payment options.

Configure customer data and payment flow.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Customization Matrix

Top-Level Appearance

Top-Level Appearance

Field Name | Data Type Description

appeara Object Control checkout Ul appearance

nce

theme Enum (String) Theme selection (LIGHT, DARK,
seasonal)

buttonT Enum (String) | Button label /type

ype
variables Object UI customisation variables container
Base
Base
Field Name Data Type Description
backgroundCo Hex Colour | Main background
lor colour
textColor Hex Colour | Main text colour
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Header

Header
Field Name

headerBackground

headerForeground

headerAvatarBackgroundCo

lor

headerAvatarForegroundColor | Hex Colour

Input Default

Input Default

Data Type

Hex Colour

Hex Colour

Hex Colour

Description

Header background
colour

Header text/icon colour

Header avatar
background

Header avatar foreground

Field Name Data Type Description

inputBackground Hex Colour | Input background

inputColor Hex Colour | Input text colour
inputPlaceholderCo Hex Colour | Placeholder text

lor colour

inputBorderColor Hex Colour | Border colour
inputBorderStyle String Border style
inputBorderRadius CSS Size Border radius

Input Hover State
Input Hover State

Field Name Data Type Description

inputHoverBackground Hex Colour | Background when hover
inputHoverColor Hex Colour | Text colour when hover
inputHoverPlaceholderCo Hex Colour | Placeholder colour when
lor hover
inputHoverBorderColor Hex Colour | Border colour when hover
inputHoverBorderStyle String Border style when hover
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Input Focused State

Input Focused State
Field Name

inputFocusedBackground
inputFocusedColor

inputFocusedPlaceholderCo
lor

inputFocusedBorderColor

inputFocusedBorderStyle

Input Active State

Input Active State
Field Name

inputActiveBackground
inputActiveColor

inputActivePlaceholderCo
lor

inputActiveBorderColor

inputActiveBorderStyle

Input Pressed State

Input Pressed State
Field Name

inputPressedBackground
inputPressedColor

inputPressedPlaceholderCo
lor

inputPressedBorderColor

inputPressedBorderStyle

Data Type
Hex Colour
Hex Colour

Hex Colour

Hex Colour

String

Description
Background when focused
Text colour when focused

Placeholder colour when
focused

Border colour when focused

Border style when focused

Data Type
Hex Colour
Hex Colour

Hex Colour

Hex Colour

String

Description
Background when active
Text colour when active

Placeholder colour when
active

Border colour when active

Border style when active

Data Type
Hex Colour
Hex Colour

Hex Colour

Hex Colour

String

Description
Background when pressed
Text colour when pressed

Placeholder colour when
pressed

Border colour when pressed

Border style when pressed
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Input Error State

Input Error State
Field Name

inputErrorBackground
inputErrorColor

inputErrorPlaceholderCo
lor

inputErrorBorderColor

Data Type
Hex Colour
Hex Colour

Hex Colour

Hex Colour

Description
Background when error
Text colour when error

Placeholder colour when
error

Border colour when error

inputErrorBorderStyle String Border style when error
Input Valid State
Input Valid State
Field Name Data Type Description
inputValidBackground Hex Colour | Background when valid
inputValidColor Hex Colour | Text colour when valid
inputValidPlaceholderCo Hex Colour | Placeholder colour when
lor valid
inputValidBorderColor Hex Colour | Border colour when valid
inputValidBorderStyle String Border style when valid
Button Default
Button Default
Field Name Data Type Description
buttonBackground | Hex Colour  Button background
buttonForeground | Hex Colour | Button text/icon
colour
buttonShape String Button shape
buttonBorderColor | Hex Colour  Border colour
buttonBorderStyle | String Border style
CSS Size Border radius

buttonBorderRad
ius
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Button Hover State

Button Hover State

Field Name Data Type Description
buttonHoverBackground | Hex Colour | Background when hover
buttonHoverForeground ' Hex Colour  Text colour when hover
buttonHoverBorderCo Hex Colour | Border colour when
lor hover
buttonHoverBorderStyle ' String Border style when hover
Button Focus State
Button Focus State

Field Name Data Type Description
buttonFocusBackground Hex Colour  Background when focus
buttonFocusForeground Hex Colour Text colour when focus
buttonFocusBorderCo Hex Colour | Border colour when
lor focus
Button Active State
Button Active State

Field Name Data Type Description

buttonActiveBackground | Hex Colour | Background when active

buttonActiveForeground | Hex Colour | Text colour when active

Border colour when
active

buttonActiveBorderCo Hex Colour

lor

buttonActiveBorderStyle | String Border style when active

Button Disabled State

Button Disabled State

Field Name Data Type Description
buttonDisabledBackground Hex Colour Background when disabled

buttonDisabledForeground Hex Colour Text colour when disabled
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Button Disabled State (continued)

Field Name Data Type Description
buttonDisabledBorderCo Hex Colour | Border colour when
lor disabled

Typography & Other
Typography & Other
Field Name Data Type Description
fontFamily String Font family
borderRadius CSS Size Global border radius
paymentSelectionBackgro Hex Colour | Payment list
und background
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JSON Web Tokens

JSON Web Tokens (JWTs) are digitally signed JSON objects based on the open standard RFC 7519.
These tokens provide a compact, self-contained method for securely transmitting information
between parties. These tokens are signed with an RSA-encoded public/private key pair. The
signature is calculated using the header and body, which enables the receiver to validate that the

content has not been tampered with.

A JWT takes the form of a string, and consists of three parts separated by dots:

<Header >. <Payl| oad>. <Si gnat ur e>

The header and payload is Base64-encoded JSON and contains these claims:

e Header: The algorithm and token type. For example:

{
n ki dll: "Zu",
"al g": "RS256"
}

e Payload: The claims of what the token represents. For example:

{
"sub": "1234567890",
"nane": "John Doe",
"fat": 1516239022

}

e Signature: The signature is computed from the header and payload using a secret or private
key.

Important: When working with JWTs, Cybersource recommends that you use a well-
maintained JWT library to ensure proper decoding and parsing of the JWT.

Important: When parsing the JWT’s JSON payload, you must ensure that you implement
a robust solution for transversing JSON. Additional elements can be added to the JSON

in future releases. Follow JSON parsing best practices to ensure that you can handle the
addition of new data elements in the future.
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Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Reason Codes

A Unified Checkout request response returns one of the following reason codes:

Reason Codes

Rea
son
Code

200
201

400 -
Capt
ure
Cont
ext API

Description

Successful response.
Capture context created.

Bad request.
Possible reason values:

CAPTURE_CONTEXT_EXPIRED

CAPTURE_CONTEXT_INVALID

CHECKOUT_ERROR

CLICK_TO_PAY_SDK_LOAD_ERROR

This reason is returned when the capture
context JWT has passed its expiration time
0f 900 seconds (15 minutes).

Example decrypted JWT fields include
"exp": "1762894371" and "iat":
"1762893471".

The Unified Checkout configuration rejected
the request due to invalid values.

This reason is returned when the minimum
required fields are missing or invalid or the
capture context contradicts which products
are enabled.

Checkout failed.

This reason is returned when a general,
non-payment-method-specific error occurs
during the UnifiedCheckout checkout flow.
When the checkout failure is specifically
related to tokenization, Click to Pay SDK,
SRC launch, Google Pay, etc., the SDK
returns a more specific error

This reason is returned when the Ul cannot
be successfully rendered. For example:
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Reason Codes (continued)

Rea
son
Code

Description

CREATE_TOKEN_TIMEOUT

CREATE_TOKEN_XHR_ERROR

ENCRYPT_CARD_FOR_SRC_ENROLMENT _ERROR

INVALID_APIKEY

LAUNCH_SRC_CHECKOUT_ERROR
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e Network failures (CDN unavailable,
blocked, or timed out)

e Browser or device restrictions are
preventing the SDK from loading.

e Incorrect or missing configuration
causes Unified Checkout not to
request the SDK asset.

e The merchant site CSP is blocking the
SDK.

e Any runtime error that prevents Click
to Pay ]S initialization.

The token creation timed out. This reason
is returned when the Unified Checkout
JavaScript SDK cannot generate the
transient token within the expected
time-frame.

This reason is returned when the system
attempts to create a token, but a network /
XHR-level failure occurs before the token
can be created. This is a client-side SDK
network failure, not a timeout or back-end
validation error.

Encrypt card for SRC enrollment failed. This
reason is returned when Unified Checkout
attempts to encrypt a card to enroll it

in the SRC / Click to Pay system and the
encryption step fails. This causes the SRC
enrolment to abort.

Returned when the API key that is used in
the server-side capture context request is
invalid.

The launch SRC checkout failed. This
reason is returned by the Unified Checkout
JavaScript SDK when it cannot initialize or
open the SRC checkout flow.



Reason Codes (continued)

Rea
son
Code

Description

SDK_XHR_ERROR

SHOW_LOAD_CONTAINER_SELECTOR

SHOW_LOAD_ERROR

SHOW_LOAD_INVALID_ CONTAINER

SHOW_LOAD_SIDEBAR_OPTIONS

SHOW_PAYMENT_TIMEOUT

SHOW_PAYMENT_UNAVAILABLE

SDK failed to load. This reason is returned
when the JavaScript SDK fails to load due
to an XHR/network error during Unified
Checkout initialization.

The specified DOM element cannot be
found. Returned when the DOM element
specified in the show() configuration cannot
be found. This is a client-side JavaScript
SDK error thrown during rendering of the
payment selection Ul.

There was a problem encountered when
loading the payment screen. Returned
when the Unified Payments Ul fails to load
the payment selection screen (iframe/UI)
during the . show() step

The supplied container parameter is invalid.
Returned when the container provided to
up.show() exists but is invalid—wrong type,
not suitable to host UC Ul, unsupported
context, or malformed in configuration

The supplied container parameter is invalid
when sidebar is selected. Returned when
sidebar = true and the containers supplied
to up.show() are not valid for the sidebar
layout (wrong type, unsupported container,
or structurally incompatible).

Occurs when an error is encountered
during the handling of a payment option.
Returned when UC cannot progress the
user’s selected payment option in time:

No payment types could be presented

to the customer. This could be due

to browser/device support or errors
encountered during the checkout. Returned
when zero payment methods can be
presented in the .show() phase — typically
due to browser/device incompatibility,
disabled payment types, or internal errors
while loading payment options.

Digital Accept Secure Integration | Introduction to the Click to Pay Drop-In Ul | 526



Reason Codes (continued)

Rea Description
son
Code

SHOW_TOKEN_TIMEOUT

SHOW_TOKEN_XHR_ERROR

TOKENIZATION_ERROR

TRIGGER_PAYMENT_TYPE_NOT_SUPPORTED

UNIFIED_PAYMENTS_PAYMENT_PARAMETERS

UNIFIED_PAYMENTS_VALIDATION_FIELDS

UNIFIED_PAYMENTS_VALIDATION_PARAMS

Occurs when the createToken call was
unable to proceed. Returned when the
createToken call cannot proceed within the
expected time while rendering the payment
selection Ul

Occurs when a network error is
encountered while attempting to create

a token. Returned when the createToken
step within . show() fails due to an actual
network/XHR error (blocked request,
CORS/CSP violation, extension interference,
unreachable endpoint).

Tokenization failed. Returned when
tokenization of the selected payment
method fails — due to invalid payment data,
a failed internal tokenization call, network
issues, or an unsupported/blocked payment
environment.

Trigger is not supported for this

payment type. Returned when
up.trigger(paymentType) is called with a
payment method that does not support
trigger mode, is not enabled, not available
on the device/browser, or not recognized
by UC.

Occurs when no valid payment
parameters exist when initializing button.
Returned when the merchant calls
VAS.UnifiedCheckout(sessionIWT) without
providing valid payment parameters —
meaning the SDK cannot initialize the
payment buttons because the supplied
configuration is missing, empty, or
malformed.

A validation error occurred. Missing or
invalid values in required fields

Trigger is not supported for this
payment type. Returned when
up.trigger(paymentType) is called with a
payment method that does not support
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Reason Codes (continued)

Rea Description

son

Code
trigger mode, is not enabled, not available
on the device/browser, or not recognized
by UC.

404 The specified resource not found in the system.

500 Unexpected server error.

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API Reference Sandbox
Business Center Test
Business Center Production
Customer Support

Supported Countries for Click to Pay
Click to Pay is supported in these countries:

e Argentina

e Australia

e Austria

* Brazil

e Bulgaria

e Canada

e China

» Colombia

e Costa Rica

e Czech Republic

e Denmark
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https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-intro.html
https://developer.cybersource.com/api/reference/response-codes.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/rest-api-fields-intro.html
https://developer.cybersource.com/api-reference-assets/index.html#static-home-section
https://businesscentertest.cybersource.com/ebc2/
https://businesscentertest.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://businesscenter.cybersource.com/ebc2/
https://support.visaacceptance.com/

e Dominican Republic
e Ecuador

« El Salvador
e Finland

e France

e Germany

e Greece

e Honduras

* Hong Kong
e Hungary

e Indonesia

e Ireland

o Italy

e Japan

e Jordan

e Kuwait

e Malaysia

e Mexico

e Netherlands
e New Zealand
e Nicaragua

e Norway

e Panama

e Paraguay

e Peru

e Poland

e Qatar
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e Romania

e Saudi Arabia

e Singapore

» Slovakia

» Slovenia

e South Africa

e Spain

» Sweden
 Switzerland

e Thailand

e Ukraine

e United Arab Emirates
e United Kingdom
« United States

e Uruguay

e Vietnam

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Supported Locales

The locale field within the capture context request consists of an ISO 639 language code, an
underscore (_), and an ISO 3166 region code. The locale controls the language in which the
application is rendered. The following locales are supported:

e ar AE
e bg BG
e ca_ES

e cs CZ

e da_DK
e de AT
e de DE
e el GR

e en_AU
e en_CA
e en_GB
e en_IE

e en_NZ
e en_PK
e en_US
e es_AR
e es CL

e es CO
e es_ES

e es_MX
e es_PE
e es_US
e fi_FI

o fr CA
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e fr FR
e he IL
e hr HR
e hu HU
e id_ID
o it IT
eja_JP

e km_KH
e ko_ KR
elo LA
e ms_MY
e nb_NO
e nl NL
e pl_PL
e pt_ BR
e ro_RO
e ru_RU
e sk_SK
e s]_SI

e sv_SE
e th_ TH
o tI_PH
o tr TR
e uk UA
e ur_PK
e vi_VN

e zh CN
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e zh HK
e zh MO
e zh_SG

ezh TW

Related information
Getting Started with REST
Response Codes

API Field Reference Guide
API| Reference Sandbox
Business Center Test
Business Center Production
Customer Support
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Processing Authorizations with a Transient Token

After you validate the transient token, you can use it in place of the PAN with payment services for 15
minutes. The transient token can be used multiple times within the 15-minute period.

Authorization with a Transient Token

This section provides the minimal set of information required to perform a successful authorization
with a transient token that is generated by the Flex API.

! Important: Each request that you send to Cybersource requires header information. For
information about constructing the headers for your request, see the Getting Started with
REST Developer Guide.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments

Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in Saudi Arabia: POST https://api.sa.cybersource.com/pts/v2/payments

Test in Saudi Arabia: POST https://apitest.sa.cybersource.com/pts/v2/payments

Required Field for an Authorization with a Transient Token

tokenInformation.transientTokenJwt

Digital Accept Secure Integration | Processing Authorizations with a Transient Token | 534


https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-about-guide.html
https://developer.cybersource.com/docs/cybs/en-us/platform/developer/all/rest/rest-getting-started/restgs-about-guide.html
https://developer.cybersource.com/docs/cybs/en-us/api-fields/reference/all/rest/api-fields/token-info-aa/token-info-transient-token-jwt.html

REST Interactive Example: Authorization with a Transient Token

Paynment with Flex Token

Live Console URL: https://developer.cybersource.com/api-reference-assets/
index.html#payments_payments_process-a-payment_samplerequests-dropdown_payment-with-flex-
token_liveconsole-tab-request-body

REST Example: Authorization with a Transient Token

Request

Important: The transient token may already contain information such as billing address and
total amount. Any fields included in the request will supersede the information contained in
the transient token.

"t okenl nformation": ({
"transi ent TokenJwt " :

"eyJraWg O | wWWFN2 SWFHSWZ5YXc 4 OTdy RGVHOW/GZE9ES2FDS2Mkc Sl sl nFFsZy | 611 JTM U21 n0. eyJp
c3M O JGGVALzAWM i wi ZXhwi j oxNj EONzkyNTQOLCJ0eXBI | j oi YXBpLTAuMSAW i wi aWFOI j oxN EONz
kxN QOLCIqdGki O | x RDBWWz FQVUt MRTNXNLNWEk J ZVE04VUc x WEQY SO PRUNJIVI dBSURPKhLNj JJSFQxU
VELIN AzRKMBNj A2MDI DI nO. Fr N1yt YcpQkn8Tt af yFZnJ3dV3uulXecDJ4TRI VZN- j pNbant| uAKvVZ1zf d
hbkr B6aNVWECSvj Zr bEhDKCKHCG8I j Chzl 7Kg642RW eLkW 30i of gQqFf zTug41sDhl | gB- Uat veU 2uk
PxLY!l 87EX9yt px4zCIVnj 6z2CGqdNP3g35Qby59cuLQYxhRLK7W/x9BUgWB5t | 20Haaj Ec25t S1FwH3j DO |
AC8Mu2MEK- Ew0- ukZ70Ce7Zaq4ci bg_UTRx7_S2c4l UnRFS3wi kS1VnbbpvcKLr 9k_8b9Ynddl zpOp0JOC
j XC_nuof QI7_x_- CQayx2czE0kD53HeNYC5hQ'

}

Response to Successful Request

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 6826225725096718703955/r ever sal s"
I
"self": {
"met hod": " CET",

Digital Accept Secure Integration | Processing Authorizations with a Transient Token | 535


https://developer.cybersource.com/api-reference-assets/index.html#payments_payments_process-a-payment_samplerequests-dropdown_payment-with-flex-token_liveconsole-tab-request-body
https://developer.cybersource.com/api-reference-assets/index.html#payments_payments_process-a-payment_samplerequests-dropdown_payment-with-flex-token_liveconsole-tab-request-body
https://developer.cybersource.com/api-reference-assets/index.html#payments_payments_process-a-payment_samplerequests-dropdown_payment-with-flex-token_liveconsole-tab-request-body

“href": "/pts/v2/ payment s/ 6826225725096718703955"
H
"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynment s/ 6826225725096718703955/ capt ur es"

H
"clientReferencel nformation": {
"code": "TC50171_3"
H
"id": "6826225725096718703955",
"orderInformation": ({
"anmount Detai | s": {
"aut hori zedAnmount ": "102. 21",
"currency": "USD'

}
(¥
"paynent Account | nf ormati on": {
"card": {
"type": "001"
}
(¥

"paynent | nformation": {
"t okeni zedCard": {

Iltypell : n Oolll
}
"card": {

Iltypell : n Oolll
}

"customer": {
"id": "AAE3DD3DED844001E05341588E0ADODG"

}
"poi nt O Sal el nformation": {
"termnal ld": "111111"
}
"processor|nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I1"

b,
"reconciliationld": "68450467YGVEIY18",
"status": "AUTHORI ZED',
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"submit Ti meUtc": "2023-04-27T19: 09: 322"
}

Authorization and Creating TMS Tokens with a Transient Token

This section provides the minimal information required in order to perform a successful
authorization and create TMS tokens (customer, payment instrument, and shipping address) with a
transient token.

! Important: Each request that you send to Cybersource requires header information. For
information about constructing the headers for your request, see the Getting Started with
REST Developer Guide.

Endpoint

Production: POST https://api.cybersource.com/pts/v2/payments

Test: POST https://apitest.cybersource.com/pts/v2/payments

Production in Saudi Arabia: POST https://api.sa.cybersource.com/pts/v2/payments

Test in Saudi Arabia: POST https://apitest.sa.cybersource.com/pts/v2/payments

Required Fields for an Authorization and Creating TMS Tokens with a
Transient Token

orderInformation.amountDetails.currency

orderInformation.amountDetails.totalAmount

orderInformation.billTo.address1

orderInformation.billTo.administrativeArea

orderInformation.billTo.country

orderInformation.billTo.email

orderInformation.billTo.firstName
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orderInformation.billTo.lastName
orderInformation.billTo.locality
orderInformation.billTo.postalCode
orderInformation.shipTo.address1
orderInformation.shipTo.administrativeArea
orderInformation.shipTo.country
orderInformation.shipTo.firstName
orderInformation.shipTo.lastName
orderInformation.shipTo.localityorderInformation.shipTo.locality
orderInformation.shipTo.postalCode

processingInformation.actionList
Set this field to TOKEN_CREATE.

processingInformation.actionTokenTypes
Set to one of these values:

® customer
® paymentInstrument

e shippingAddress

tokenInformation.transientTokenJwttokenInformation.transientTokenJwt
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REST Interactive Example: Authorization and Creating TMS Tokens
with a Transient Token

Payment with Flex Token(Create Permanent TMS t oken)

Live Console URL: https://developer.cybersource.com/api-reference-assets/
index.html#payments_payments_process-a-payment_samplerequests-dropdown_payment-with-flex-
token-create-permanent-tms-token_liveconsole-tab-request-body

REST Example: Authorization and Creating TMS Tokens with a
Transient Token

Request

{

"clientReferencel nformation": {
"code": "TC50171 3"

H

"processingl nformation": {
"actionList": [

" TOKEN_CREATE"

]

cti onTokenTypes": [
"customer",
"paynent | nst runment ",
"shi ppi ngAddr ess"
]
}

rder | nformation”: {
"anmount Detai | s": {
"total Anpunt": "102.21",
"currency": "USD'

(¥

"bill To": {
"firstName": "John",
"l ast Nane": "Doe",
"address1": "1 Market St",
"l ocality": "san francisco",
"admi ni strativeArea": "CA",
"post al Code": "94105",
"country": "US",
"email": "test@ybs. cont,
"phoneNunber": "4158880000"

[E
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"shi pTo": {
"firstName": "John",
"l ast Nane": "Doe",
"address1": "1 Market St",
"l ocality": "san francisco",
"adm ni strativeArea": "CA",
"post al Code": "94105",
"country": "US"

H
"t okenl nformation": ({
"transi ent TokenJwt " :

"eyJraWy O | WWFN2SWFHSWZ5YXc4 OTdy RGVHOWGZEQES2FDS2Mke SI sl nFszyl 611 JTM U2I n0. eyJdp
c3M O JGGVALzAWM i wi ZXhwi j oxN] EONzkyNTQOLCJ0eXBI | j oi YXBpLTAUMSAW i wi aWFOI j oxNj EONz
kxN QOLCIgqdCki O | xRDBWvEz FQVIUt MRTNXNLNWEK J ZVE04VUc x WEQY SOI PRUhJ VI dBSURPKhLN JJSFQxU
VELIN AzRKMBN A2MDI DI nO. Fr N1yt YcpQkn8Tt af yFZnJ3dV3uulXecDJ4TRI VZN- j pNbant| uAKVZ1zf d
hbkr B6aNVWECSv]j Zr bEhDKCKHCG8I j Chzl 7Kg642RW eLkW 30i of gQqFf zTug41sDhl | gB- Uat veU_2uk
PxLYI 87EX9yt px4zCIVnj 6z GgdNP3g35Q@y59cuLQYxhRLK 7VWx9BUgWB5t | 20Haaj Ec25t S1FwH3j DOf j
AC8rmu2MEk- EwO- ukZ70Ce7Zaq4ci bg_UTRx7_S2c4]l UTRFS3wi kS1VnbbpvcKLr 9k_8b9Ynddl zpOp0JOC
j XC_nuof QT7_x_- CQayx2czE0OkD53HeNYC5hQ'

}

Response

" links": {
"aut hReversal ": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 6826220442936119603954/ r ever sal s"
s
"sel f": {
"met hod": "CET",
"href": "/pts/v2/ paynment s/ 6826220442936119603954"
s
"capture": {
"met hod": "POST",
"href": "/pts/v2/ paynent s/ 6826220442936119603954/ capt ur es"

s
“clientReferencelnformation": {
"code": "TC50171_3"
s
"id": "6826220442936119603954",
"orderInformation": {
"anmount Detai |l s": {
"aut hori zedAnount": "102.21",
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"currency": "USD'

}
(¥
"paynent Account | nf ormati on": {
"card": {
"type": "001"
}
(¥

"paynent | nformation": {
"t okeni zedCard": {

Iltypell : n Oolll
b,
"card": {

Iltypell : n Oolll
}

}
"poi nt O Sal el nformation": {
"termnal ld": "111111"
}
"processor|nformation": {
"approval Code": "888888",
"networ kTransactionld": "123456789619999",
"transactionld": "123456789619999",
"responseCode": "100",
"avs": {
"code": "X',
"codeRaw': "I1"

(¥
"reconciliationld": "68449782YGVESIXND',
"status": "AUTHORI ZED',
"subm t Ti meUtc": "2023-04-27T19: 00: 447",
"t okenl nformation": ({
"instrunentidentifierNew': false,
"instrunentldentifier": {
"state": "ACTIVE",
"id": "7010000000016241111"
(¥
"shi ppi ngAddr ess": {
"id": "FA56F3248492C901E053A2598D0A99E3"
(¥
"paynent | nstrunent": {
"id": "FAS6E8725B06A553E053A2598D0A2105"
(¥
"customer": {
"id": "FA56DA959B6ACBFBE053A2598D0AD183"
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